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1.  Introduction

My research topic is Network Protocols; the reason being is I want to learn more about networking technology.  First of all, what is a protocol?  It is a rule that governs how networks communicate; they define the standards for communication between two network devices.  Not having protocols, devices would not be able to interpret the signals sent by other devices, resulting in the data going nowhere [4].

From the networking industry, a protocol can be defined as a group, or suite, of individual protocols that are working together.  Protocols can vary according to speed, transmission efficiency, utilization of resources, setup configurations, compatibility, and having the ability to travel between different LANs (Local Area Network).

My main concentrations are going to be; the two types of models of protocols, what are sub-protocols in the TCP/IP (Transmission Control Protocol/Internet Protocol) model, and types of layers in the OSI model and TCP/IP model.  There are two types of models for a protocol; the first being the OSI (Open Systems Interconnect) model, and the other being TCP/IP (Transmission Control Protocol/Internet Protocol).  

There are several types of sub-protocols that fall under each model.  Here are a few that belong to the TCP/IP model; FTP, SMTP, UDP, and TELNET.  There are seven layers that make up the OSI model; physical, data link, network, transport, session, presentation, and application, and there are four layers that make up the TCP/IP model; network access, Internet, transport, and application. 

In the past 15 years, new technology has evolved which makes it possible for interconnection between many physical networks, and making them function as one unit.  This technology is called internetworking, which accommodates several underlying hardware technologies by finding a way to interconnect networks along with a set of communication conventions.  

For many years, the U.S. government agencies have realized the importance and potential of Internet technology.  In which they have funded research that has possible of a global Internet.  The ARPA (Advanced Research Projects Agencies) technology includes a set of network standards that specify how computers communicate, as well as a set of conventions for interconnecting networks and routing traffic.  One created was the TCP/IP Internet protocol suite used to communicate any set of interconnected networks.  An example to this would be a corporation uses TCP/IP to interconnect all networks within its corporation, but has no connection to outside networks.

The TCP/IP has formed a base technology for global Internet that has connected homes, university campuses, other schools, corporations, and government labs in 61 countries.  Here in the U.S., the National Science Foundation (NSF), Department of Energy (DOE), Department of Defense (DOD), Health and Human Services Agency (HHS), and National Aeronautics and Space Administration (NASA), have all contributed to funding the Internet, and all use TCP/IP to connect to many of their research sites.  

From a user’s stand point, the TCP/IP appears to be a set of application programs that use the network to carry out useful communication tasks.  When users access the Internet they do so by running programs without knowing or understanding the TCP/IP technology, the structure of the underlying internet, and the path the data travels to its destination.  Users rely on application programs and underlying network software to handle this.  

Here are the most popular and widespread Internet application services; electronic mail which allows users to compose memos and send them to individuals or groups.  Another part of mail application allows users to read memos they receive.  However with many electronic mail systems existing, using TCP/IP makes mail delivery more reliable because it does not rely on intermediate computers to rely messages.  Mail delivery using TCP/IP operates by having the sender’s machine interact directly with another machine.  

File transfer is the next, when users transfer files using electronic mail, the mail is usually designed in a form to text messages.  Using TCP/IP, a file transfer application program allows users to send or receive very large files of programs or data.  And like mail, file transfer across a TCP/IP internet is reliable because the two machines involved communicate directly, without relying on intermediate machines to make copies of the file along the way.  

Lastly, remote login allows users sitting at one computer to connect to a remote machine and establish an interactive login session.  The remote login makes it appear as if there’s a window on the user’s screen connects directly to the remote machine by sending a keystroke from the keyboard to the remote machine and displaying each character the remote computer prints to the user’s screen.   

2.  Background

2.1 Brief history 

In the past 15 years, new technology has evolved which makes it possible for interconnection between many physical networks, and making them function as one unit.  This technology is called internetworking, which accommodates several underlying hardware technologies by finding a way to interconnect networks along with a set of communication conventions.  

For many years, the U.S. government agencies have realized the importance and potential of Internet technology.  In which they have funded research that has possible of a global Internet.  The ARPA (Advanced Research Projects Agencies) technology includes a set of network standards that specify how computers communicate, as well as a set of conventions for interconnecting networks and routing traffic.  One created was the TCP/IP Internet protocol suite used to communicate any set of interconnected networks.  An example to this would be a corporation uses TCP/IP to interconnect all networks within its corporation, but has no connection to outside networks.

The TCP/IP has formed a base technology for global Internet that has connected homes, university campuses, other schools, corporations, and government labs in 61 countries.  Here in the U.S., the National Science Foundation (NSF), Department of Energy (DOE), Department of Defense (DOD), Health and Human Services Agency (HHS), and National Aeronautics and Space Administration (NASA), have all contributed to funding the Internet, and all use TCP/IP to connect to many of their research sites.

2.2 Timeline of TCP/IP

“In 1969 the Advanced Research Projects Agency (ARPA) funded a research and development project to create an experimental packet-switching network.  This network called ARPANET was built to study techniques for providing robust, reliable, vendor-independent data communications.  The project known as experimental became so successful that many organizations were beginning to use for their daily data communications.  In 1975, ARPANET had been converted from experimental to an operational network, and responsibilities were given to the Defense Communications Agency (DCA).  However, development of ARPANET didn’t stop just because it became operational; the basic TCP/IP protocols were developed after the ARPANET became operational” [2].

“The TCP/IP protocols were adopted as Military Standards (MIL STD) in 1983, and all hosts connected to the network were required to convert to the new protocols.  To ease this conversion, DARPA (Defense Advanced Research Projects Agency) funded Bolt, Beranek, and Newman (BBN) to implement TCP/IP in Berkeley (BSD) UNIX.  Thus began marriage between UNIX and TCP/IP.” [2]   

When the time TCP/IP was adopted as a standard, the term Internet became well known or was very common.  “TCP/IP soldiered on through the 1980’s, laboring in the shadows of other, more popular and successful commercial network protocols.  ARPANET continued growing and eventually became known as the Internet.  TCP/IP remained dedicated to supporting the network, but saw widespread acceptance.  This occurred when the U.S. federal government converted the Internet from a private military-oriented research facility into a public facility to which anyone could connect from around the world [12].  In 1983, “the old ARPANET had been divided into MILNET, which was the unclassified part of the Defense Data Network (DDN), and the new smaller ARPANET.  The term Internet had been used to refer to the entire network, MILNET plus ARPANET” [2].

In 1985, “NSF (National Science Foundation) had created NSFNet and had it connected to the then-existing Internet.   The creation of the NSFNet was a significant event in the history of the Internet because NSF brought with it a new vision of the use of the Internet.  NSF wanted to extend the network to every scientist and engineer across the United States, to accomplish this, in 1987, NSF created a new, faster backbone and a three-tiered topology that included the backbone, regional networks, and local networks.  By 1990, ARPANET had virtually passed out of existence, and NSFNet had ceased the role as primary Internet backbone network in 1995.  Today the Internet is larger than ever and encompasses more than 95,000 networks worldwide” [2].  

3.  Specific Sections

3.1 What is a protocol in Networking?
Protocols, what are protocols?  Here’s a definition; is a set of rules governing the interaction between two systems.  Protocols define the standards for communication between network devices.  But in the networking industry the term “protocol” is often used to refer to a group, or suite, of individual protocols that work together.  Protocols contain the details of message formats, describe how a computer responds when a message arrives, and specify how a computer handles errors or other abnormal conditions.  In a sense, protocols are to communicate what algorithms are to compute.  

When systems communicate, they require rules.  Network protocols define how systems communicate across networks.  Rules for handling communication must look at the need for interoperability across different network media.  The term interoperability means the ability for systems to communicate and work together with no information about each other beyond compliance with certain standards; also it is a key component of any internetwork protocol because there are so many different network protocols used by different computing platforms and networking products.

From the networking industry, a protocol can be defined as a group, or suite, of individual protocols that are working together.  Protocols can vary according to speed, transmission efficiency, utilization of resources, setup configurations, compatibility, and having the ability to travel between different LANs (Local Area Network).  

Second, what is a network?  It is a collection of devices running software allowing them to communicate via some transmission medium.  Each device in a network serves a specific purpose for one or more individuals.   Often a network covers a small geographical area and connects devices in a single building or group of buildings.  Such a network is LAN (Local Area Network), where a network that covers a larger area such as a municipality, state, country, or the world is called a WAN (Wide Area Network). 

3.2 Two types of models (OSI and TCP/IP)

There are two types of models for a protocol; the first being the OSI (Open Systems Interconnect) model.  “A set of protocols that would allow any two different systems to communicate regardless of their underlying architecture is called an open system.  The ISO had addressed the problem of allowing many devices to communicate and has developed its Open Systems Interconnect (OSI) model.  If fully developed, it would allow any two computers to communicate provide they are connected to one another” [5].  The OSI model provides us with a view of how the network functions, from the wiring that connects the computers to the programs we use to communicate.  There are layers in the model and they are the key component to the functionality.  “A layer is the network model is simply a functional piece of the whole network” [6]. 

There are a total of seven layers that are used in the model to describe the network from the ground up.  “Each layer builds on the next and would be completely useless by itself, or if one of the preceding layers was missing.  It follows that each layer cannot exist in a vacuum, it must possess some knowledge of the layers that surround it and have a method of communicating to those layers” [6]. 

The second is the TCP/IP (Transmission Control Protocol/Internet Protocol) model.  “The name TCP/IP refers to an entire suite of data communications protocols.  The suite gets its name from two of the protocols that belong to it, the Transmission Control Protocol and the Internet Protocol” [2].  It is also known as an open-standard communication protocol suite which is used as a standard for communicating over the use of the Internet.  TCP/IP provides the linkage between communicating software applications and a physical network that carries messages sent by computers to other computers or devices.  Although, TCP/IP complements and extends the capability of the physical network, it still can’t work without a network.  

Here are five critical functions of TCP/IP:  

· Globally Unique Addresses-which is an addressing system that permits you to uniquely identify any given machine connected to the Internet.

· Packet-which is merely having an address for a networked machine which isn’t enough to permit communication.

· Segmentation and Reassembly-the ability to chop up application data into manageable pieces called segments is crucial to communicating across a network.

· Resequencing-TCP/IP also enables computers that receive a series of related packets to put them back into the correct order.

· Data Integrity-TCP/IP is smart enough to detect data that was damaged or lost during transmission through the network.

This model has fewer layers compared to the OSI model; there are four layers that make up the TCP/IP model.  “Each layer in the stack adds control information to ensure proper delivery.  This control information is called a header because it is place in front of the data to be transmitted.  Each layer treats all of the information it receives from the layer above as data and places its own header in front of that information” [2].
The popularity of the TCP/IP protocols did not grow rapidly just because the protocols were there, or because connecting to the Internet mandated the use.  It met an important need (world wide communication) at the time, and had several important features that allowed them to meet the need.  These features are:

· Open Protocol standards, freely available and developed independently from any specific computer hardware or operating system.  Because it’s widely supported, TCP/IP is ideal for uniting different hardware and software, even if they don’t communicate over the Internet.

· Independence from specific physical network hardware.  Allows TCP/IP to integrate many different kinds of networks.  TCP/IP can be run over an Ethernet, a token ring, a dial-up line, and FDDI net, and virtually any other kind of physical transmission medium.

· Common addressing scheme that allows any TCP/IP device to uniquely address any other device in the entire network, even if the network is as large as the worldwide Internet.

· Standardized high-level protocols for consistent, widely available user services.

3.3 What are the sub-protocols in the TCP/IP model?

There are several types of sub-protocols that fall under each model.  Here are a few that belong to the TCP/IP model; FTP, SMTP, UDP, HTTP and TELNET.  
The first is File Transfer Protocol (FTP); which allows users to log in to remote computers via the Internet.  “Like TELNET, the FTP is an ancient protocol; tracing its roots back to 1971” [11].   The complexity of the FTP protocol arises from segregation of the file transfer process from the exchange of command and control information.  Hosts exchange information about transfers through one channel, while the actual file transfers are conducted through a separate, dedicated, channel.  Even more unusual is that data transfer connections are initiated by the server, rather than the client, after a request for a file is made.  Here are several things noted for making FTP worthy; “FTP incorporates a different application protocol, telnet, to be used for the transmission of commands; FTP requires two separate channels be open for file transfer, one for commands and replies to commands, the other for actual data transfer; FTP originally required that a client be able to permit the server to open up a circuit for data transfer; FTP originally required that all file transfers be conducted over the same TCP circuit” [11].   
Next is Simple Mail Transfer Protocol (SMTP) it defines the protocol used for the delivery of mail messages over the Internet.  Certainly one of the most common uses of network is electronic mail, the ability to send a message or file to a specific user at a local or remote site.  “The standard mail protocol in the TCP/IP suite is the Simple Mail Transfer Protocol.  It runs above TCP/IP and below any local mail service.  Its primary responsibility is to make sure mail is transferred between different hosts.  In contrast, the local service is responsible for distributing mail to specific recipients” [5].   
There’s also User Datagram Protocol (UDP) which provides a connectionless mode of communication over dissimilar networks.  UDP and TCP provide the transport user with the two typical modes of communication.  In the TCP/IP protocol suite, the User Datagram Protocol or UDP provides the primary mechanism that application programs use to send datagrams to other application programs.  “UDP provides protocol ports used to distinguish among multiple programs executing on a single machine.  That is, in addition to the data sent, each UDP message contains both a destination port number and a source port number, making it possible for the UDP software at the destination to deliver the message to the correct recipient and for the recipient to send a reply” [3].  

TELNET is also another sub-protocol which allows users to log in to remote computers via the Internet.  “The TCP/IP protocol suite includes a simple remote terminal protocol called TELNET.  TELNET allows a user at one site to establish a TCP connection to a login server at another.  TELNET then passes keystrokes from the user’s keyboard directly to the remote computer as if they had been typed on a keyboard attached to the remote machine.  TELNET also carries output from the remote machine back to the user’s screen.  The service is called transparent because it gives the appearance that the user’s keyboard and display attach directly to the remote machine” [3].

3.4   Types of protocol layers


3.4.1 From the OSI model

There are seven layers that make up the OSI model; physical, data link, network, transport, session, presentation, and application.  The ISO has addressed the problem of allowing many devices to communicate and has developed its OSI model.  It consists of seven layers, with each layer performing specific functions and communicates with the layers directly above and below it.  The higher layers deal more with user services, applications, and activities, and the lower layers deal more with the actual transmission of information.
“The OSI model was designed to cover all possible interactions between all possible entities.  By creating seven different layers at which entities could interact, the OSI model complicated even the most simplest interactions.  On the hand, such layering is quite useful in the world of telecommunications, where it is often necessary to exert a great deal of control over how data flows, and how it is ordered, and even how meta-data (information about information) related to managing connections can be transmitted and managed” [11].
The lowest layer of the OSI model is the physical layer; where communication between the interfaces to the physical link, including raw signals over a wire, radio transmission over wireless.  It is also known as providing the foundation to which the follows layers will build on.  So if there’s no physical layer, there will be some serious problems trying to get a network set up and running properly.  

Data link is the next one above the physical layer; nodes share a network medium and interact by transmitting and receiving data frames over that shared medium.  Once you’ve made a physical connection at the physical layer, you need to be able to move data over the connection.  Here the data link layer must be capable of creating the packet holding the information, identifying the destination of the remote machine, or node; that will receive the data.  A “node” is any device that is connected to a network [6].  It also provides low level error checking to identify any problems that may have occurred and acting on these problems.  The data link layer is responsible for regulating transmission data from the physical layer.  Depending on the type of network that is set up, there are certain conditions during which a machine must either wait its turn to transmit data, or wait a certain amount of time to pass before it can transmit again.

The network layer follows above the data link; nodes on an internet interact by transmitting and receiving data packets that may be forwarded across physical network boundaries.  This layer deals with routing strategies.  “For example, in a bidirectional ring network, there are two paths between any two points; more complex topology may have many routes from which to choose” [5].  The network layer controls the communications subnet, which is the collection of transmission media and switching elements required for routing and data transmission.  The network layer is the highest layer in the subnet. 
Transport layer follows after the network layer; this is where processes on internet nodes interact by passing messages to each other.  It also deals with end-to-end communications.  The transport layer may determine which network to use for communication.  An example for this is a computer may be connected to several networks that may differ in speed, cost, and type of communication, with the choice often depending on several factors.  There’s another approach which, “divides the data into small packets (subnets of the data) and transfer them intermittently.  In such a case, a connection between two points is really not necessary; instead, each packet may be transmitted independently through the network” [5].
Session layer is the next above transport layer; where entities or applications do something here to possibly manage how different protocols might be applied to a single application.  Here also, “the session layer allows applications on two different computers to establish a session, or logical connection” [5].  The session layer also brackets operations that must appear to the user as a single transaction.  
Presentation layer is the next after session layer; entities or applications do something here to negotiate the form in which data is to be exchanged.  “This layer provides standard data presentation routines.  This function is frequently handled within the applications in TCP/IP, though increasingly TCP/IP protocols such as XDR and MIME perform this function” [2].   
The highest layer is the application layer; entities with which people and other users interact to exchange network data operate.  The diagram (Figure 1.1) show how data is transmitted starting at the application layer, then goes through each layer as data is transmitted.  Then data is received starting at the lowest layer working its way through each layer until it reaches the highest layer.

Another way of looking at this is; “sending a message from an application program on one machine to an application program on another means transferring the message down through successive layers of protocol software on the sender’s machine, transferring the message across the network, and transferring the message up through successive layers of protocol software on the receiver’s machine” [2].
3.4.1.1 Diagram of OSI model
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Figure 1.1
3.4.1 From the TCP/IP model

There are four layers that make up the TCP/IP model; network access, Internet, transport, and application.  The Network Access layer is the lowest layer on the TCP/IP model.  The protocol in this layer provides the means for the system to deliver data to the other devices on a directly attached network.  “It is responsible for accepting IP datagrams and transmitting them over a specific network.  A network interface may consist of a device driver (e.g., when the network is a local area network to which the machine attaches directly) of a complex subsystem that uses its own data link protocol (e.g., when the network consists of packet switches that communicate with hosts using HDLC).”  [3]   Unlike the other higher level protocols, the network access layer must know the details of the underlying network (its packet structure, addressing) to correctly format the data that is being transmitted to comply with network constraints.  The network access layer can take on the functions of all three layers of the OSI model; network, data link and physical.  

The next layer above the Network Access is the Internet layer, which is the heart of TCP/IP and the most important protocol in the Internet protocol.  It provides the basic packet delivery service on which TCP/IP networks are built.  “It accepts a request to send a packet from the transport layer along with an identification of the machine to which the packet should be sent.  It encapsulates the packet in an IP datagram, fills in the datagram header, uses the routing algorithm to determine whether to deliver the datagram directly or send it to a router, and passes the datagram to the appropriate network interface for transmission” [3].  

Transport layer is the next above the Internet layer; there are two important protocols in this layer.  They are TCP and UDP, TCP provides reliable data delivery service with end-to-end error detection and correction, and UDP provides low-overhead, connectionless datagram delivery service.  The primary duty of the transport layer is to provide communication from one application program to another.  Such communication is often called end-to-end.  The transport layer may regulate flow of information; it may also provide reliable transport, ensuring that data arrives without error and is in sequence.  To do this, transport protocol software arranges to have the receiving side send back acknowledgments and the sending side retransmit lost packets.  The transport software divides the stream of data being transmitted into small pieces sometimes called packets, and passes each packet along with a destination address to the next layer for transmission” [3].   

The Application layer is at the top of the TCP/IP model, it consists of applications and processes that use the network.  “At the highest level, users invoke application programs that access services available across a TCP/IP internet.  An application interacts with one of the transport level protocols to send or receive data.  Each application program chooses the style of transport needed, which can be either a sequence of individual messages or a continuous stream of bytes.  The diagram (Figure 1.2) illustrates what each layer’s operation is.  The application program passes data in the required form to the transport level for delivery” [3].  


3.4.1.2 Diagram of TCP/IP model 
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Figure 1.2
Here’s another diagram of the two diagrams, showing their comparisons between each other.  This diagram depicts that from the TCP/IP model the application layer takes on the tasks from the OSI model the application, presentation, and session layers.
3.4.1.3 Comparison diagram of OSI & TCP/IP models
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Figure 1.3
4.  Conclusion


In conclusion, here’s an overview of what my paper consisted of.  What is a protocol?  The definition is, a protocol is a rule that governs how networks communicate, and they define the standards for communication between network devices.  Also without protocols, devices wouldn’t be able to interpret any signals sent by other devices, resulting in data going nowhere [4].  The most commonly used networking protocol, would be the TCP/IP protocol, which stands for Transmission Control Protocol/Internet Protocol.  There are two types of models for protocols; one being the TCP/IP and the other OSI (Open Systems Interconnect).  

Through my main areas of concentration, I was able to explain in more detail the TCP/IP model; which has four layers of functionality, network access, Internet, transport, and application.  I’ll also covered the OSI model which consists of seven layers, physical, data link, network, transport, session, presentation, and application.  There are sub-protocols that lay within each model, for the TCP/IP model; FTP, SMTP, UDP, and TELNET.  The first is File Transfer Protocol (FTP); which allows users to log in to remote computers via the Internet.  

Next is Simple Mail Transfer Protocol (SMTP) it defines the protocol used for the delivery of mail messages over the Internet.  There’s also User Datagram Protocol (UDP) which provides a connectionless mode of communication over dissimilar networks.  UDP and TCP provide the transport user with the two typical modes of communication.  TELNET is also another sub-protocol which allows users to log in to remote computers via the Internet.

Again, here’s some history as to how TCP/IP was formed.  In the past 15 years, new technology has evolved which makes it possible for interconnection between many physical networks, and making them function as one unit.  This technology is called internetworking, which accommodates several underlying hardware technologies by finding a way to interconnect networks along with a set of communication conventions.  

For many years, the U.S. government agencies have realized the importance and potential of Internet technology.  In which they have funded research that has possible of a global Internet.  The ARPA (Advanced Research Projects Agencies) technology includes a set of network standards that specify how computers communicate, as well as a set of conventions for interconnecting networks and routing traffic.  One created was the TCP/IP Internet protocol suite used to communicate any set of interconnected networks.  An example to this would be a corporation uses TCP/IP to interconnect all networks within its corporation, but has no connection to outside networks.

The TCP/IP has formed a base technology for global Internet that has connected homes, university campuses, other schools, corporations, and government labs in 61 countries.  Here in the U.S., the National Science Foundation (NSF), Department of Energy (DOE), Department of Defense (DOD), Health and Human Services Agency (HHS), and National Aeronautics and Space Administration (NASA), have all contributed to funding the Internet, and all use TCP/IP to connect to many of their research sites.  

From a user’s stand point, the TCP/IP appears to be a set of application programs that use the network to carry out useful communication tasks.  When users access the Internet they do so by running programs without knowing or understanding the TCP/IP technology, the structure of the underlying internet, and the path the data travels to its destination.  Users rely on application programs and underlying network software to handle this.  

Here are the most popular and widespread Internet application services; electronic mail which allows users to compose memos and send them to individuals or groups.  Another part of mail application allows users to read memos they receive.  However with many electronic mail systems existing, using TCP/IP makes mail delivery more reliable because it does not rely on intermediate computers to rely messages.  Mail delivery using TCP/IP operates by having the sender’s machine interact directly with another machine.  

File transfer is the next, when users transfer files using electronic mail, the mail is usually designed in a form to text messages.  Using TCP/IP, a file transfer application program allows users to send or receive very large files of programs or data.  And like mail, file transfer across a TCP/IP internet is reliable because the two machines involved communicate directly, without relying on intermediate machines to make copies of the file along the way.  

Lastly, remote login allows users sitting at one computer to connect to a remote machine and establish an interactive login session.  The remote login makes it appear as if there’s a window on the user’s screen connects directly to the remote machine by sending a keystroke from the keyboard to the remote machine and displaying each character the remote computer prints to the user’s screen.   
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Appendix
Question 1:  What is a Protocol in Networking?  In networking industry the term “protocol” is often used to refer to a group, or suite, of individual protocols that work together.

Question 2:  From my presentation slides, what are the four layers that make up the TCP/IP model?  Application, Transport, Internet, and Data Link.

Question 3:  With the application layer being the highest on the TCP/IP model, from the diagram on the presentation slides, what is its function?  It provides application access to the communication environment.

Question 4:  What is File Transfer Protocol, or FTP?  Allows users to log in to remote computers via the Internet 

Question 5:  What is a sub-protocol in the TCP/IP model?  Small, specialized protocols that work together and belong to a protocol suite.  
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