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Networking Hardware

1. Introduction

Computers have become a powerful tool that allows users to store and process large amounts of data quickly and efficiently. Computers can be used in any circumstances for personal use at home or school up to any small or large business. For these situations people are inputting and processing data simultaneously and in order for data to be shared between workstations this is where networking comes into play. Networks are best described as a group of computers connected by cable or other media so that data can be shared between users. Networks were made to share data much easier and more efficient between users. 
For a network to be successful, networking hardware plays a crucial role in helping information or data flow quickly and efficiently through a network. Each piece of hardware in a network serves as a purpose and has a different function and they include a file server, networking adapters also known as network interface cards, repeaters, hubs, bridges, routers, switches, and cabling. Another advantage o f using a network is not only the need to share files but to share other resources such as printers, scanners, and fax machines. In addition networks can be used to share one internet connection and to improve communication among users. 

2. Background

It’s hard to believe that the history of personal computers (PCs) and networking is only 23 years old 5. Before networking became popular, Sneaker Nets, in which data is copied to a floppy disk and carried to another computer, were the only option for sharing data4. In that time, PCs have evolved from expensive novelties to fundamental business tools4. Networking has changed throughout these years from Sneaker Nets to file servers which have changed the way of sharing resources and information more easily and efficiently. Sneaker Net caused a lot of problems because of the necessity of passing a document on a floppy disk between workstations. The problem with this approach is that a copy of a document would have to be hand carried between workstations in order to share this information which caused inconvenient and was inefficient to productivity. In addition, how would a person know which document on a floppy disk was the updated version when it has been changed by several people. For this reason, the need to share data and peripherals stimulated the creation of the first local area networks; the need to share data became the central issue4. 
Another way to share peripherals was the use of data switches.  A data switch is a device used to allow one user at a time to use a device such as a printer4. The problem with data switches is that you have to remember to switch the switch when a user wants to print a document. If another person wanted to use the same printer that person would have to wait until the person printing the document was completed. The best way to describe this approach is first come, first serve basis. The jobs between workstation cannot be done simultaneously because a person waiting for a print job had to wait for the person ahead of them. Although data switch devices worked well for printers and plotters they didn’t allow you to share hard disks4. This kind of set up with data switches required a dedicated line to and from each workstation. 

Finally, the first approach to networking became known as disk servers also called file serving or local area networking (LAN). A disk server is a special kind of workstation that connected a group of workstations through some kind of special devices. These groups of workstations were called the clients and the special workstation is called the server which is now known as client/server networks. It ran a special operating system that was designed to handle simultaneous file and printer access by multiple clients; a network operating system (NOS) 4. The one problem with this approach is that files are not locked, it doesn’t allow for read only files. Once a person has access and saves a document it allows that user the last change of that document which causes a problem for other users when they want to access the same document. Instead of looking at the original version of a document it may be altered by previous users when they are not aware of these changes.
Networking today is very essential and the hardware components have become very advanced. One approach that began and is currently still being used is the Ethernet connection but today technology has advanced to become wireless. It is quick and easy to install and it is easy to move and expand but the cost can be much higher than going with the wired installation.
3. What is networking?

3.1 Basics of Networking

Whenever you have two or more computers at the same location it would make a lot of sense to network them together. Networks can be as small as two computers or large as several thousand computers connected through a combination of cable, phone lines and satellite links5. In addition to sharing files between computers, networks also allow users to share printers, scanners, fax machines, and one internet connection. There are two main types of networks and they include wireless and Ethernet or wired. In a wired network connection, Ethernet cables are used to connect each computer’s network adapter to the base station which is called a router5. In a wireless network connection, radio waves are used to communication between the computer’s network wireless adapter and the wireless base station5. 
3.2 Why use Networks?

A network made sharing data much easier and more efficient for users5. When the systems are networked, users are not only more productive because several people can enter data at the same time, but they can also evaluate and process the shared data5. You can reduce internet access costs by sharing one internet connection with every computer on the network. Instead of buying printers for each workstation companies can save a lot of money and space by purchasing one network printer that is shared by all users connected to the network.  Wireless networks allow laptop users to work anywhere in the house or office. Users can also share media such as sharing your favorite pictures, music and movies with other users that are connected to the network. Another advantage to networks is that they allow you to manage, or administer, resources on multiple computers from a central location3.
4. Different Network Types

4.1 Peer-to-Peer Vs. Client/Server

Computers on a network can be positioned in different ways relative to each other. Networks can allow computers, servers, and other devices to communicate with each other. There are different types of networks that are used and it is important to establish the right one that fits the needs to sitting up their own network. The two fundamental network models include peer-to-peer and client/server. 
Peer-to-peer network is the simplest form of a network. Peer-to-peer network is when every computer can communicate directly with every other computer5. In a peer-to-peer network there are no dedicated servers among the computers. Each computer acts as both the client and server and no computer has more authority than the other. However, each computer user is responsible for configuring their computer to allow access to certain resources and prevent access to others.  Peer-to-peer networks work well under certain conditions but there are a few things to take into consideration before setting up this kind of network. Peer-to-peer networks are designed to connect a small number of computers. Size plays a big factor with this kind of network because as this kind of network grows larger, adding or changing significant elements of the network may be difficult3. Plus, the performance of a computer will start to slow down. Security on peer-to-peer network is not very powerful because simple installations, data and other resources shared within this kind of network can easily be discovered and used by unauthorized users4. With peer-to-peer network systems, you’re getting a lower cost, but also lower performance, decreased manageability, and looser security4. The advantages of peer-to-peer systems are cost, flexibility, and security4. 

Another way of designing a network is to use a central computer, known as a server, to facilitate communication and resource sharing between other computers on the network, which are known as clients5. The server is dedicated to the clients within a network in which they rely on the server for resource sharing and processing. The server is a fast computer that includes a better processor and much more storage space that is allowed to be stored and shared by the clients. Client/server networks are more complex and expensive to install than peer-to-peer networks3. However, they are more easily managed, more scalable, and more secure5. This type of network is also the most popular type used today. 
4.2 Differences between LANs, WANs, MANs

Not only can networks be established by a group of computers in one office or building but it can also be extended to connect other smaller groups of networks. A network connection between smaller networks can vary in size and are categorized into three different groups. These groups include Local Area Network (LAN), Metropolitan Area Network (MAN), and Wide Area Network (WAN).
The smallest network size is called a Local Area Network (LAN) 5. LAN is a local area network of computers and peripherals that spans a small physical are, usually one building or a small campus4. Small LANs first became popular in the early 1980s3. During this time period LANs consisted of a group of computers that were connected in a peer-to-peer network but today LANs are much larger and more complex in a client/server network. High speed cable can be used in a LAN setup since the network is contained in a small area.  Since the installed media is usually high quality, few to no errors are generated on the network5. LANs are known to have high speed, lower error rates, and their equipment is fairly inexpensive. 
A network that covers a city and operates at data rates similar to a LAN is called a Metropolitan Area Network (MAN) 5. MAN is a kind of network that is larger than a LAN and connects clients and servers from multiple buildings within a geographic area. To compare LAN and MAN, special equipment is needed to connect to different LANs because of the distance that is covered. As a result the equipment has a much higher price than LAN. MANs are also usually slower than LANs but with few errors on the network.
Any network that covers a wide area and requires special communication devices to make connection possible is called a Wide Area Network (WAN) 3. A good example of WAN is the internet. This type of network connects two or more geographically distinct LANs or MANs called Wide Area Network3. WANs have connections to have access all over the world. For this reason they are slower than MANs and LANs and more prone to have errors5. This network also involves having special equipment and the price is high. 
5. Network Media

5.1 Ethernet Transmission

The Ethernet option is when there are wires involved to connect computer workstations to computer peripherals
. The benefits of using wired installation is that it is the most affordable and the speed is fast although there is a longer connection between devices
.

5.1.1 Types of Network Cabling 

How a network is connected are by a special kinds of cables. There are three types of cables used to connect a network and they include coaxial cable, twisted-pair cable and fiber-optic cable3. Coaxial cable is a good idea for a home network because it is easy to install and no hub is needed3. There are two types of coaxial cable and they include Thicknet 10Base5 Ethernet and Thicknet 10Base2 Ethernet3. Twisted-pair cabling is the most popular cable. It is lightweight, easy to install, inexpensive, and supports many different types of networks3. There are two types of twisted-pair cables and they include shielded twisted-pair (STP) and unshielded twisted-pair (UTP) 3. Fiber-optic cable, or simply fiber, contains one or several glass or plastic fibers at its center, or core3. There are two categories of fiber optic cables and they include single mode and multimode3. 
5.1.1.1 Coaxial Cable Types

The first type of cable used in a network is called the Coaxial cable or coax for short. This type of cable was the foundation for Ethernet networks in the 1980s and remained a popular transmission medium for many years3. However, twisted-pair cable took over and replaced the coaxial cable in LAN networks. Coaxial cables consisted of a central copper core surrounded by an insulator, a braided metal shielding, called braiding, and an outer cover, called the sheath or jacket4. The central copper core is constructed of one strand to several thin strands of copper that carries electromagnetic signals. The insulator layer is made out of plastic material called polyvinyl chloride or Teflon that protects the copper core from the metal shielding because if the two made contact, the wire would short-circuit4. This is covered by the braided metal shielding that acts as both the shield against noise and ground for the electromagnetic signals4. The outer layer called the sheath protects the cable from physical damage and it is made out of fire-resistant plastic. 
Coaxial cables come in two different types that are called Thicknet and Thinnet. Thicknet cabling, also called thickwire Ethernet, is a rigid coaxial cable that is approximately 1 cm thick that contains solid copper wire3. This type of cable is usually covered with a yellow sheath and was used originally on Ethernet networks. Thicknet is designated as 10Base5 Ethernet in which 10 represents its throughput of 10 Mbps, the Base stands for baseband transmission and the 5 represents the maximum segment length of a Thicknet cable, usually 500 m. Thicknet is not usually used in newer networks but it can be found in older type networks. It is less expensive than fiber-optic cable but more expensive than other types of coaxial cabling such as Thinnet3. Thinnet, also known as thin Ethernet, was the most popular medium for Ethernet LANs in the 1980s3. Just like Thicknet cable, Thinnet is rarely used in new networks but mostly used in older networks. Thinnet is designated as 10Base2 Ethernet with the same characteristics as Thicknet that includes the 10 and Base. The only difference between these two cables is the 2 in Thinnet. The 2 represents its maximum segment length of 185 m3. This cable is covered with a black sheath with a diameter of .64 cm. It is more flexible and easier to handle for installation as compared to Thicknet cables. The costs is less expensive than Thicknet and fiber optic cables but more expensive than twisted-pair cables3.

Both cables, Thicknet and Thinnet, rely on the bus topology, in which workstations share one uninterrupted channel3. Networks that use bus topology must be terminated at both ends because without terminators, signals would travel endlessly between the two ends of a network which is called signal bounce. Also, these cables are required to have 50 ohm resisters that terminate either end of a segment. It must be grounded at one end to help remove static electricity that would affect the signal coming through.  
5.1.1.2 Twisted-Pair Cable Types

Another type of cabling used in networks is called the twisted-pair cable. It is a cable that consists of color-coded pairs of insulated copper wires, each with a diameter of 0.4 to 0.8 mm. A best description of this diameter is that it is basically like a straight pin. Every two wires are twisted around each other to form pairs and all pairs are insulated with a plastic sheath. The number of pairs varies depending on the type of cable and the more twist in the pairs of cable, the more resistant the pair will be to all forms of noise3. The number of twists within this type of cable is known as the twist ratio. The ratio is depended on the number of twist, the higher the twist ratio can result in greater attenuation. 
Twisted-pair cables are used in a variety of environments and purposes which comes in hundreds of different designs. The design varies in the number of twists, wires pairs, grade of copper, type of shield and the materials used for the shielding4. Twisted-pair cable may contain from 1 to 4200 pairs of wire depending on the design of each cable. In 1991, two standards organizations, the TIA/EIA, finalized their specifications for twisted-pair wiring in a standard called “TIA/EIA 568” 3. This standard divides twisted-pair cabling into several different categories. The two main categories of twisted-pair cabling are called shielded twisted-pair (STP) and unshielded twisted-pair (UTP). Shielded twisted-pair cable consists of twisted wire pairs that are not only individually insulated but surrounded by a shielding made of metallic substance such as foil3. The shielding is a barrier to prevent affects to the signals that are traveling over the wire. It also contains electrical energy of the signals inside and it may be grounded to enhance its protective effects3. The shielding is protected by a sheath which is a plastic type cover that protects the cable from damage. The effectiveness of STP’s shield depends on the level and type of environmental noise, the thickness and material used for the shield, the grounding mechanism, and the symmetry and consistency of the shielding3. 
Another type of twisted-pair cabling is called unshielded twisted-pair (UTP). UTP cabling consists of one or more insulated wire pairs encased in a plastic sheath3. The difference between UTP and STP is that there is no additional shielding for the twisted-pairs. This is how the name is given; the twisted-pairs are unshielded with no cover. As a result, UTP is both less expensive and less resistant to noise than STP. The type of UTP comes into different levels or CAT category standards that are used on modern networks. These categories include 3, 4, 5, 5e, 6, 6e and 7 which all fall under the TIA/EIA 568 standards3. Local Area Networks use CAT 5 or higher wiring for transmitting data. Category 1 includes telephone cables that were installed before 1983 and it contains two pairs of twisted cable4. Category 2 includes the most recent telephone cables and it contains four pairs of twisted cable that can handle data speeds up 4 Mbps4. Category 3 includes original network cables that contain eight wires with three twists per foot which provides a shield against electromagnetic interference to handle 10 Mbps data speeds4. It is the type of cable used in today’s telephone installations. Category 4 is commonly used on Token Ring networks and it can handle 16 Mbps data speeds4. Category 5 the current networking standard and it contains four pairs with eight twists per foot to handle speeds up to 100 Mbps4. Category 5e is the higher version of CAT 5 that contains high quality of copper and more twists within the cable and its speed rate is 350 MHz, more than triple the capability of the regular CAT 53. Category 6 is similar to category 5 but it is shielded with foil insulation that provides excellent resistance to crosstalk and its speed is 250 MHz3. This rate is at least six times faster than the CAT 5 version. Category 6e is the higher version of CAT 6 that reduces attenuation and crosstalk that is capable of speeds of up to 550 MHz3. At this rate it can transmit data at a rate of Gigabit per second rates. Category 7 contains multiple wire pairs that is surrounded by its own shielding and then packaged in additional shielding beneath the sheath3. It supports up to 1 GHz which is also much larger and less flexible than the other versions because of the extra layers within the cable3. 
Both STP and UTP can transmit data at 10, 100, and 1000 Mbps, depending on the grade of cabling and the transmission method in use3. These types of cabling are known as 10BaseT, 100BaseT, and 1000BaseT. 10BaseT is a popular Ethernet networking standard that replaced the older 10Base2 and 10Base5 technologies3. The difference would be the “T” which stands for twisted-pair3. With this type of network, one pair of wires in the UTP cable is used for transmission while the second pair is used for reception. These two pairs of wires allow 10BaseT networks to provide full-duplex transmission3. The only downfall for this of networking is that it is limited in distance to 100 m. So to make a network larger and to have a network handle heavier traffic another cable was invented to handle these things. This type of cable is called 100BaseT also known as Fast Ethernet3. 100BaseT buses can support a maximum of three network segments that is connected to two repeating devices. Each segment is limited to 100m which allowed a maximum length of 300 m for the overall length between workstations. 1000BaseT is a standard for achieving throughputs ten times faster than Fast Ethernet over copper cable3. In the throughput of this type of cable it used all four pairs of wires in a CAT 5 or high cable  to transmit and receive data within a network. It only allows for one repeater with a maximum distance between workstations at 200 m3. 
The cost varies depending on the type of cable but STP is typically more expensive than UTP because it has more materials and it has a lower demand. However, high grade UTP such as CAT 6 can be very expensive than CAT 5 cabling.
5.1.1.3 Fiber-Optic Cable

Fiber-optic cable, or simply fiber, contains one or several glass or plastic fibers at its center core3. Data is transmitted via pulsing light sent from laser or light-emitting diode (LED) through the central fibers3. Outside the fibers are called cladding. Cladding is a different density from glass or plastic in the strands that refracts light back to the core in patters that vary depending on the transmission mode3. Outside of the cladding is called the plastic buffer that protects the core and the cladding. It basically absorbs any light that might escape to prevent the cable from stretching to protect the inner core. This type of plastic is an advanced polymeric fiber called Kevlar3. The outer side of this called the sheath which is another plastic covering that protects the Kevlar. 

There are two types of fiber cables that are used and categories in Single-mode fiber or Multimode fiber. Single-mode fiber uses a narrow core through which light generated by a laser travels over one path, reflecting very little3. With the light reflecting just a little it doesn’t disperse as the signals travel along the fibers. The cost is too much to be considered for use on normal networks. Multimode fiber contains a core with a larger diameter than single-mode fiber over which many pulses of light generated by a laser or LED travel at different angles3. This type of cable is usually found in networks that connect a router to a switch or a server on a network. Multimode fiber is less expensive than single-mode fiber. 
The most significant drawback is costs and most fiber-optic networks transmit data in unidirectional over the fiber; therefore, each cable must contain two strands – one to send data and to receive it3. Another major difference between fiber and copper wire is that fiber requires special equipment to splice for repairing fiber-optic cables. This is a drawback because it could be a little more time to fix and it can be difficult to fix.  The advantage of fiber-optics is the speed of transmission. The rate exceeds 10 Gigabits or 10, 000 Megabits per second which is partly due to the physics of light traveling over glass3. Plus, since fiber-optic does not conduct electrical current to transmit signals, it is not affected by electromagnetic interferences. Its impressive noise resistance is one reason why fiber can span such long distances before it requires repeaters to regenerate its signal3. 
5.2 Wireless Transmission

Networks that transmit signals though the atmosphere are known as wireless networks or wireless LANs4. Wireless media does not use any physical connectors between the two devices communicating with each other. This also involves no cabling in a network.  
5.2.1 Advantages of Wireless 

Although wire-bound and wireless networks share similar use of protocols but differ when data is transmitted. The lack of fixed path requires wireless signals to be transmitted, received, controlled and corrected differently from wire-bound signals4. The electrical signal travels from the transmitter to an antenna which then emits the signal as a series of electromagnetic waves through the atmosphere4. When it reaches its destination, another antenna accepts the signal which coverts it back to the current. Wireless has some advantages over wired networks. It is quick and easy to install and it is easy to move and expand but the cost can be much higher than going with the wired installation

5.2.2 Speed: Wireless Vs. Wired

The difference between wireless and wired networks is that cables are a significant factor because cable must run through each computer to the central device. This is time-consuming and it can be difficult to run cables through walls, floors or ceilings. With wireless networks, cables are not involved and devices are set up to signal transmission through antennas on these devices including NIC cards on workstation or laptops. 
Wireless LANs use 802.11b to support a maximum bandwidth of 11 Mbps, roughly the same as the traditional Ethernet3. 802.11a and 802.11g WLANs support 54 Mbps, that is approximately one-half the bandwidth of Fast Ethernet3. Furthermore, wireless performance is distance sensitive, meaning that maximum performance will degrade on computers farther away from the access point or other communication endpoint. As more wireless devices utilize the WLAN more heavily, performance degrades even further. Overall, the performance of 802.11a and 802.11g is sufficient for home Internet connection sharing and file sharing, but generally not sufficient for home LAN gaming3. Mobile computers do not need to be tied into an Ethernet cable; it can basically roam freely within the WLAN range3.

In addition, comparing speeds between wireless and wired networks, Wired LANs offer superior performance. The traditional Ethernet connection offers only 10 Mbps bandwidth, but 100 Mbps Fast Ethernet technology costs little more and is readily available3. Although 100 Mbps represents a theoretical maximum performance never really achieved in practice, Fast Ethernet should be sufficient for home file sharing, gaming, and high-speed Internet access3. Wired LANs utilizing hubs can suffer performance slowdown if computers heavily utilize the network simultaneously. Use Ethernet switches instead of hubs to avoid this problem which may cost a little more but can be more productive. 

6. Connecting Networks

6.1 Networking Hardware

Networking Hardware includes all major components needed to perform data-processing and communications within a network.  To make a network successful, the hardware components are used to direct information quickly and efficiently to the correct destination within a network. In order for information to be directed correctly there are a few components that are involved to complete these tasks and they include file servers, network adapters also known as network interface cards, repeaters, hubs, bridges, routers and switches. To understand the process of how information is transferred each component plays an important role and each has its own features and functions which will be described. In addition, each component has its own advantages and disadvantages within a network.
6.1.1 File Servers

A file server is a combination of computer, internal hardware, and software that allows network users to share computer programs and data4.  It is a machine that will hold, manage, and secure access to files, applications and data
. It provides centralized control of your data and creates a common location for your files for the purpose of centralized backup
. 
6.1.1.1 Features and Functions

A file server represents the heart of most networks. It is a very fast computer that carries more data storage space than normal workstations connected within a network and it also carries a faster network interface card. It controls the communication of information between each workstation within a network. The server that is chosen should be able to handle all requests by all workstations. For example, it may be asked to send a word processor program to one workstation, receive a database file from another workstation, and store an e-mail message during the same time period
.
6.1.2 Network Adapters

Network adapters also called network interface cards (NIC) or network cards are connectivity devices that enable a workstation, server, printer, or other nodes to receive and transmit data over the network media3. It is one of the important pieces of hardware that is needed to provide the connection between workstations and network cabling. Each workstation on the network requires NICs which manages traffic on a network and it ensures that data gets to where it is suppose to go. It doesn’t analyze what is being transmitted within a network it just transmits the data to its destination or executes the job request such as print job. 
Most NICs are internal which sits in expansion slots inside the computer with one end of the network cable plugged into the back and the other end of the network cable plugged into a wall-jack connection
. Network interface cards are a major factor in determining the speed and performance of a network. NICs come in a variety of types depending on the access method, network transmission speed, connector interfaces, type of compatible system board or device and manufacturer3. 
6.1.2.1 Differences between PCI and PCMCIA

There are two different popular types of network interface cards called PCI and PCMCIA. PCI (Peripheral Component Interconnect) cards are typically installed on desktops computers3. These cards are installed inside the computers motherboard in the empty expansion slots. Intel first introduced the first version of PCI in 19923.  One of the latest versions of PCI was released in 1995 and has become to be used for nearly all NICs in new PCs. This allowed companies to invest in one type of NIC that is used for all workstations. 

In 1989, a group of PC system and computer manufactures formed the PCMCIA (Personal Computer Memory Card International Association) which are installed on laptops3. The goal for this was to establish a standard method to connect external memory to a portable computer. PCMCIA revised the standard and offered cards that could connect virtually any type of external device3. These slots were created on the external side of laptops.

6.1.2.2 Features and Functions

PCI cards are a 32 or 64 bit buss with a 33 or 66 Mhz clock speed whose maximum data transfer rate is 264 MBps3. Introduced in 2002, a newer version of the PCI card standard is known as PCI Expess which specifies a 64-bit bus with a 133 Mhz clock speed capable of transferring data at up to 500 MBps in full-duplex transmission4. This version became more efficient to faster data transfer and is designed to fit into PCs that have older PCI slots. 
The first standard PCMCIA card was called the PC Card, a 16-bit interface running at 8 Mhz. This type of card was slow at transferring data and it was soon redeveloped for faster speed. In the 1990s, the CardBus was developed which had a 32-bit interface running at 33 Mhz matching the PCI expansion slot standard3. With the demand for faster data transfer, PCMCIA still continues to improve their standards of PC cards. Another version of that was released for faster data transfer is called the ExpressCard standard. This card allowed different external devices to connect to portable computers through a 26-pin interface, and offers data transfer rate of 250 MBps in each direction4. The ExpressCard comes in two sizes that are 34mm which is 40% smaller than current CardBus modules and 54mm which is the same width as CardBus modules4 .
Network adapters are designed for either wired or wireless networks. With wireless network adapters the difference would be that antennas are used to exchange signals with a base station transceiver or another wireless NIC4. Another difference between wired and wireless network adapters is the cost; wireless adapters are more expensive than the wired adapters.

6.1.3 Repeaters
A repeater is an old technology that's rarely used today. The purpose of a repeater is to extend the physical reach of a network. It was used to overcome distance limitations associated with traditional LAN technology3. It is the simplest type of connectivity device that regenerates a binary signal, 0 or 1. The description of a repeater is more in detail in the following section and it also includes the advantages and disadvantages of using a repeater. 
6.1.3.1 Features and Functions

A repeater is a device that connects network segments, amplifying and regenerating signals for better distance4. A repeater has one input port and one output port that is capable of receiving and repeating data3. The signal within a repeater is usually read by binary numbers 1 and 0 and retransmitted by binary numbers. It is only suited for only a bus topology network because of the setup of the network. A repeater in this case is only used to extend a network and this is the reason for a bus topology. Repeaters can only send and receive data at the same speed of a network but retransmitted data takes a longer time. 
6.1.3.2 Advantages of using Repeaters

There are a few advantages of using a repeater within a network which will be described in the following. A repeater is better used in a bus topology network which allows a network to be easily extended inexpensively5. There is no processing overhead, so very little, if any, performance degradation occurs5. You can connect segments from the same network type that uses different types of cable.

6.1.3.3 Disadvantages of using Repeaters

The disadvantages of using a repeater include the following. Repeaters cannot be used to connect segments of different network types and to segment traffic on a network to reduce congestion5. Another disadvantage is that many types of networks have limits on the number of repeaters that can be used at once5.
6.1.4 Hubs

A hub is simply a rectangular device that is connected to a wall outlet for power. This device is used to connect multiple workstations to form a network. Workstations within this network can communicate directly with each other. Hubs range in size from four ports up to several hundred depending on the type of network that is set up. There are two types of hubs used in a network and they include standalone and stackable. 
6.1.4.1 Features and Functions

A hub is like a repeater but with more than one output port that allows for many connections within a network3. They work the same way as repeater and follow the same rules. This device provides a central location for cables to connect from each workstation to the hub. A hub also provides up to four hubs between any two points on a network. Hubs just repeat the signal given to them with no intelligence built into them. There are two types of hub devices and they include standalone and stackable. The hub device is described more clearly in the next section of the types of hubs and plus how the method of passive and active hubs come into play. It will also include advantages and disadvantages of using a hub.

6.1.4.2 Types of Hubs

A simple hub may contain multiple ports connecting a group of computers in a peer-to-peer fashion, accepting and repeating signals from each node3. A more sophisticate hub may have multiple ports for devices and one port that connect to a network’s backbone called the non-standard. There are two types of hubs and they are called the standalone and stackable hubs3. The description of each hub can be used to see what each hub is like.
6.1.4.2.1 Standalone Hubs

The standalone hubs, as its name implies, are hubs that serve a group of computers that are isolated from the rest of the network or networks that are formed into small networks3. These are single hubs that are located at different locations connected to other hubs by coaxial, twisted-pair or fiber-optic cables. Standalone hubs are best used in small environments such as small offices or homes. The ports on this device are designed to range in ports that contain a standard number of 4, 8, 12, or 24 ports up to 200 connection ports3. A disadvantage to using a single hub for many connections is that there is a single point of failure on a network. Meaning that when a device on a network, such as a hub, shuts down this causes the entire network to stop working. Standalone hubs are designed for smaller networks and to utilize hubs more efficiently with larger networks, it is best to use stackable hubs. 
6.1.4.2.2 Stackable Hubs

Stackable hubs resemble standalone hubs but with more than one hub to be linked with other hubs in a single telecommunications closet3. It is good to have hubs linked together because it logically represents one large hub within a network. One of the benefits of stackable hubs is that it is not dependent on a single hub which could present a single point of failure3. These hubs vary in size between five to eight hubs stacked in a network. A key note for stackable hubs is that it may support a number of different media connectors and transmission speeds that may come with or without special processing features. The number of ports that stackable hubs provide varies in size, although it is most often seen to use 6, 12, or 24 ports on stackable hubs3. 
6.1.4.3 Advantages of using Hubs

One of the advantages of using a hub is that hubs do not need configuration. Active hubs can extend maximum network media distance and no processing is done at the hub to slow down performance5. 
6.1.4.4 Disadvantages of using Hubs

There are some disadvantages of using a hub in a network. Hubs that repeat signals are called passive hubs and this kind of hub greatly limits maximum media distance5. Hubs also have no intelligence to filter traffic, so all of the data is sent out to all ports whether it is needed or not5. One last disadvantage for hubs that can act as repeaters in networks must follow the same rules as repeaters5.

6.1.5 Bridges

A bridge is a device that connects two network segments by analyzing incoming frames and making decisions about where to direct them based on each frame’s MAC address3. They may be used to connect two segments with different cable types and have the same network type. It is designed to filter out packets that either discards or forwards the packets within a network. In addition to the features and functions of a bridge, the advantages and disadvantages of using a bridge will be included in the sections. 
6.1.5.1 Features and Functions 

A bridge actually resembles a repeater in which it has one input port and one output port. The differences between a bridge and repeater are that a bridge can interpret the data they transmit5. It operates like a filter that manages the flow of data between nodes. Bridges are protocol-independent which moves data more rapidly than traditional routers but on the other hand bridges take longer to transmit data because bridges analyze each packet that is passing through the network3. Bridges can also be added to a network for extension without causing the network to go down. In addition, you can add length beyond the maximum limits that apply to each segment within a network. Another function of a bridge is that it helps improve performance because it can be programmed to filter out certain types of frames3. 
The function of a bridge is it reads a frame’s destination MAC address and decides whether to forward or filter it. When data is transmitted it will look at the MAC address on both ends of the network, from the point it is being sent to the point of destination. If both address are found on the network and it is the correct addresses used the data is transmitted to move forward to that destination. If the bridge does not recognize the address the bridge will filter the frame which causes the data not to be sent through the network. 
6.1.5.2 Advantages of using Bridges

The significant advantage of using a bridge over repeaters or hubs is that bridges are protocol-independent3. This allows the bridge to function properly and efficiently. Bridges can also extend network segments by connecting them together to make one logical network5. One of the big advantages is the filter process, when segment traffic between networks filters the data it determines the need to pass through the network5. From this approach when data is filtered it is basically discarded. Just like repeaters, bridges can connect similar network types with different cabling5 
6.1.5.3 Disadvantages of using Bridges

The disadvantages of using a bridge is that bridges process information about the data they receive, which can slow performance5.Bridges that are connected by different types of cabling must have the same protocols between each network segment5. The last disadvantage of bridges is that they cost more than repeaters due t
o extra intelligence5.
6.1.6 Routers

Routers are multi-port connectivity devices that direct data between nodes on a network3. Routers can integrate into LANs and WANs that run at different transmission speeds and use a variety of protocols. The basic function of a router is that when data is transmitted through a network the router will read the logical address and from there it determines where the data is going and it chooses the shortest path to be delivered. It is designed to recognize certain protocol addresses within a network before it transmits data to its destination. The router device is described more clearly in the next section of features and functions. It will also include advantages and disadvantages of using a router.
6.1.6.1 Features and Functions

Not only can routers keep track of locations of certain nodes within a network but they interpret logical addresses to determine the shortest and fastest path between nodes3. For this reason, routers are more powerful and essential on large LAN and WAN networks. A typical router has an internal processor, an operating system, memory, and input and output jacks for different types of network connectors3. All routers can do the following:

· Connect dissimilar networks.

· Determine the best path for data to follow from Point A to point B.

· Reroute traffic if a primary path is down but another path is available.

· Filter out broadcast transmissions to alleviate network congestion.

· Prevent certain types of traffic from getting into a network.

· Support simultaneous local and remote connectivity.

· Monitor network traffic and report statistics.

· Identify connectivity problems and trigger alarms.

There are three types of routers used and they include modular router, interior router, and exterior router. A router with multiple slots which holds different interface cards is known as modular routers. Interior router directs data transmission between nodes on an independent LAN. These routers would not direct data between an employee’s workstation and a Web server on the Internet3. However, they can direct data between an employee’s workstation and supervisor within a network in the same office building. Exterior routers direct data between nodes external to a given independent LAN3. 
Routers are used into two methods called: static or dynamic routing. Static routing is a technique in which a network administrator programs a router to use specific paths between nodes3. This type of routing has human intervention that causes a router to be less efficient and accurate. Another method of routers is called the dynamic routing which automatically calculates the best path between two nodes and accumulates this information in a routing table3. A good example of using the dynamic method is that when data is transmitted through a congested route of a network, the router detects the problem and reroutes the data through a different path. As part of dynamic routing, by default, when a router is added to a network, routing protocols update its routing tables3. Most networks use the dynamic method because when the routing process detects a problem it is rerouted through a different router. This is more efficient than static routing. 
6.1.6.1.1 Advantages of using Routers

Finding the best route for data to be transmitted within a network is one of the most valued and sophisticated functions performed by a router3. Routers can be a powerful way to connect networks together. Routers use the highest level of intelligence to route data accordingly5. Routers can also act as a bridge to handle non-routable protocols.
6.1.6.1.2 Disadvantages of using Routers

Routers are not simple to install on sizable networks because of the network design the router has to be configured to the best advantage. This leads to one of the disadvantages of using a router; higher level of intelligence takes more processing time, which can affect performance. In addition, routers are very complicated, which makes installation and maintenance difficult5.

6.1.7 Switches

Switches are another fundamental part of many networks because they speed things up3. Switches allow different nodes (a network connection point, typically a computer) of a network to communicate directly with one another in a smooth and efficient manner1. There are three main types of switches and they include cut-through mode, store and forward mode and high layer switches3. 
6.1.7.1 Features and Functions

Switches are connectivity devices that subdivides a network into smaller logical pieces or segments3. Just like bridges, switches interpret data transmission by MAC addresses. Switches vary in size and function that contains an internal processor, operating system, memory and several ports that enables other nodes to connect to it3. This device is generally secure because it isolates one device’s traffic from other device’s traffic. It provides separate channels for every device 
6.1.7.2 Cut-Through Mode

A switch running in cut-through mode will read a frame’s header and decide where to forward the data before it receives the entire packet3. It cannot detect corrupted packets when data is transmitted through a network. The most significant advantage of cut-through mode is its speed. This method does not read the entire data packet so forwarding information is much more quickly than store and forward mode. Cut-through switches are best used in smaller workgroups where speed is a big factor and the low number of devices minimizes the need for errors3.
6.1.7.3 Store and Forward Mode

In a store and forward mode, a switch read the entire data frame into its memory and checks it for accuracy before transmitting the information3. This method is more time consuming but it allows data to be transmitted more accurately. This method is more used in larger LAN environments because it does not propagate data errors. The disadvantage of store and forward mode is that in large environments, a failure to check for errors is a result of traffic congestion. 
6.1.7.4 High Layer Switches 
These kinds of switches are being produced to act more like routers. It has the ability to interpret data at high-layers which performs advanced filtering, statistics keeping, and security functions3. High-layer switches can cost three times more than cut-through or store and forward mode switches and it is considered as part of a network’s backbone. It would also be inappropriate to use in smaller contained LANs. 
7. Conclusion

Each of these components plays a special role and its own function of deliverable. This is what makes a network to be successfully functional. Having the knowledge of how each component functions can be useful when setting up a network.

The benefits of having a network can be beneficial not only for small or large businesses but also for personal use for home or school. For individuals that have two or more computers in the house can set up a network in order to have one internet connection and share one printer in one household. This also saves space because you don’t have a printer at each workstation.
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9. Appendix


Review Questions:


1. Why is a large and busy network more likely to use dynamic routing?


Answer: It is best to use a dynamic routing because it allows for stricter IP filtering, offers greater security than static routing.


2. What are the three types of cabling used in a network?


Answer: Twisted-pair, fiber-optic and coaxial cable.


3. How many categories are there in a twisted-pair cable, list each type? Which types of cable is more similar to shielded twisted pair? Why?


Answer: There are seven categories in a twisted-pair cable. Category 3, 4, 5, 5e, 6, 6e, and 7. CAT 6 and 7 are more similar to shielded twisted pair because each wire pair is individually shielded. 


4. What is one advantage of using hubs?


Answer: When using a hub there is no need for configuration.


5. What hardware is not currently being used today and is considered one of the oldest devices?


Answer: Repeaters
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