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1. Introduction
Web services are a necessary technology in the continually changing environment of today’s business world.  Today, businesses are developing applications that can be used in B2B (Business to Business) interactions to facilitate transactions with the developing company’s applications.
Basically, what happens with a web service is that a message is transmitted across a network (whether Internet or private intranet) in a predefined format arriving at a machine that is listening for the information
.  The message is interpreted as processing instructions or a function or procedure invocation, with or without arguments, that is processed on the receiving machine.  This allows remote computer(s) to have access to the applications on one machine by just having a small client-side web service application installed, and access to the same network as the host machine.   Thereby allowing processing of the application as if it were present on all machines needing access to it.

This enabling technology has changed development of web applications because no longer do developers need to reinvent the wheel for every application that needs such applications as: credit card payment processors, shipping schedulers for FedEx, DHL, and UPS, and the Google search engine to name a few.

This business need, as most network technologies have been in the past, was originally developed without a healthy need for security in its original design
.  As the Internet and private networks become more wide spread, the amount of people interested in this information and vicariously the need for protection of it has increased dramatically
.  Past and present solutions using XML that satisfy this need is primarily what this paper is focused on.
Do not make the mistake of assuming that XML is the only enabling technology for web services.  There are many other enabling technologies that are being used to create applications that are classified as web services, which are not as widely used as XML, such as: Microsoft Message Queuing (MSMQ), and other Remote Procedure Call (RPC) technologies.

XML is an umbrella technology which has many sub-technologies designed into it.  Among those technologies is the basic XML document which facilitates the transfer of data with its original meaning from one machine to another using a public or private network.  This has led to its adaptation for transferring secure information using new protocols developed specifically for the task such as XML Digital Signature and XML Encryption.
The development of these XML security protocols is born out of the necessity to be able to hide this information from other users of the network
.  This has led to many different solutions being created
, in which some are complicated and suited to specific purposes, while others are general and secure in most situations, but not all.
A quick Side Note:  In this paper, I talk about Web Services and XML at a somewhat high level.  I have given somewhat of an overview in the background section on both of these topics, but only enough to understand the concepts covered in this paper.  Please see some of my references (like http://www.xml.com and http://webservices.xml.com) for more beginner and in depth resources on this information.

2. Background

2.1. Web Services

Web services are dynamic component application parts that are made available through the use of existing protocols across networks.  They are applications developed by a company for external or internal use that are hosted on a server with a protocol listener (see XML Transmission Protocols) designed to receive incoming requests.  The requests are reconstructed into their native function or procedure call, some business logic is processed using the information from the message transmitted, and then a response is generated and returned to the client via the protocol.  This is the host side of the web service, see Figure 1.
Generally, a transmitter application is designed, by the host application designers, to create a standard interface for the client machine.  The application can sometimes be referred to as an Application Programming Interface, or an API for short.  Otherwise, a standard interface is specified when a user would like to connect to the web service.  Developers for the client machine are then responsible for integrating the API into an application or designing their application around the required interface.
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Figure 1: This figure illustrates the Listener/Business Logic design of the web service host. From http://webservices.xml.com 
Web services allow the publishing of a component application to multiple machines across networks so that the wheel does not have to be re-invented every time an application that needs a specific task performed is created, so to speak.
2.2. XML Overview
XML is a technology that was developed to create structured information for documents that are transmitted across networks.  An XML document is bound by the set of rules for adding and identifying structure and content to an XML document, as set by the W3C.  See Figure 2 for a very simple XML Document.
<?xml version="1.0"?>

<greeting>Hello, world!</greeting> 

Figure 2: A simple XML document from the W3C specification on XML 1.0 (Third Edition) @ http://www.w3.org/TR/REC-xml/ 
As you can see in Figure 2 above, the greeting element is created only in the context of this document, unless defined by an XML Schema or Document Type Declaration (not discussed).
XML is a subset of SGML that is used to transfer data across networks in a meaningful format and has a certain set of rules that apply
.  Recent trends have led to the use of XML technologies and protocols to standardize the use of web services for integration into third-party systems.  This has led to security issues, since basic XML documents are just plain text with meaningful markup tags, the information is very easily read by would-be hackers.  Transmission of payment information or even information regarding the delivery details of a customer order could be read by any person monitoring the traffic between the server and client on the network, whether intranet or internet.
2.2.1. XML Security Protocols

Protocols related to my explanations of web service security are briefly discussed below.  There are many XML specific protocols that are not discussed here, but which can be researched in various locations.  See 6 and/or 
 for more information.
2.2.1.1. XML Digital Signature

XML Digital Signature, or XMLDS for short, is a technology that has been jointly developed by the IETF and the W3C over the past few years allowing for the signing of any XML document to verify the sender’s identity.  XMLDS is not specific to any XML protocol, like SOAP or WSDL, as it is just a signature element inserted into any XML document enveloped as part of the data, a separate header inserted for some purpose, or as an enveloping part of the data itself.
The signature verifies the message integrity along with a signature certificate included in the signature element.
2.2.1.2. XML Encryption

XML Encryption is a standard that has been standardized by the W3C to combat the problems of XML encryption.  It allows multiple encryption algorithms to be used individually to encrypt the whole document, a specific element, or any level in between.  An Encrypted element is represented in Figure 4.
<pay:PaymentInfo xmlns:pay='http://example.org/paymentv2'>
  <EncryptedData Id='ED1'
  xmlns='http://www.w3.org/2001/04/xmlenc#'     Type='http://www.w3.org/2001/04/xmlenc#Element'>

    <CipherData>
      <CipherValue>originalEncryptedData
      </CipherValue>
    </CipherData>

  </EncryptedData>

</pay:PaymentInfo>
Figure 4: A Sample XML Encryption encrypted element from the W3C specification for XML Encryption @ http://www.w3.org/TR/xmlenc-core/.  The data “originalEncryptedData” represents the data that has been encrypted, and is not an indicator of what the data actually looks like. 
XML Encryption can also be used to re-encrypt information once it has already been encrypted, or super-encryption.
2.2.2. XML Transmission Protocols

Like XML security protocols, the information included in this section is just a brief overview of a few protocols that are widely used with the information pertained in this paper.
2.2.2.1. SOAP

Simple Object Access Protocol, or SOAP for short was originally designed to be an easy way to pass programming objects across a network to a SOAP listener designed to receive them.  This is one of the primary protocols used for web services due to its simple implementation combined with its incredible robustness.  An illustration of a SOAP invocation order is provided in Figure 5.
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Figure 5: This is a diagram that represents the client and server aspects and processing order for a SOAP request from 3.
SOAP encases XML data in a SOAP envelope that surrounds the data and contains processing information for the message that is being sent.  It allows for one machine to tell another machine how to handle the data that it is sending.  Because of the design of XML and its uses for sending meaningful information across networks, SOAP has become the perfect protocol for the implementation of web services.  A diagram that represents the original XML message encased in a SOAP envelope is provided in Figure 6.
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Figure 6: The information contained within the area marked XML, including the Message Header and Body, are encased in a SOAP Envelope, which is then sent using existing protocols, such as HTTP.  From 7.
Lightweight applications like SOAP-Lite are used to create simple host and client side modules to make the web service function.  SOAP-Lite has come under some pressures lately due to its lack of security features, so it will not be discussed in this paper in detail.  

2.2.2.2. WSDL

Web Services Description Language, or WSDL for short, is a language that is used to describe and publish a web service over large networks.  A WSDL document contains information about what service is actually provided, implementation of a web service into an existing application, how to make the web service requests, and other information pertaining to the integration of the service itself.  A conceptual model for WSDL 2.0 is included in Figure 7.
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Figure 7: This figure illustrates the conceptual model for a WSDL document from 7.
The information contained in a WSDL document is largely used for automating the creation of web service clients for services that are widely used.  

For example: an application makes a request for a WSDL document on a particular web service.  The WSDL document contains all of the information on endpoints, document structure, and all operations that are made available through the web service.  The original application can then use the information provide in the WSDL document to create a connector and interface to the published web application.
2.2.2.3. UDDI

Universal Description, Discovery and Integration Service, or UDDI, is similar to a DNS server for web services.  It is like a host for WSDL documents that are published using a public server.  The other side is that clients query the UDDI service to find the web services that are desired by the client.
It is not necessarily a full service integration protocol for web services, since so many services are required to be secure.  It is however being improved to cover more of this area and improve the integration process for hierarchical services.  It is not yet an open standard and is currently being developed by IBM, Microsoft, and other heavyweights in the computing industry.
3. Currently Available Solutions
I’ve researched the benefits and drawbacks of some of the more used types of security
. This information is useful to companies developing web services for third parties because of the amount of un-secure traffic being broadcast over networks, both public and private.
3.1. Access Control
3.1.1. Background
This is a solution in which only specific computers, known ahead of time are allowed access to the protocols and machines that host the services, generally through firewall access rules
.  This is a simple solution that can be implemented concurrently with other solutions to provide a more secure environment, and can usually be implemented using solutions that are already in place, such as firewalls.  Illustrated using Microsoft’s IIS 6.0 in Figure 8.
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Figure 8:  This illustrates how a request is passed in through an entry point and either the connection is approved or denied based on an Authorization Manager or Access Control List.
Generally, what happens is a firewall for the host network has a predefined set of protocol rules for a specific web service, like a destination and a port.  Attached to these access rules, is a set of originating clients, or an Access Control List.

By limiting the amount of machines that can access the protocol through the firewall, the access to the web service is effectively limited.  Only machines that have been predefined in the Access Control List are allowed to make use of the web service.
3.1.2. Analysis

This is not an inherently good solution on its own.  The message is not required to be sent in an encrypted format by this method on its own.  While unauthorized users may not be able to access the service using their own applications, the message is still sent in an unencrypted format across the network.

This solution is actually pretty good when used in conjunction with another solution, like SSL.  SSL is not extremely secure on its own, but it may be used together with Access Control to create a solution that can be very stable and secure.  The only drawback to using Access Control in this manner is the requirement of manually adding a machine to the Control List.  It also has the added drawback of that it is not highly secure for a multi-tiered web service structure, where multiple services are invoked using the same request passed on.
3.2. SOAP Transactions in SSL
3.2.1. Background

SSL, which stands for Secure Socket Layer, is a protocol that has been popularized by the use in the communication between HTTP requesters and HTTP servers.  SSL is only a small step away from the regular HTTP protocol, and information is sent and received the same way, minus the steps for encryption and decryption.  It uses up to a 128 bit encryption method to verify identity and encrypt the contents of a series of messages.  An SSL Transaction is illustrated in Figure 9.
SOAP (see section 2.2.2.1) allows a system to create a message in XML by using program level function calls.  The SOAP connector then creates the XML document and transmits it using a common protocol such as HTTP
.  By being able to use the HTTP protocol, there is a small step to adapt a SOAP application to send a HTTPS message and verify the identity of one or both of the machines involved.  Generally, the latter is used when it comes to transmitting sensitive data across the Internet, but sometimes if the developer sees no reason to protect the message, then it will be sent in plain text like a web page.  
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Figure 9:  This is an illustration of how a HTTP request is forwarded as an HTTPS (SSL) request.
3.2.2. Analysis

SSL has been popularized by its use as web page transaction security and identity verification.  Most people do not realize that every time they surf to a secure site, the identity of the site is confirmed against the certificate, as well as its expiration date and all root certificates.  This is a process that seems to slow down a browser, but which enables the server and client to communicate using an encrypted SSL channel.  

One major drawback to this method is that only the machines with certificates installed can have their identities confirmed through this method.  If a web service host is communicating with a client and the client machine does not have a certificate installed, there is no real way to verify the identity of the client, except through an Access Control List.  Only the client has verified that it is communicating with the authorized host.

A simple solution to the above problem would be to install certificates on all machines that have access to the service, but that also has the added drawback that certificates take time to create, and must be purchased from a certificate authority, such as www.entrust.com, on a regular basis.

Another drawback that applies to multi-tiered web services is that the entire transmission is decrypted and re-encrypted at every stop along the processing path.  

For example: if a message contains payment information for an order.  The message “hops” from to one web service who is the order processor, but not the payment processor.  When the message finally arrives at the machine that is the payment processor, all of the machines that the message has landed on have potentially stored information about the customer’s payment (potentially Credit Card Info).  This assumes that there is a certain degree of untrustworthiness in any machine that the message was on, which is a viable assumption.  
3.3. Kerberos Encrypted Messages
3.3.1. Background
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Figure 10:  Kerberos Encryption, illustrated.
Kerberos is a strong private-key encryption used mostly for private networks because of bandwidth limitations and the need for both machines communicating with each other to be close to each other, network topology wise.  An example of its use is User information in a Windows 2000 and greater domain is transmitted using Kerberos Encryption.  It is a highly secure and stable protocol, however, it does require a lot of processor cycles to encrypt and later decrypt the message.  It is mostly used for private networks and highly sensitive information transmitted across them.  Kerberos authentication is illustrated in Figure 10.
3.3.2. Analysis
A Kerberos encryption method is both highly secure and allows for information to be transmitted in a highly encrypted format.  Because of its high-level private key encryption, it does require extra processing power and the creation of a Kerberos Certificate Authority on all client and host machines.  This is really a non-issue when all machines are on a single private network and the designer is only trying to prevent unwanted access and originating machine identity verification.  Windows 2000 and later Windows Operating Systems create a Kerberos certificate authority to verify the identity of Domain controllers and encrypt user, computer and password information.
This solution does not lend itself to a public network, since bandwidth available over the internet is at a premium.  It also is very similar in its drawbacks to the SSL solution (see Section 3.2.2.)
3.4. Data Cipher Digestion and Encryption
3.4.1. Background
This solution uses XML Digital Signatures and XML Encryption along with any protocol used to transmit an XML message across any network
.  This is a highly robust solution that lends itself to public networks like the internet since it is fairly lightweight, but which can be configured to create varying degrees of encryption.
A basic XML message is generated containing all of the information needed to process the transaction.  This is the core of the system.  The original message is in plain readable text.  

First, the message is wrapped in a SOAP-Envelope.  The message is then Canonicalized, and an octet string is created that verifies the contents and integrity of the message (meaning it has not been intercepted and changed to alter the processing of the information).  Next the message is digitally signed using the XML Digital Signatures protocol which creates a key in the message using any number of key algorithms.

Now, the message has been verified internally, but the data is still in a plain text format.  It can still be read by anyone with a packet sniffer that can intercept the message on its journey across the network.  Lastly either, the message is encrypted, attributes are encrypted, or just certain values are encrypted using the XML Encryption standard, which has the ability to use many different kinds of encryption using a personal digital certificate, or signature.  A Cipher Data is key is created in the new XML message that contains the information in its encrypted format and which can only be read by the recipient machine.

On the recipient machine, the message is first decrypted, or if not the entire message, then only the attributes or values that are required for the web service to function are decrypted.  Then the Digital Signature is verified using the key that has been included in the message header.  Next the message is canonicalized using the provided algorithm and the resulting octet string is compared to the one included in the message header to verify that the message has not been intercepted and modified.
3.4.2. Analysis

This is a very complicated solution.  This solution has arisen out of years of research and integrates many different technologies to accomplish a solution that is very secure and also lightweight depending on the needs of the encryption.  
The major drawback of this solution is that it is so complicated to implement and because it is just starting to become widely used, most of the development must be handled by the designer of the web service.  Until it becomes more widely used, the publisher of the service cannot expect the client side to want to implement a solution such as this one.

One major advantage for this kind of application is the requirement of multi-tiered web services.  As in the example for a site that must process a credit card and place reservations using a single XML request, if the message were encrypted totally then every time the message “hopped” from one host machine to the next, the information would be readable and compromised.  

But using the XML Encryption technology earlier discussed in Section 2.2.1.2, any single part of the message can be encrypted.  This means that an entire message can be processed using the whole Canonicalization / Signing / Encryption method described above, and then embedded into another message that has the same operations placed on it.  Thereby creating a multi-level encryption format that encompasses the whole message and/or multiple sub-parts.
This method also has an added benefit of the fact that it can be transmitted in any XML ready protocol (such as any of the ones listed in Section 2.2.2.) because the message is essentially an XML document with encrypted elements.  It can also be used in conjunction with any of the other stated methods like the SOAP/SSL method in Section 3.2.  The message can also be re-encrypted using different signatures creating a super-encryption.  

Another suggested method for the design of a solution using this method includes an XML firewall (illustrated in Figure 11) which offloads the processing of these complex messages and re-transmits the plain-text XML message to the actual Business Logic processor.  This method is now becoming widely accepted because of the need for the Business Logic processor to have as few applications running on it other that the application it was designed to run.
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Figure 11: This illustrates the use of an XML firewall to offload the processing of the SOAP transaction from 7.
These methods verify all of the information in the message, as well as the sender of the message.  It also helps to ensure that the message was not intercepted and understood by would-be hackers.

4. Survey of Popular Solutions
Companies specializing in development of secure solutions for web services using the above methods are available, as well as companies who develop the solutions internally
.  So far, my research into these companies has proved that the solutions offered by the companies that develop exclusively are more “secure” than solutions developed in house.  
Currently, companies that develop in house are using less secure solutions than those that are developing the services under contract.  For example, the FedEx XML API uses a SOAP protocol that is actually configurable, but is recommended that the option for SSL is selected.  Since my findings have shown that this is not an incredibly secure solution, it seems that their web services could possibly be compromised.  The FedEx solution is not incredibly widely used, so I do not believe that their services have been compromised very much, if at all.

I had started this report with the intention of finding information about private companies developing under contract for “highly secure” solutions to web service integration.  So far, that “highly secure” basically means trade secret and apparently one which they cannot even reveal the inner workings of.  Even to a student.  I have contacted two different consulting firms and have been unable to find definitive information about this.  When asked about the comparison to some of the methods I’ve researched, representatives from both companies agreed that it was very similar to the method described in Section 3.4 Data Cipher Digestion and Encryption.
5. Final Findings

The ACM, which is the basis for most of my research has published many papers and held conferences devoted specifically to the area of securing web services using XML-based protocols.  Views have changed over the years, and even solutions that are in practice are significantly different from each other.  Mostly, the solution that is used is developed specifically for a certain purpose
, and most developers will try to use the most efficient solution available at the time and what is within the developers means.  
So far, I have found that the most secure solutions directly correlate to the ones that are the most processor intensive and time consuming to develop.  All high-transaction, sensitive information applications should be using the most secure solutions that they can develop.  But as some of my research has shown, there are massive limitations on the development of a web service that is both highly secure, but also easily implemented.
6. References

7. Appendix: Questions from Presentation

1. What is a web service?

A web service is essentially an application that is published across a network that allows other machines to access and run the application without actually having the application installed (very short answer).

2. What language is XML a subset of, and why is the higher level language not used instead of XML?

XML is a subset of Standard Generalized Markup Language, or SGML.  The reason why XML was created was basically that the scope SGML encompasses so much more than XML was designed for, and designing a small multi-platform processor would have taken to many resources for SGML.  SGML is still widely used for applications that it is needed for.  You can think of XML as SGML-light and HTML as XML-light.

3. Give some examples of Web services?

.NET Passport (offloads user authentication to a web service)

FedEx ShipManager (offloads the shipping applications and processing to FedEx)

4. What solutions that are widely used were discussed for methods of securing Web Services?

SSL Encryption and Data Cipher/Digital Signature/Encryption

5. Which of the two methods was like using “an atomic bomb to destroy and ant hill”?

Data Cipher/Digital Signature/Encryption

6. What type of encryption is used for the Data Cipher/Digital Signature/Encryption method?

At the lowest level, XML Encryption is used to encrypt the elements or even the entire message.  At the highest level, any encryption that is desired and can be adapted to transmit data across a network can be used.
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