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What is Email really?

· Why do I need to secure it?

· Why do I need to be concerned?

· Who does it affect and how does it affect them?

· What is used to infect or steal information from computers through Emails?

· How do I defend against these attacks?

Why is Email security so important? Why would someone want to control how Email is used? I will be informing people about Email 
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security, especially business Email and network security. Most people use their Email for personal reasons, some for business application. This creates problems because there are so many ways that a computer can be infected and the security of a network can be compromised. People do not understand the complexity of securing their Email. They trust that once the Email is sent it has been received and no further action is needed.

Email is electronic mail sent by phone, fax, computer, cellular phone or PDA. It is a network of communication between two or more people, some communications are for business and some are for personal reasons. Email is truly for communication. Email must be secured to protect your personal and business information. 

Email must have protection from unwanted information. There are many forms of information that may be installed or monitored on your computer. With this knowledge a person could steal your project files, take your personal information, your business information or your important financial information and use it to ruin you or a company.
Everyone must be concerned with Email security. Everyone sends or receives Email that is if they have a computer and are hooked to the internet, and any person who does so can be affected by security breeches. In fact it is possible to be infected without ever sending or receiving Email yourself. If someone on your network is affected, you are affected. (Everyone she sleeps with, you sleep with is the way I look at it). 

Anyone on the network and maybe several people in other companies who do business or communicate with you or your network may be affected. The affect will be felt by your computer – slowing the system down, endless pop-up advertising, system or network crashes and possibly even world wide infection. Not to mention the lost revenue for fixing your computer, or the companies network and the lost time dealing with the problem. The MelissaVirus, actually a worm, was not designed to be a DoS attack, but it certainly underscored how a potential wave of Email messages can bring mail servers to a screeching halt. It was so incredibly successful in replicating itself at such enormous volumes that mail servers simply shut down due to lack of resources. 

There are many tools that can be used. Port Scanning allows for someone to access your computer from an open port (like an open door). Dsniff, Ettercap, Back Orifice and a host of other tools can be used to capture information passed on the ‘wire’. Common tactics and infections are from the use of the following: Worms-“Worms are not technically viruses, but rather programs that run independently and travel between computers and across networks. Although they do not alter other programs as do viruses, worms may carry viruses”
., Viruses-“A virus is a program that replicates itself so as to infect more computers, either through network connections or through external storage devices passed among users. Viruses may damage files or systems, or simply annoy users by flashing messages or pictures on the screen or by causing the computer to beep”
., Trojan Horses- “Trojan horses are named for the legend of a gift of a wooden horse of which held in its belly soldiers that snuck out at night and opened the gates so that the Greek army could attack and destroy the city of Troy. “To this day, something used to subvert an organization from within by abusing misplaced trust is called a Trojan horse”
, Backdoors- “Once intruders have set up residence, it can be difficult to rid a system of their presence. Even if the original hole can be identified and sealed, wily attackers can create mechanisms to quickly regain access at their whim – these mechanisms are called back doors. Finding and clearing your system of these back doors is next to impossible because there are nearly innumerable ways to create a back door. The only real recourse for recovery after an attack is to restore the operating system from original media and to begin the long task of restoring user and application data from clean backups. Full recoveries of this nature are complicated, especially when systems have unique configurations that were never documented”
, and Spam/ Malware- these are simply programs installed on a system that are unwanted. For example advertisement pop-ups or keyloggers that keep track of each key used on the keyboard. This form of tracking is used to steal passwords and other information. 
The best defense is a good offense. The best way to defend against any attack is to be informed. Use Symantec, MacAfee, or freeware antivirus systems. It is also wise to use a fire wall. These programs will help protect computers against many types of security attacks. You should keep systems updated with the latest security features, for example:  patch holes found in the system. Update operating systems to protect software. Keep Antivirus programs updated to protect against newly found infections and attacks. Do not use simple passwords; use more complex passwords to make infiltration more difficult for attacks. “It is easy for an enterprising imposter to gather a substantial collection of candidates (from dictionaries or mailing lists, for instance) and search them for your password. At 1 millisecond per possibility, it takes only 4 minutes to search a 250,000-word commercial dictionary”
.   Remember that most attacks occur because “Security is entirely a people issue.” Information theft generally comes from within rather than from outside because employees already have access. In cases where it doesn’t the theft is created by individual greed or they just want to add another mark to their belt and say they did something bad. It is important to remember that many attacks are self-generated (from within a network), because the Human Factor must be recognized.  
Email History:


Before we can explain how Email came about we first have to explain where the computer came from and how personal computers played into the use of Email.
 “In 1969 Intel was commissioned by a Japanese calculator company to produce an integrated circuit, a computer chip, for its line of calculators. Hoff decided he would have to use a new approach to the calculator chip. Instead of “hardwiring” the logic of the calculator into the chip he created what is now called a microprocessor, a chip that can be programmed to perform the operations of a calculator; i.e., a computer on a slice of silicon”
.  
The first personal computer was in the form of a kit. This kit was complete with instructions and parts to build your own Altair 8800. The Altair kit cost $400 dollars and it excited two college students into dropping out of Harvard and moving to Albuquerque, New Mexico to form a company called Microsoft. This was in 1975 and the two college students were Bill Gates and Paul Allen of which Bill Gates is now the richest man on earth. Gates and Allen worked along side Ed Roberts at MITS Inc. (Micro Instrumentation and Telemetry Systems), to develop software for the Altair 8800. Before the Altair 8800, computers cost in the 10’s of thousands of dollars and Ed Roberts wanted to be able to give hobbyist something in the form of an inexpensive personal digital computer. 
The Altair 8800 was a very primitive form of a digital computer and a person had to know binary code to understand what was being input and output, but never the less it was a personal computer. It had neither a keyboard, nor video display and only a small amount of memory. 
The next computer was designed by Lee Felsenstein, an engineer. It was called the Sol and sold for $1000 dollars and had a lot more capabilities than the Altair 8800. Lee Felsenstein also designed the Osborne Computer, which was the first portable computer. Definitely not as small as a laptop of today but one that could be moved from one work area to the next. 

Computer Email was originally invented to help network users communicate. (1971) Email is a simple way to link people together with the same interest and same business needs. It is also an easy way to communicate with people around the world and it is also cheaper than a phone call. It has evolved to the present as a link between multiple users of the World Wide Web. It has evolved to the point that nearly half the world’s population writes an Email every month. It has also brought about fears and uneasiness. “As electronic networking spreads around the globe, making possible new international interactions and breaching barriers of language and time, so rise the risks of damage to valuable information and the anxiety over attacks by intruders, worms and viruses”
.

One very interesting fact is that “In 1976, Queen Elizabeth goes on-line with the first royal email message”
. 
“Sometime in the middle of the 1970’s, the 
Network of computers at a Silicon Valley research center was taken over by a program that loaded itself into an idle workstation, disabled the keyboard, drew random pictures on the screen, and monitored the network for other idle workstations to invade. The entire network and all the workstations had to be shut down to restore normal operation”.
 The age of ‘computer hacking and worms’ had begun.
“The letter bomb technique was discovered in 1979 by a group of anonymous students who reported it to officials at the University of California at Berkeley. At SRI International, we learned about the technique and tested it; we found that the send-line command or block-mode command found in many terminals could activate a Trojan horse attack using embedded control characters in electronic mail messages”. 
 The age of ‘Email hacking’ had begun. 

The term bugs and debugging started in an unusual way. In “1945: Rear Admiral Grace Murray Hopper discovers a moth trapped between relays in a Navy computer. She calls it a “bug,” a term used since the late 19th century to refer to problems with electrical devices. Murray Hopper also coined the term “debugging” to describe efforts to fix computer problems”
.  
In “1949: Hungarian scientist John von Neumann (1903-1957) devises the theory of self-replicating programs, providing the theoretical foundation for computers that hold information in their “memory”.”
 
The first network was used in “1969: The Advanced Research Projects Agency launches ARPANET, an early network used by government research groups and universities, and the forerunner of the Internet”
. 


Viruses truly become noticeable in 1987 when IBM pc’s began to be targeted. During the next few years several hundred viruses are found throughout the world. Many forms of viruses are still in use today. They are cleverly disguised as Email greetings on a registry. They can cause irreparable damage to your computer or network. They have become so advanced that some Antivirus programs have had trouble detecting them before they attack a system or computer. 

We will discuss this process more in depth in the body of this paper. Email has changed the world in which we live. It has linked families closer together with more continuous contact. It allows the user to be informal and spontaneous. The process has become so simple, a few clicks of the mouse stretches your message to a few family members across the globe. 

It is also drastically changed the way the world does business. Small and large companies alike can communicate with themselves as well as with others with a few lines of data transferred across the net. They can stay informed and on top of the business market with this innovative process. They are able to keep in close contact on projects of various sizes with multiple managers. They are able to include their input on the outcome of the venture without wasting time in managerial meetings. 

Time and money are saved by using this process. This helps the staff and managers do a more affective job for their respective companies. They may also be able to make the company money if they receive pertinent information on a new product or innovative idea. 


On a personal level it has changed the way people have come to meet the love of their life. They can talk to someone of great distances without spending a lot of money. They can also speak to someone without fumbling for words. They don’t have to worry about sounding like they are scared or can’t express themselves that well. It is easier for some people to write down their words instead of speaking them. They feel more comfortable and can actually be themselves. 


Over the years technological advances have created more problems in security than they have solved. This is especially true with Email security. These problems are ongoing and simply will never stop; they may slow down but not stop. There are 450 new strings of viruses recorded every month. There are new versions of worms, Trojan horses and backdoors. We can only hope to fix things as they break. We will have to be diligent in updating and moving forward with the changes that occur. Also

 “The first is mutual trust between users of a system, coupled with physical security to ensure that all access is legitimate, the second is a multitude of checks and balances. Educate users, let them know when and where they last logged in, encourage security-minded attitudes, examine dates of files regularly, and check frequently for unusual occurrences. The third defense is secrecy. Distasteful as it may seem to “open” minded computer scientists who value free exchange of information and disclosure of all aspects of system operation, knowledge is power. Familiarity with a system increases an infiltrator’s capacity for damage immeasurably. In an unfriendly environment, secrecy is paramount”
.

I have provided a simple timeline of the computer age. This simple line of information will help explain the advances of computer technology and the troubles that have accompanied it. 

Timeline
:

1945: Bug and Debugging coined for problems in electrical systems.

1949: Intel Microprocessor developed
1949: Theory of Self-replicating program developed by John von Neumann

1963: ASCII code developed

1969: ARPANET launched

1974: Telnet, a commercial version of ARPANET, debuts.

1975: Bill Gates and co-workers develop software for Altair 8800.

1976: Queen Elizabeth sends first Royal Email

1979: Letter Bomb Technique developed
1979: Worm discovered by Engineers at Xerox Palo Alto Research Center.

1983: FBI bust 414’s group- young hackers who broke into several U.S. governmental sites.

1983: Computer Virus term used

1986: First PC virus “The Brain” from Pakistan.

1988: Robert Morris unleashes worm on ARPANET computers.

1991: Symantec releases the Norton Anti-virus software.

1994: Virus Hoaxes start from Inexperienced Email users.

1995: New “Macro” virus attacks Windows 95.
1996: Concept, a macro-virus, becomes the most common virus in the world. Boza , a weak virus, is the first virus designed for Windows 95. Laroux is the first virus to successfully infect Microsoft Excel spreadsheets. 
1998: Intruders use “Solar Sunrise” to take control of computers.

1999: “Melissa Virus” causes 80 million dollars in damage.

May 2000: “I Love You” virus infects millions.

2000: Yahoo, EBay, Amazon, Datek and dozens of other high profile web sites are knocked offline by “distributed denial of service” attacks.

2001: days after Sept. 11th attacks “Nimda” virus infects hundreds of thousands. 
2001: “Anna Kournakova” virus mails itself to everyone in infected computer Email address book.

July 2001: “Code Red” worm infects tens of thousands of systems. Causing 2 billion in damages. 

2002: “Melissa Virus” author David L. Smith sentenced to 20 months in federal prison.

2002: “Klez” worm appears and sends copies of itself to all of the Email address in victim’s outlook directory.
2002: A denial of service attack hits all 13 of the “root” servers that provide primary roadmap for almost all Internet communications.

Jan. 2003: “Slammer” worm infects hundreds of thousands in less than three hours. 

2004: “MyDoom” virus attacks World Wide Web. 
2005: Bropia, Troj/BankAsh, Chod- attacks MSN messenger in order to spread.
Graphs:


The following graphs show the most common viruses as well as the increase in spam throughout the world. The second graph shows an increasing global ratio of spam in Email. This two year period graph shows an ever growing amount of spam in relationship to the overall emails sent. The troubling result is that there is no decrease in spam with the increase of Email and virus protection. The second to last graph shows the amount of mail borne viruses throughout the world. As you can see these numbers are only increasing and will not be decreasing any time soon. There has been a slight drop off in email borne viruses and the ratio is nearly equal to the Emails sent. The final graph depicts how infections occur. A system can be infected along any of the lines or paths illustrated in the diagram. This is a staggering amount of negative access points. A typical hacker may find several points in which to infect a system.  Also different tools may be used. For example: There is a tool used to listen to traffic on the “wire”. One of the features is called Mailsnarf. “Mailsnarf is a nifty little application that will reassemble all the e-mail packets on the wire and display the entire contents of an e-mail message on the screen, as if you had written it yourself”
. Another tool is dsniff which “Dsniff is one of the most sophisticated password-sniffing, data interception tools available”
. “The best countermeasure for dsniff is to employ some sort of encryption for all your traffic. Use a product such as SSH (Secure Shell) to tunnel all normal traffic through SSH system before sending it out in clear text – or use an IPSec-based (IP Security Protocol) tunnel to perform end-to-end encryption for all your traffic”
.
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These are the top five common viruses. 
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This is the Average global ratio of spam in Email scanned by Message labs.
 

Email has become one of the most widely used tools on the Internet. It has surpassed the amount of web surfers. “The volume of e-mail sent daily on the internet probably exceeds the amount of web traffic. E-mail is therefore the single most effective avenue into the computing space of the Internet user”
.   The biggest problem is that people do not want or feel that they should send spam mail on to other people so that they will feel safe and free from bad luck. One instance is when an elderly lady was asked why she sent email (spam) on to other people. She stated ‘I don’t want to have bad luck or I don’t want to have anything bad happen to my family’ or ‘I feel that if I can help someone out by passing an Email message on to other people what harm can it do me?’ People don’t understand what happens with this type of mentality. They only see the outcome not what happens behind the scene. For example the mail server has slowed down due to many email messages being sent as a result of spammers. The other is that the bandwidth (available space to transfer messages) has decreased due to lots of spam messages. Another problem is the loss of a computer or system due to opened spam of which contained a virus, worm, or Trojan. 
Protecting yourself is the most important aspect of Email security. Here are some simple recommendations to protect the system or network. 

· The best way to defend against any attack is to be informed. 

· Use Symantec, MacAfee, or freeware antivirus systems. These protect computers against many types of security attacks. 
“A complete antivirus policy should include:

· Preventing infection of your software

· Detecting a virus if it gets past the previous step

· Controlling contamination (e.g., by limiting permissions)

· Recovering from an infection by using scrubbers or backups

· As you can see, this is a perimeter approach, starting from the outside and working in”
.

· Keep systems updated with the latest security features, examples:  Patches-holes found in system protected by updates. Operating system updates to protect software. Antivirus updates to protect against newly found infections.

· Do not use simple passwords; use more complex passwords to make infiltration more difficult for attacks. 

· Remember that most attacks occur because “Security is entirely a people issue.” (Fred Simmonds - Network Security) Information theft generally comes from the inside rather than the outside because they already have access. In cases where it doesn’t the theft is created by individual greed. 
· Choose antivirus software according to your individual needs. 

· Protect yourself against all forms of security breech. 

· Do not totally trust others to protect your system – protect from the inside out!

· Be aware of new threats for information changes everyday. 
Other ideas on how to protect yourself come from Fred Simmonds book “Network Security”. He states “Much as we would like, we cannot offensively go out, find hackers, and throw them in the slammer. Hackers have several undeniable advantages: 

· They have the offensive. Hackers can choose their ground and the terms of the engagement. 

· Time works in their favor. They have no limit on the time they can invest or when they choose to invest it. We have to be continuously on guard, a far more difficult and draining task.

· Persistence works in their favor. They can afford to be patiently persistent, and persistence is the most powerful tool there is. We, however, can be just as determined as they.

· Hackers have something clear to gain. The best we can do is retain what we already have.

They are intelligent. Expect them to be creative and original. However, we can be just as intelligent and we have the advantage of control of our systems – if we choose to exercise that control”
.
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Graph of what and how infections occur.

Security Overview:

The graphs have shown that viruses, worms, spam and other types of infections are only increasing. As a security manager or member of personnel we must prepare for the worst. Minimum protection will not work in protecting a computer or network. 

As stated before, people are at the controls of a secure network. They must want to protect themselves as well as the network. They have to be informed and educated to the problems that occur in “cyberspace”. I feel that people are misled on a lot of these things. 
For example: I look at it this way. I open this Email and it shows a video of a man juggling some balls. Well it looks neat and I keep watching. He reaches out to grab another ball and before that ball is put in the mix I didn’t see him taking information from my computer. All I see is the juggler. Pretty soon the juggler has quite a few balls going and what I didn’t see was that the hands juggling the balls aren’t the original jugglers. It is someone else juggling and the other guy is in the background stealing all of your information and any thing else he thinks is important. 

The moral of this story is that people are curious and will see something interesting and think that nothing bad could happen. That old saying still holds true today and that is “Curiosity kills the cat”. I am sometimes tempted to look at emails from people just to see what they have to offer. I know it is wrong but sometimes it just looks so inviting. One cannot be fooled into this false sense of security. 
One way a person or company can fight the urge to open unwanted or infected Email is to set up a filtering system on email servers. This will help alleviate the overwhelming flood of spam messages a person will receive. Granted all spam will not be kept from the user. It will not catch all spam, but it will help to slow down spam. This means that the majority of spam will be deleted before it reaches the user or mail recipient. 
Another good rule is to delete any Email from anyone you do not know. The chances of being infected grow enormously from the unknown. My rule of thumb is that I only open email that I know is coming. For example if my cousin calls me and tells me that they sent me something crazy or a picture, I still check my messages for infections before opening them. As a matter of fact one of my friends was mad at me because they thought I had sent an email that contained a virus. I told them I had not and then I told them that there were people that are able to copy peoples address and name and send infections to people. By doing this my friend was deceived into opening Email that was not from me. Then they told me that they should have known because I always call them and tell them that I sent out this joke or something. But this one time they just assumed I had sent something and it almost wiped their computer out. 
“It would seem that some straight forward technological fixes would greatly reduce future threats. But technological fixes are not the final answer; they are valid only until someone launches a new kind of attack. Changes in the ways we use computers, however, will reduce our exposure to our own and other’s frailties”
.

In order for your information to pass over the wire safely it is wise to encrypt your information. Adam Rice of Red Siren inc. had this to say about protecting your information.
 “There are two basic ways to encrypt anything: Single key or PKI or public key infrastructure, which uses a private key only you know, and a public key people can use to encrypt messages that are going to be sent to you. I don’t know anything about cipher, but most encryption programs that are worth a shit use AES (American encryption standard) or 3DES (triple digital encryption standard).  You create the key, or a pass phrase which is then used to encrypt and decrypt messages. Use PGP  www.pgpi.org  although it is freeware, it is created by some good folks. I am a believer in open source software under the GBL license.  Lots of great stuff out there.  Problem is that you do not get any support for the stuff.  It comes as is without support”
. 
Even though Adams thoughts are that encryption is great I have also found that “Despite advances in authentication and encryption methods, computer systems are just as vulnerable as ever”
.
Research:


From my research I have learned to better protect myself and my computer. I have learned how to use tools for tracking problems on my computer. I have learned a number of ways to inform myself and the people I work with on what to do and what not to do in respect to the use of Email. I have found my answers in a wide variety of places, watching the news, talking to friends and colleagues and researching a wide variety of sources in books and on the net. It is impossible for anyone to know everything about every possible Email problem. The trick is to know where to find the answers. Those answers can be found with simple research and friendly working relationships with people you know. 


My research leads me to believe that any amount of study will result in new information. This information must be checked and rechecked almost daily. The most up to date research is often times many weeks, months or even years behind the cleverest hackers. I have also found a greater understanding of the internet, networks, and Email security. 

Conclusion:


I have found that Email must be secured to protect individuals and companies from having their information, ideas, finances and livelihoods stolen. I have also found that there is a wide variety of ways to attack personal and business systems. I have identified many enemy tools and positive protections for a given system. I can defend against nearly every known and most unknown threats. It still comes down to one basic point, there is always a human factor and it is almost impossible to defend against that factor. Email security is a problem for everyone, but if one can find simple ways to stay informed and update information, a system or network can be protected. 

I will conclude with two quotes from Peter J. Denning. The first is “In practice, security is often severely compromised by people who have intimate knowledge of the inner workings of the system – precisely the people you rely on to provide the security”
. The second is “The moral is simple. Computer security is human business. One way of maintaining security is to keep things secret, trusting people (the very people who can do you the most harm) not to tell”
. 
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