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1. Introduction
User security over the years has been a hot topic, from viruses to spy-ware it is concerning to see where the computer industry as a whole is leading us to. One of the most overlooked threats is the issue of electronic security as it relates to networks and computer information system user accounts. The user identification of accounts in networks, email, encrypted files, data management systems, and others are being compromised more often than people think because many of the intrusions go undetected. There should be a security standard placed in the industry that will remain fool proof and secure to build confidence in the infrastructure and cryptography.

In the last few years identity theft is looking to be one of the fastest growing crimes in our country, of which only small portion is conducted electronically. In my opinion this is one of the most overlooked and dismissed threats in the industry today that at the present time does not seam to be an efficient way to combat it. There are concerns about this crime in government and law enforcement, there is however a lack of enforcement and counter-actions to deal with this relatively new threat. 

2. Background
To maintain a secure network or information system a technique known as cryptography is used to render certain files and passwords unreadable or otherwise useless during communication. There are many mathematical manipulations and applications for data and about data. One of the earliest and quite possibly one of the simplest forms of cryptography was used by Julius Caesar in the early Roman Empire to relay clandestine information in letters to his generals in time of war and conquest.  This was known as the Caesar Cipher. This worked by taking plaintext characters and replacing them with another character to represent it in its place. Caesar Cipher is also sometimes called monoalphabetic cipher due to its shifting of the alphabet order by a single numeric intriguer know as the encryption key. For example if the encryption key was 1 and we were using the English alphabet to relay a message then all ‘A’s’ in our plaintext message would become ‘B’s’ and ‘B’s’ would become ‘C’s’ and so on. This would make the message unrecognizable and unreadable to the lay person.  The only one who could read it would be the person that knows the encryption key.  The receiver would reverse the encryption process to obtain the message in its original form. 
Sometimes we see this form of cryptography used for children’s media outlets such as television shows and decoder rings found in cereal boxes so they can decrypt Captain Crunch’s secret message and so on. These examples show that cryptography can have plausible applications in the computer world, however Caesar Cipher would not be a good algorithm to use for a serious application but it is simple enough to expound examples and prove points. 

To understand String Probing it is important to note that cryptography is used heavily in the storing of user passwords. For example if I hypothetically had the password “cat” for my user logon on my computer and the encryption method used by the operating system was Caesar Cipher and the encryption key was 2, the password “cat” would be stored as “ecv” in a hash code register in association with my user name so the operating system can authenticate my identity every time I log on. In theory that encrypted password should be protected in that register and is completely inaccessible to any other user or intruder. 
This cannot however be guaranteed because there are cracks and methods to extract such hash tables from the operating system, even from such popular operating systems as Windows XP. In the instance that the hash table is extracted the passwords would still be in the encrypted format. 
It is not impossible to determine the original password that formed the encrypted format. This could be done by guess work or by trial and error and that’s where the powerful tools of String Probing methods come in.

2.1. String Probing
To be brief String Probing is the manipulation of any data type string. The data types being symbols, alphabetic, numeric, binaries, doubles and all other character variations that there are. Strings are combinations of the data type or multiple groupings of data types, in essence formalizing words from characters or strings of concentrated characters. In other words string probing is a method to determine an unknown string/password/key encryption.
The most common String Probing application is in the instance that the cryptography is one way, meaning that once the message or password is encrypted the cipher cannot be conceivably reversed where as in the Caesar Cipher algorithm we saw clearly that the process could be reversed by means of the encryption key. In this instance there can only be one approach and that is by trial and error applying a String Probing method on a string and encrypting that string with the same cryptographic algorithm and then comparing the two encryptions to see if they match. If the encryptions match then the original text was found.
The other application is in the case of a cryptographic algorithm like Caesar Cipher where there is clearly a reversal procedure. In this case String Probing methods could be applied on the encryption key to determine the ciphers original context. Most often starting the guess work sequentially from 1 and on up until the pretext can be determined. This is not a preferred tactic by attackers because it is difficult even sometimes impossible to determine if a guessed key unlocks the text in its original form.
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It is important to note that String Probing is not an official academic acronym rather it is a key term that I have deemed do to the plethora of algorithms used to manipulate strings. This principle is sound and should be considered an extensive and powerful process that is a threat to security protocols as they stand. String Probing should not be confused with the term hacking. Hacking is a very general and negatively connotative term that is often used in instances of electronic crime and vandalism whereas String Probing has a very specific focus of discipline with the manipulation of strings.
In 1977 IBM developed an encryption schema that was later adopted and called the DES (Data Encryption Standard) by the Department of Commerce and National Bureau of Standards now known as the National Institute of Standards and Technology.19 DES is the leading standard for the protection of non-classified information in the United States. The Federal Government deemed this symmetric cryptography algorithm unbreakable and acceptable for use in non government applications. DES is still used today for such things as authentication of banking transactions and other sensitive private sector communications. The intent of this federal standard was to keep information secure from prying eyes but as I will prove DES has seen better days due to the advances in string probing methods and machinery. It is now more than twenty seven years old and in need of serious updating.

2.2. Methods of Attack
Assume for the basis of all attacks mentioned that they will be using the ASCII code I and code II (American Standards Committee for Information Interchange) this is also referred to as the IBM character set shown in figure 2.1 Visual Studio .NET ASCII code I.21
Also note that a standard 401 U.S. Keyboard and American standard type writer key board are represented from decimal 32 to 126. This is the range at which the string probing will be working from. Although these attack methods are not limited to this range nor are they bound to one type of application especially for Brute Force method and dedicated machine searches as they have many real life applications in physics and astronomy.

2.2.1. Dictionary
The dictionary attack is typically one of the most commonly used methods as well as one of the most astoundingly effective. This method does not extract it’s probing from the ASCII rather it uses a “dictionary file” (a text file full of dictionary words) which is “loaded into a cracking application (such as L0phtCrack), which is run against user accounts located by the application”.17
The effectiveness of the dictionary attack is troubling seeing as how people are unaware of proper password creation standards. As a rule of thumb never use a dictionary word for a password. Many people make the mistake of using names of famous people or by using their favorite food. Humorously some even take this mistake even further and use the word password as their password. It’s no wonder that this method of attack is so effective.

2.2.2. Hybrid
The Hybrid attack is a slightly more sophisticated method that uses the tactic of the dictionary attack and adds “numbers or symbols to the filename to successfully crack a password”.17 This tactic was developed for situations where systems require the user to change their passwords every so often. For example the password “cat” would become “cat1” and the second month it would become “cat2” and so on. The Hybrid will typically concentrate a character to the front of the word or to the end using various numbers or characters.
2.2.3. Brute Force
Brute Force attack is also known as exhaustive key search “is the most comprehensive form of attack, though it may often take a long time to work depending on the complexity of the password”.17 This is not a method an attacker would initially use; rather this would be a last resort having tried the first two mentioned methods. This is also the most costly algorithm in terms of computer force and time. 

The way this method works is very simple. In essence it follows the basic principle of number counting. Just as we count with numbers from one, two, three, and so on, Brute Force uses the same principle but with characters, to be specific they could use the characters from ASCII code I. For example if the range of characters was ‘a’ to ‘b’ then the first guess would be ‘a’ followed by ‘b’. Then the string would need to increase its size by one starting “aa” then “ab” and so on. In total if the length of the password could be 5 then there would be a total of 25 (32) possible combinations or guesses based off of a world of ‘a’ and ‘b’. 

Typically a Brute Force attack would use the ASCII world with 94 characters or a binary key for some encryption and many different string lengths say 15 characters long then there would be a total of 9415 that’s 395,291,798,759,681,826,446,224,-359,424 possibilities. Traditionally this method is thought to be impractical and even mathematically inconceivable due to its timely sequential guess work for complex keys. Whatever the application is, this method is extensive and is not limited to a password search. 
This method can also be applied to an Exhaustive key search like those for decrypting a DES block by recovering the secret binary encryption key. “In average, we will have to try 36,028,797,018,963,968 (36 millions of billions) of keys”, even with today’s fastest computer we see that this amount of work can take “about 600 to 1200 years for a single machine”.8 This is the industries sentiments ever since the DES standard had been put in place that it would never be broken and could conceivably last a decade or two before the standard would need to be updated. This is troubling seeing how there are more effective ways to apply a Brute Force attack that can cut the work time down substantially.

2.2.4. Dedicated Machine search
A Dedicated Machine is considered to be a string probing method by definition, although it is an entirely different approach to solving a password or encryption key. During the 80’s there was a movie that came out called “Sneakers” staring Robert Redford and Dan Aykroyd. The movie was about a machine a mathematician made solely for the purpose of breaking encryption codes. The machine was in a very small box and could break an encryption in a matter of seconds. Now this is Hollywood and we don’t have real machines like that. 
However there are things today that come close like what the EFF (Electronic Frontier Foundation) built that is known as “Deep Crack” in 1998 (a dedicated machine).13 
This dedicated machine is just what it sounds like, a machine dedicated for one purpose. The purpose here is to create all the combinations of a DES encryption key in a substantially reduced amount of time. On a single machine a brute force approach is quite time consuming mainly due to some of the higher functioning’s of the Operating System and other layers of the computer. Any time a computation algorithm is performed or rendered under the direction of software based system you can guarantee that that same computation can be reproduced and performed on a custom built micro device level (Hard ware level). Not only can functions be reproduced on the hard ware level but they tend to be extremely fast compared to an equivalent software rendition.
To show the world that DES isn’t (or no more) a secure algorithm Deep Crack (Dedicated Machine) used an exhaustive search (brute force) to retrieve a DES key in about 4 days on average.8 Deep Crack can check 92 Billion Key’s a second with its 1536 dedicated chips and cost around 200,000 American dollars. “Knowing the budget of electronic intelligence agencies (for example, the National Security Agency in the USA), it is easy to be pessimistic on the security of DES against such organizations!”.8  And furthermore what’s to stop eccentrics, Axis’s, and terrorist groups from creating such a machine. $200,000 is not a lot of money to invest when it can be used to decrypt vital and strategic information that could be worth much more.
2.2.5. Cluster Execution search

A more powerful Brute Force attempt can be conducted with a Cluster Execution search. This search is much faster than a typical desktop Brute Force execution. The only complication is that it is done in parallel processing infrastructures or MPI (Message Passing Interface). This is the process of distributing a collective problem among many computers or processors to decrease the time to find a solution. 
In the 90’s an organization known as Distributed.Net featured a specialized collection of management systems of computers on the internet for the purposes of solving various mathematical and physics problems. Essentially they created a super computer solely on the basis of Distributed.Net participant’s computers idle time on the internet. On January 13th, 1999, at 9 AM PST a project called DES-III (a Brute Force cluster execution search) finished successfully after 22.5 hours and won a ten thousand dollar prize from RSA Security solutions for being the first to break a DES encryption and doing it in less than 24 hours.3  This execution took over 100,000 computers of varying speeds that in the end Distributed.Net with the help of EFF (Electronic Frontier Foundation) was checking 250,000,000,000 key’s every second on average.13
2.2.6. Memory Table Search

Since the cost of memory keeps going lower and lower I feel that it is important to address this type of Brute Force method, and the fact that not all attackers will have power at their disposal such as that of Distributed.Net or a cluster of computers in a college or business network. We should now know that a Brute Force search needs a substantial amount of time.  In 1980 Martin Hellman proposed a time memory tradeoff algorithm which could use less power but still be effective in a relatively short amount of time.9 In this algorithm Hellman shows that all the possibilities of a Brute Force attack could be stored in memory and thus be used in reference rather than generating the combinations itself. This would be much faster as the computer would only need to look up a combination versus the time consuming generation of them. Hellman estimated that it would take somewhere in the area of “1000 GB of memory and only 5 days of computations for a single PC” to break a DES.8 This is substantial if any person had the memory resources available to them.  They could become a huge threat to the eCommerce system as we know it as it is based entirely on the DES and other vulnerable systems.
2.3. Hacking Operating Systems
One of the most growing trends among so called hackers is a social life that is expressed in web site and groups that specifically focus on the topic.6 They even go as far as sharing illegal hacking tools on their sites that use string probing methods to intrude on secure information especially tools centered to forging access to an operating system. Such as the site i-hacked.com that features a plethora of ideas and techniques that are used in operating system access forging.7 Among all of the features that this site hosts and others is a particular string probing tool that uses a combination of methods such as dictionary attack down to a brute force attack. 6  
There are many methods to obtain access to an operating system like one posted on a famous television show G4TV (formally known as TecTV) called the Screen Savers entitled “Dark Tip: Windows Password Hacking” by Kevin Rose.15 This show depicted to its audience the logistics of how to find the passwords on the operating system Windows XP and did so justifying it legally by saying that if a person forgot what their user name and password was that they could use the methods introduced in the show. 15 However they tried to make it clear that it was not legal and to attempt such an act in any fashion other than to regain access to the operating system that you owned and had rights to. 15
Access to the system is done in six simple steps one: “Boot with Knoppix STD and launch a shell” Knoppix STD is a live Linux bootable CD.15 Two: “From the shell, you can view all your NTFS partitions via the LinuxNTFS built into Knoppix STD”. 15 Three: “Navigate to the windows\system32\config directory”. 15 Four: “Copy the SAM and system files to a cheap USB thumbdrive” you could also use a zip disk or any other storage device. 15 Five: “Take each of these files back to another Windows machine and fire up SAMInside” SAMInside is a program/crack that uses SAM and system files to extract the encrypted hash from the supposedly secure register in the operating system.15 The password is stored as a double encrypted SYSKEY, other operating systems tend to use crypto number three.15 Six: “Launch LC4 it will brute-force and dictionary-attack the hash marks” LC4 also none as L0phtCrack the latest version is LC5 is a legal password auditing program designed for system administrators to audit network users to see if their passwords conform to the system password standards.   “Once the hash has been matched, the final password is displayed” and you have access to the system. 15 This is not the only way entry can be gained but it is a legal way of doing it. 

With publications and web sites featuring access forging methods it is troubling to see were security is going in the most widely used operating systems used in our eCommerce system and government agency. However there are ways we can still protect ourselves from these methods. Password creation is rarely ever talked about but it is at this time one of the only tenets that can safe guard us. By increasing the complexity of our password and the length of our password we can at the least maximize the time it would take for an attacker to find our password. In “Security Wise: Practical Hints for Password Protection” by Hal Berghel he gives some of the basics of password standards. Some of them are having a “Maximum password age: 180 days” a “Minimum password age: 1 day” a “Minimum password length: 8 characters” and that the password “must meet complexity requirements: enabled” such as requiring a password to conform to such character complexities as “~`!@#$%^&*&()=+\”characters and the use of lower and uppercase combinations.2 For example an example of a good password could be “Le&vR<~`%%05”. This password length would give 9412 that’s 475,920,314,814,253,376,475,136 possible permutations that a brute force attack would have to conduct in order to come close to obtaining a match. Depending on the brute force method used this could take an attacker anywhere from one month to hundreds of years. In any case it is risky to think a password is unbreakable. Admittedly by changing the standards of password creation it would not solve much but it could at the least lead a movement for a change in the industry of password standard securities. 

3. Special Topic Discussion of Brute Force Attacks

Brute Force or exhaustive searches and exhaustive permutations are of great interest to mathematics, physics, and other studied disciplines. Because the number of permutations in some cases can be infinite it brings boundaries/unbounded that can be studied and probed to our investigative understanding. String probing brute force method is a commonly used approach to test laws and boundaries, for example the searching of prime numbers. There are formulas that can tell us what some of the large prime numbers are but there are many primes that are missed that are in-between. The only way to find them is by trial and error (brute force). Even today parallel computer systems have been working to find some of the largest primes known. 
3.1. Traditional Thought
Some of the first forms of encryption were adopted soon after computer systems were introduced.  Some of these forms were full of problems but in the end mathematic cryptographers felt very confident that they could not be broken and that there was no need for introducing new ones. History proves that security systems however secure they may claim to be do not stay secure for long or forever. That is especially the case in cryptography. Complicated chippers are created and deemed unbreakable.  This may be true for some ciphers; however this is a very over zealous statement. Some mathematic cryptographers are still saying such things today. Like that of John Pliam who states to the effect that brute force approaches to certain various ciphers is nearly a waste of time and resources to even attempt such approaches.14  

Some cryptographers and security advisers are sticking with these traditional thoughts. Mann Charles said “Even if a demented government agency spent a trillion dollars on custom factoring computers” to solve a RSA key (an encryption key) that “the sun would likely go nova before they cracked a message enciphered”.10 These are bold statements and if anything is for sure in mathematics it’s that in the infinity and expanse of time nothing is for sure. This is strictly true for brute force functions because it can run for infinity if there are no boundaries on the lengths to solve for or it can run for a finite span of time for a finite range. In other words if a cryptography has a finite range of key permutations then a brute force approach will hit every permutation possibility and that can be guaranteed.  The real issue becomes not that the brute force approach will find the key rather the question posed is “Will the brute force approach find the key with in the age of the key life or the life of the assailant for that matter?”.  This kind of discussion only aides the sentiments of traditional thought that a brute force attack is a costly and impractical approach to solving some ciphers.
3.2. Special Features of Brute Force
As discussed before brute force is like counting, the only difference is, what you count with. And séance there are so many instances of counting in the world it is a prudent method. The only difference in justifying a brute force approach is when its something intangible or invisible such as extremely large prime numbers, some of which are so large that if the number were to be written in decimal format and stored on a computer memory device it would take 10.08 Megabytes (That’s 225964951-1).11 The reason I say that these kind of numbers and applications are intangible is because if we were to publish this prime number in a book it would take several books and possibly even an entire book shelf for this one number. To really put this into perspective this prime number was found with an exhaustive search (brute force) after having proven or disproved all of the odd numbers that had led up to it by trial and error. My point is that brute force applications can be felt on many avenues and it’s infinity of string manipulation and character sets is misunderstood as an important mathematical and physics tool. Many scientists would rather give up if they could not formulate an algorithm or short cut to a problem than having to turn to a brute force method.
The thing that’s unique about brute force is that its application can be measured and weighted. For example if I was using a brute force method to find the encryption key of a DES message, and since a DES key is binary and not alphabetic or numeric then the world of characters is only two (0 and 1). DES is also a 56 bit key encryption so there are exactly 256 possible binary combinations or arraignments plus the summation of all previous secession lengths. This would be considered the wait of the encryption (n=56, i = 1 ∑2n). The time to can be measured by taking the sample of time it would take to permeate to a certain string or percentage of the over all waited size. For example if I wanted to find someone’s password, and I knew how long the password was (three characters long) I could measure the time it would take to generate all of the character possibilities for a password length of one (time = t). Let’s say that it took 2.09 seconds with encryption comparisons and any other functions. And since there are 94 characters we take time (t) and multiply it by the number of characters (94) and then take that time and multiply it by 94 again and that it will give you the amount of time it would take to generate to 943 (0.09 x 942 = 795.24 seconds or 13.254 minutes).
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I created a DOS consol program in Visual C++ to demonstrate this principle of time measurements or time determination of a brute force method. In the figure 3.2.1 we have a string probing brute force program that will display the string generations in this figure, we see that for string “~~" it took exactly 3.355 seconds.  Since it takes a substantial amount of rescores to generate the permutations on the monitor we can reduce that time by not displaying the strings and just recording the times in a table (Table 3.2.2) and then time without displaying the permutations for “~~” is .0045 seconds. If we were to add an extra character to the string “~~” we can expect it to take .4230 seconds (.0045 x 94) for string “~~~” and on comparison wee see that the actual recorded time it takes is .41975 seconds. This is extremely close and gives us a good estimating model or measurement for how long it will take to generate. It is important to note that this brute force permutation was run on an AMD Athlon 1000Ghz machine that by today’s standards is practically nothing for a personal computing power.
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By using these principles we can calculate how long it might take for a solution, or at least determine the maximum amount of time it would take to generate a certain length of password. There is some give and take in these figures though because they are not exact but rather rough approximation of the maximum amount of time it would take based on the sample times recorded. 

In addition I would like to point out that the algorithm I used in my string probing program may not be the most efficient because there are other brute force algorithms out there that are more efficient than the one I used. Also the use of the character ‘~’ is used because in the ASCII it is the last of the 94 characters so this character will be the last character it will search to before the string length will increase by one. 
It’s no wonder some scientists and mathematicians fall into the traditional thought when they see these kinds of numbers. But for those who think traditionally fail to realize that there are several ways to implement a brute force method. Like a dedicated machine or a cluster execution that can be much faster than when ran serially like the results of that in table 3.2.2.
3.3. Hypothesis
Though it may take time to complete an execution now, in the future we will see drastic reductions in the time to complete an execution using the brute force method. I think this will be widely do to improvements in the semiconductor manufacturing, CPU speeds, bus speeds, and over all demonstrations of theoretical designs that may substantially prove to be significant. With speed factors improving memory storage devices will improve as well. A brute force approach is practical now with some of the technology that’s available to us. However not just anyone has knowledge or the recourses readily available to them to do it in a practical manner.
3.4. How it Will Become a Practical Threat
Practical can be a relative word but in this instance the practical means something is feasible and that it can happen quite rapidly.  Clearly with all the new string probing methods that have been conducted there is an understanding that a dictionary attack and a hybrid attack are extremely practical and effective. However this is not always the case. A brute- force attack is necessary sometimes to find the correct permutation. 
Just how practical is Brute-force and is it a practical threat? The answer is yes, by using different approaches such as dedicated machine search in accompaniment of other methods such as a memory table searches for even a cluster execution can all make brute-force a practical and very realistic threat. The question then becomes not how but who?  
3.4.1. Predictions
I predict that brute force will become more readily used for encryption key and password finding in the future. There are several reasons why I think this one of them is that they teach code breaking in schools all across America including Fort Lewis College. When I took data communication from Dr. Laszlo Szuecs he taught us how to break certain encryptions ciphers. At first I thought he was crazy for teaching us such things and until he explained his reasoning around it, if we don’t know how people break these codes we as computer scientists cannot protect against it. By giving college and university students the power to conduct these kinds of attacks there will be some bad apples that will spawn from it. 
At the California Institute of Technology in Los Angeles, California they have a physics lab entitled “Introduction to Parallel Processing: Code Breaking.” This is code breaking in its most powerful application in parallel (Cluster Execution) none the less which is an opener to students of its significant strength within the confines of a brute force approach.20 “Create an MPI program that takes as input a clear text and a cipher, and tries to find the DES key that encrypts the first into the second” is a portion of the lab to give a clear understanding. 20 Remember that DES is the government standard that has been approved for non-government use. It makes me a little uneasy that this particular lab is based off of the objective to break the government standard encryption. Maybe in a way this is like opening a Pandora’s Box, and the next encryption standard will be incorporated into future labs. This is a brewing pot for potential dangerous knowledge that might be best to keep students to the basics. But that’s just a small portion of future threats. I think however that the main threat we should be concerned of as computer scientist and United States citizens is from terrorists. 
I think that people will be surprised and caught off guard if ever a brute force memory table approach was used. We would see attacks being conducted in figures of days, even hours on a single computer system. It could be possible to see a memory table approach and that can be done within a very cheap budget the way that prices are on hard drives. 
A foreseeable future was imagined by Charles C. Mann. He seemed to think that all security systems no mater how imperviously advertised and advocated a system will ultimately fail.10 In other words there is no perfect way to secure information rather he seemed to think that systems will not be judged “on how well it works but how well it fails”.10 He also thought that at the heart of every good security sensitive system there should be “human judgment” even though they can make mistakes because “they can recover from failure in ways that machines and software cannot”. 10 As the way he puts it a “well-trained mind is ductile” and “it can understand surprises and overcome them. It fails well”.10 These are interesting concepts and we will probably see different facets of security in the future that haven’t even been imagined yet. Either way there will always be the game cycle of cat and mouse when it comes to security systems and that’s what makes it interesting.
3.4.2. Parallel Processing(MPI)
MPI stands for Message Passing Interface is an extraordinary application of paralleling computer processors to solve difficult problems that would otherwise take years on a single desktop machine. It can be thought of as a super computer. For example the prime number 225964951-1 was found by parallel processing. If this number were to be found on a single computer it would have certainly take years possibly hundreds of them.11  

The Cal Tec physic lab “Introduction to Parallel Processing: Code Breaking” was conducted in with a message passing interface.20  I tried something very similar to this lab in my parallel programming class. However my class project was of the interest of the math and physics of brute force method rather than trying to break a DES encryption. My MPI program was called Parallel String Probing with a key method of brute force.

My brute force program was conducted on the Fort Lewis College network in the fall of 2004 and used up to a maximum of ninety five computers simultaneously. The computer systems were of varying speeds ranging from 2400 MHz Pentiums IV to 900 MHz Pentiums II. The parallel topology was a cluster topology (like a cluster execution search) basically the program worked over the existing local LAN. There are other typologies such as hyper cubes and Huffman trees and others that are dramatically faster than a cluster topology though.
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* ASCIL code 127 has the code DEL. Under 115-DOS, this code has the same effect as ASCIL 8 (B5).
The DEL code can be generated by the CTRL + BKS? key.

Figure 2.1



During the executions I recorded the times and compared them to a similar program that ran serially (a single desktop computer). I ran many tests but my primary focus was on the time differences on strings that were the same. The times are displayed in table 3.4.2.1. Here one can see that the time differences for strings based off of “abcdefg” of lengths one and two serially it takes less time than for the parallel program to solve. This is widely do to the fact that when a program runs in parallel there are a lot of set up costs that serial programs don’t have. There is also a reliance time from time outs that network use at the time of execution that can dramatically affect the efficiency and time of the test. Note that I stopped testing after string length five because the estimated time serially would have been 136,044.32 that’s 37.79 hours, and for parallel it would have been 4,500.65 seconds that’s 75.01 minuets. Times lengths of six or greater were out of the bounds of my patience level and felt comfortable with an estimation instead. Another thing I would like to point out in this table is that I conducted a test on one of my email accounts passwords to give my self an audit of how good my password was. The results are scary with it taking 1447.66 sec (24.12 min) which is not to concerning but in parallel with 53.97 seconds; just less than one minute is cause for alarm so I changed my password after this test.
The most interesting part of this test for me was the estimated times. If these estimates are accurate then for string lengths of ten that are based off of the “abcdefg” string succession, serially it will take 336,810.19 years verses in parallel it could take 11,142.44 years. Keep in mind that the time serially can be strictly true, but for the parallel test it is only being run on 95 computers that may or may not have people at the terminal nodes. And that the network administrative settings for MPI are set at 50% max process usage as to not lock up the other terminal nodes for other users. Considering this then conservatively we can cut the estimated time by one half. Then the new estimated time for the parallel test of length ten will be 5,571.22 years. This in comparison to the serially conducted estimates we have a contrast difference of 331,238.95 years favoring my parallel program.336,810.19 years serially vs. 5,571.22 years in parallel are impressive to say the least.
Imagine for a moment that if this could be done on the Fort Lewis College network then what could be done on other campuses with more powerful computers and more of them. It could be as powerful as the DES II and DES III project conducted by Distributed .Net that broke a DES message in less than 24 hours with a little over 100,000 computers parallel networked just like the MPI program I made.3 A DES encryption key would be greater than a string length of nine but less permutations of password lengths of  ten since it is 256 (Key is Binary) and a password 9410 (94 characters based on ASCII code I). Now based on this the test time in parallel of 5,571.22 years could be cut down to days or less for string lengths of ten.
3.4.3. Serial vs. Parallel ( what’s the big deal)
As shown above the contrasts of difference in table 3.4.2.1 we see only figures (numbers). And that can take a certain amount of understanding. An example to show the contrast could be given with ants. Ants have a network and community just like computers do. An ant could be an equivalent of a modern day computer. Ants can lift many times their wait just as a computer can do an astounding amount of computational work. Now an ant by itself can carry bread crumbs and other small items (this would be a serial approach). But as far as taking off with someone’s picnic lunch would be an inconceivable task for a single ant to do. Ants seem to have a network of some kind and when one ant finds someone’s picnic lunch others seem to follow. Like the cartoon an ant can’t lift Donald Duck’s picnic basket by itself but with the help of the entire colony the ants run off with the lunch. This is just like parallel computing, many minds do great work and that’s not only a big deal it’s a gargantuan deal when it comes to brute force approaches. Parallel computing is at this time a true complement to Brute force probing methods. Otherwise it’s like moving a mountain with a rusty spoon.
4. Solutions

I am not claiming to have the answers but I feel that something should be done about the federal encryption standards and I also feel that something needs to be done about password creation. Perhaps there could be password standards federally implemented and constrained to the protocols of that proposed by Hal Berghel of password ages and complexity requirements.2 Some of the solutions proposed here are those that are theoretical or that haven’t been implemented otherwise. Some of the solutions are my own and may be an impractical implementation but I feel that there could be many improvements to security systems across the board.
4.1. Alternative Logins
Among all user identification systems the most typical one used is the standard user-name and single-password entry system. This has pretty much been the standard however there are other movements that have taken a different approach. In a login there are no federal or local government stipulation constraints or laws that has standardize an entry system. It has been traditionally implemented by the software engineer or developer. In any part there can be alterations or unique identification authentication or verifying systems that would work or otherwise be implemented. 
Really a protocol will need to be something that will work well and be completely user friendly. There should be no extraordinary steps required in order to gain access to a system like giving blood or something. A login needs to be an equal balance to see that all the required security precautions are being taken as well as taking the usability of that requirement in easy and rapidness entry to the system for the user friendly accommodations.
It is clear that a system should uniquely identify a user and that the systems should be simple and fast. Otherwise the system may die out because of users unwilling to conform to an unaccommodating system. And this has lead me to a login protocol that I have come up with that I believe would be both accommodating a fully secure.

A matrix entry system is what I call it because it uses a matrix for the password entry, it would work like this. A standard entry system uses a user name to associate with the user which a matrix entry system will adopt. The password entry will be different than that of the standard password entry system. By taking a matrix array we can enter a password in a memorized placement cell in addition to the password. For example the standard system uses a single cell to enter a password into. My matrix entry system will use this principle in combination of a matrix rather than a single cell. The figure 4.1.1 shows a matrix that for each cell can hold a single character / symbol. And a user could enter a password (cat) into two main ways. Type One is a directional entry that a user can enter the password in eight different directions in succession as seen in figure 4.1.1(type 1). The matrix will be wrap around so the strings can be initiated by the boarders. The second type would be displacement (type 2 in figure 4.1.1) that a user can enter their password in an ordered sequence and place characters in any cell. By using a matrix system a user would repeat the same password and matrix coordinates in the right order for system authentication. The password could be stored in an encrypted matrix format possible even using a game of life cell manipulation to populate other cells to help aid the encryption cipher. The cipher part is not really worked out but I do know that the gain for such a system would be substantial.
Dr. Aaron Gordon, a discreet mathematics professor at FLC, helped me calculate just how much a system would give in terms of the number of gained combinations. The formula (permutations = 94Length + 288Length) would work as follows. The figure 4.1.1 shows a 16 by 18 matrix. This matrix for terms of password lengths of five will have in addition to 945 standard strings a 2885 increase in complication in the number of permutations. Basically  the over all gain we get from such a system for passwords of length five is 945 + 2885 (1,988,694,695,392) total. This is a noticeable increase in the amount of work a method would have to do in order to break the system. A typical system could have any size of matrix that could be determined by the systems administrator. The entry constraints for that matter could be up to the systems administrator as well. A typical system could handle a 36 by 31 matrix that would yield and an additional 36 * 31 (1116length of password) number of permutations complication. To make the entry easier a toggle system could be implemented that would have eight directional toggles within each cell. These toggles when selected with the mouse will set the directional flow of the password. In terms of easiness a user would only have at a minimum one additional step compared to a traditional login.
I realize that such a system may or may not be user friendly, it could be confusing in remembering where a password coordinate was entered. Possibly a color schema could be developed to help users identify coordinates easily. This also might be over kill on the encryption schema so possible reductions could be made to accommodate more scenarios. I think that this would be a prudent system, one that would serve a reinforced security and possibly with out compromising the usability of such a system.

There are many alternative login solutions that developers could come up with but it is very difficult to make trade offs. Compromise becomes an enemy to the system and the wait you put on one or the other can be compromising to a system.
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Real World Solutions
One system that I noted had a reasonable identification system is a group called ACS (Affiliated Computer Services) which is a loan consolidation agency. The system they use is very similar to the traditional system of a user name and password with the added bonus of a second password or rather in this case they ask for the last 4 digits of your social security number.1 This approach is good because it gives the user more control of the entry system and it gives the system some added security.
However for some this might be an unnecessary nuisance or unlikable solution to have two data entries. Some of the other things that I have seen that could be a reasonable compromise is that HP and IBM have new laptops out along with others that have built in thumb scanner for wireless identification connections. This sounds really good with all of the new government calls for new “security infrastructure: iris, retina, and fingerprint scanners; hand-geometry assayers; face-recognition software; smart cards with custom identification ships” but  Charles C. Mann says that “Their use may on the whole make Americans less safe, because many of these  tools fail badly –they’re brittle, in engineering jargon”.10 In other words real world solutions will not see these kinds of devices for a while until they can be proven to be fully effective in commercial and private settings.
Another real world solution is not to change anything and just use the standard user name and password. The only stipulation for increasing security will be provided in password creation or restraint protocols. For example Fort Lewis College network policy for 2003 required a new users password to conform to being at the least eight characters long, one or more upper and lower case alphabetic character, at the least one numeric number. Other policies could be more strenuous but this in turn would force any intruder to use a brute force approach right off the bat and that in itself could be a deterrent. All in all there are many real world solutions that could work like double and triple passwords, but whether or not they work well is a matter of opinion and statistics in the end.
4.1.2. Theoretical Protocols 
“Password hardening based on keystroke dynamics” is a theoretical protocol that “incorporates biometric information into the password” by using specific techniques that “generates a hardened password based on both the password characters and the user’s typing patterns when typing the password”.12 This is a very interesting approach to crypto-graphing a password. The password hardening “adapts to gradual changes in a user’s keystroke dynamics over time, while still generating the same hardened password”.12 This protocol looks and sounds promising. But there is a problem; it might be a little to good. For example what happens to a user if he or she is injured or if they are ill?  A user could even be having a bad day and emotional levels change that in turn change the way they effect there environment such as logging in. This kind of fear is admitted in “that due to a sudden shift in typing behavior, a user will be unable to log into” his or her “account”.12 In the end this sounds good but it does not work well. In terms of Charles C. Mann “it fails badly”.10
Some other interesting research is being done in terms of  harmonic entry. Across the board there could be hundreds of ways to implement this. Basically a harmonic system will take the same principle of the keystroke dynamics mentioned before this. The only difference is that a habit/biometric information will not be recorded rather a user will intentionally enter a password in a certain way. For example the password “cat” could have in addition to its characters a time signature attached to it. While the user enters the password they could hold the character ‘c’ down for 1 second and ‘a’ for 3 and ‘t’ for approximately 0. This information would be used to authenticate a user. The problem here, like with any password, is that the user might forget the time dilations for characters and in-between characters. Or a user might be off by seconds or microseconds depending on how much variance a system would accept.
The “Federal Information Processing Standard (FIPS) 201” is trying to implement what is known as “Personal Identity Verification of Federal Employees and Contractors” also called PIV that “was developed to satisfy the requirements of HSPD 12, approved by the Secretary of Commerce, and issued on February 25, 2005” for the purpose of improving and authenticating identities.18 The Federal Information Processing Standard will also be working in accordance with the National Institute of Standards and Technology (NIST). The PIV from what has been released will be a hybrid system of a combination of things like some kind of biometric elements / Circuit card entry system that will allow a user access not only to the computer system but to all facets of building entry protocols and other identification systems. The system will be up and running they say no later than the end of this year in government systems all over if it has not finished its testing phase yet.

Another approach that could be discussed is the introduction of fonts and colors in combination to characters. Other methods of course are things like from what we read in spy novels. Things like DNA scans, retinal blood work scans, hybrid scans of voice and thumb and hand print identification and so on and so on. 

4.2. Guarding of Hashing Registers
Of all the topics discussed here about security probably the one that is not discussed enough and that would have the largest impact is the guarding of the hashing tables or registers. If there was no way for a program or a hack to access the encrypted passwords from the hashing tables then ultimately all of the string probing methods I have discussed could not be implemented and there would not be much of a problem. An attacker would have to be physically present at a terminal manually typing in the best guess he or she could conclude the password to be before the system ultimately locks them out. But for some reason hashing tables can be extracted easily by using a Knoppix boot CD and using a crack to extract the hash table from the system. 

Something really needs to be done here. If these encrypted passwords are that easy to extract from an operating system then really this problem will always exist as long as there are methods to find what the encrypted passwords are. I know that some operating systems such as UNIX has take certain precautions to protect the hash tables, but even that can be extracted. Operating system designs have tried very hard to protect the password hash but their efforts seem to always be in vain.

Whatever the solution is it needs to be done. This in my opinion should be the first fix for security protections.
4.3. Standardization Laws
I think that some laws should be imposed that could help our country’s eCommerce and private stability. A prudent step would be enforcing password standards as those set out by Hal Berghel and discussed earlier for services and systems that have a vital role in our countries economy and security.2 This would be a small step but it could make a huge difference in defense to string probing methods. 

Some people or companies for that matter may oppose such a law. But I say if a company or group is connected in any small way to our commerce system or security of our county in a small way, then they should be using high standard of security. What they do can affect us in the end by cause and effect, a chain reaction if you will. So it is sensible if not essential to address the issue and enforce the standards.
4.3.1. Federal Legislation
There should be more discussion and lobbing for changes to our system. It seems too often that security measures are dictated by developers, engineers, commercial and industry of program securities. Some of which work very well but that might not always be the case. 
Across our country there are some very key commercial and economic industries that do not have to conform to any security protocols except for what they deem to be necessary. It’s like the teenage driver that thinks he can drive as fast as he wants even though what he does affects the rest of us. September 11, 2001 put a lot of new laws and standards for lager companies and financial institutions to conform too. In a lot of ways it’s the small companies that weren’t required to change that can have a big impact in our country. A movement for federal legislation could put the industry back on the tracks to fixing inconsistencies. It could create mandates for new and efficient encryption standards that aren’t decades old (DES).
One problem with our government officials and representatives is that they are completely unaware or uneducated about the threats that attacks pose on security systems, or how effective they can be. Even if they were aware I am not sure if they would truly understand the level of potential threats or the impact that they can literally inflict on our eCommerce system.
4.3.2. Proposition of a New Department/ Branch
There is so much going on in the industry of security that there needs to be some focused energy placed on it that can stay updated with the changes.  If there was a dedicated division of security as it concerns cryptography laws and standards to user accounts and communication encryption; it should be a rapidly adapting system that changes as the industry changes and  molds into a comparable force against unconformity. 

It could oversee any new government standard ciphers or any new developing issue. Such a department could do in-depth studies and research on were the industry is vulnerable and publish their findings, or if needs be pass legislation to correct the whole. In all respects such a dedicated department would be the “war college” and first theater campaign in the war on security measures. It could be a branch or full department. Because the NIST has its hands full with standardizing all things related to electronic technology, a dedicated department could be flexible yet effective in judging systems “not on how well they work but how well they fail” as Charles C. Mann puts it.10
5. Conclusions
With DES encryption and other standards becoming outdated, the need for reform has arrived.  As discussed throughout this paper, it has become clear that string probing methods have become successful in their application with today’s standards and protocols.  It is necessary if not essential to raise the bar on encryption standards and user identification.  

As computer speeds increase so will security threats. The proposal that there should be a dedicated federal department or branch that could meet the challenges of today will help the infrastructure with real time solutions for new and pressing threats. Again the argument made by Charles C. Mann that “the most critical aspect of a security measure is not how well it works but how well it fails” really there is no fool proof security.10 If a dedicated force was stipulating new standards and implementing new protocols and requirements then security will be practically fool proof, not perfect but at the least ahead of the curve rather than behind it. 
I am afraid however if nothing is done in the near future the outlook on the internet and computer industry will become as that of the old west, people fending for themselves.  An internet where people are afraid of someone stealing their credit card number or identity is an unstable environment that could only lead to problems.  It shouldn’t be this way and if there is to be a change it will need to start somewhere, it will need to start with us.

Appendix

Tutorial Review Questions and Answers

1. What is String Probing?

AN ACCEPTABLE ANSWER COULD BE


String Probing are methods used to manipulate strings for the purpose of forging entry to secured systems and information. The string probing methods are Dictionary method, Hybrid method, and Brute Force or Exhaustive Search.
2. Is a Dictionary Attack Effective, if so why? 
AN ACCEPTABLE ANSWER COULD BE


Yes a Dictionary attack is effective because the majority of passwords are weak, they are often words from a dictionary.
3. What is a Brute Force Attack and is it effective and why?
AN ACCEPTABLE ANSWER COULD BE



Yes and No.
 It would depend in what way a brute force attack was conducted. If it was from a desktop computer then no, because it can take a lot of time, even years before a solution could be found. 
If it was from a dedicated machine, cluster execution or memory table search then yes, because the dedicated machine, cluster execution and memory table can execute a can finish a brute force attack  in a relatively short amount of time that is considered to be effective.
4. What is DES and what is it used for? 
AN ACCEPTABLE ANSWER COULD BE


DES stands for Data Encryption Standard that was approved by the federal government for non government use. The uses can be for banking transactions to plain text encryption message exchanges. DES has a binary key combination that with the right keys makes the cipher readable.
5. How can I protect my self as far as my password is concerned and what are weak and strong passwords?
AN ACCEPTABLE ANSWER COULD BE


Create a Strong password that is at least 8 characters long and has one or more upper and lower case letters as well as having numbers and extra characters an example such as “Pa5sSW@&d”. 

A weak password could be “instructor45” or any other characters numbers or symbols at concatenated at the end or front of the string.
A very weak password could be “instructor” or any other dictionary word.
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16X18 Matrix Entry System for password (cat) all types
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“ ASCII code 127 s the code DEL. Under YE-DOS, i -ode has the some ef'ec a5 ASCIL 8 (85)
ThE DEL cads can be ganarated by he STRL + BHSP ker

Figure 2.1 Visual Studio NET ASCII code |




[image: image8.emf]Strings ~ Length Rec in (sec) VS.Estimated time (REC X 94) sec

"~~" 2 0.0045  null

"~~~" 3 0.4198 0.4230

"~~~~" 4 40.4675 39.4565

"~~~~~" 5 3,791.8400 3,803.9450 63.3991in minutes

"~~~~~~" 6 356,432.9600 99.0092in hours

"~~~~~~~" 7 33,504,698.2400 387.7859in days

"~~~~~~~~" 8 3,149,441,634.5600 99.8681in years

"~~~~~~~~~" 9 296,047,513,648.6400 9,387.6051in years

"~~~~~~~~~~" 10 27,828,466,282,972.2000882,434.8771in years

Recoded Times String Probing Brute Force TABLE 3.2.2

Give or take

[image: image9.emf]String base Length

Max Wait

= (94^Lenth size)

Average time

Serially in (sec)'s

Average Time 

Parallel in (sec)'s

a 194 0.000000000000 0.000000027226

ab 28836 0.000000000000 0.000054014400

abc 3830584 0.159200000000 0.004919090000

abcd 478074896 15.23420 0.47292

abcde 57339040224 1,447.28000 47.87930

66.8987E+11 136,044.32 4,500.65

76.48478E+13 12,788,166.08 423,061.49

86.09569E+15 1,202,087,611.52 39,767,780.51

95.72995E+17 112,996,235,482.88 3,738,171,368.05

105.38615E+19 10,621,646,135,390.70 351,388,108,596.96

canbe 57339040224 1447.66 53.9721My e-mail

Table 3.4.2.1

Estimated 

Times in  seconds

Recoded  Times in  seconds

Date Conducted 9/25/04 Time Cost Analyses of Serial vs. Parallel
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		Strings ~		Length		Rec in (sec)		VS.		Estimated time (REC X 94) sec
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		"~~~~"		4		40.4675				39.4565		Give or take

		"~~~~~"		5		3,791.8400				3,803.9450		63.3991		in minutes
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		"~~~~~~~~~~"		10						27,828,466,282,972.2000		882,434.8771		in years





Sheet2

		





Sheet3

		






_1174762166.xls
Stats

		Date Conducted 9/25/04				Time Cost Analyses of Serial vs. Parallel

		String base		Length		Max Wait
= (94^Lenth size)		Average time
Serially in (sec)'s		Average Time 
Parallel in (sec)'s

		a		1		94		0.000000000000		0.000000027226		Recoded 
Times in seconds

		ab		2		8836		0.000000000000		0.000054014400

		abc		3		830584		0.159200000000		0.004919090000

		abcd		4		78074896		15.23420		0.47292

		abcde		5		7339040224		1,447.28000		47.87930

				6		689869781056		136,044.32		4,500.65		Estimated 
Times in seconds

				7		64847759419264		12,788,166.08		423,061.49

				8		6.09568938541082E+15		1,202,087,611.52		39,767,780.51

				9		5.72994802228617E+17		112,996,235,482.88		3,738,171,368.05

				10		5.386151140949E+19		10,621,646,135,390.70		351,388,108,596.96

		canbe		5		7339040224		1447.66		53.9721		My e-mail

		Table 3.4.2.1
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		16X18 Matrix Entry System for password (cat) all types
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		Figure 4.1.1
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