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1 Introduction

Wireless Networks; what are they, how have they evolved through the years and what does a person need to start one?  You may not know this but you have been using wireless networks throughout most of your life.  The use of a cell phone is considered a wireless network because you actually access the cellular telephone network through a wireless connection.  Using a radio is also a primitive form of the wireless network because it sends out waves of information over a certain frequency for very long distances and is received by your radio receiver.  These are just a few of the most common forms of wireless networks in the world today.  What I will be focusing on is the transmission of data through a wireless network from computer to computer, router to router, security, the history of the wireless network, different types of wireless networks, Intel’s WIMAX, bandspeed’s Silicon and Software, GigaSpeed’s WiFiber, WiFi, 802.11n and my experience with setting up a wireless network of my own.  

A thing to think about when looking at the evolution of wireless networks is that in the beginning we were trying to harvest the information transmission size of a trickling faucet but now we are trying to harvest the information transmission size of the Nile River.  With our limited technology you can imagine that it is fairly difficult to try and transmit that amount of data, but the technology is growing fast and soon it will almost completely make wired networks obsolete.

2 History

You may think wireless transmissions are a fairly new concept but they have been used for about one hundred and ten years from when the first radio Morse code was transmitted.  Ever since that momentous occasion scientist have been making leaps and bounds in the area of wireless communication.  From radio Morse code to voice transmitted on radio frequencies to two way radios to cell phones and finally to where we are with data transmission on a large scale or known as wireless networking.  I have found that not only the cutting edge wireless technology is extremely interesting but also the history and how it has evolved over the past century.
2.1 Morse code

The history of wireless network dates back to the first radio Morse code broadcasts in the mid 1890’s.  This quote from a website that is an excerpt from a book explains how the first wireless transmissions took place:
Many scientists have made contributions to the practical aspects of wireless radio broadcasting. In the 1860s the British scientist James Clerk Maxwell predicted the possibility of generating electromagnetic waves that would travel at the speed of light. Twenty years later the German physicist Heinrich Hertz demonstrated this radiation (hence the word radio). He found that when he generated sparks between two metal balls they could be found by a metal loop with a gap in it. Smaller sparks were seen jumping across this gap. Later experimenters managed to increase the distance across which Hertzian waves could be transmitted, and in 1894 a British scientist, Oliver Lodge, sent Morse-code signals over a distance of half a mile.

These are the humble beginnings of the wireless network we know of today that we use in cell phones, computer connections and any other wireless connections.  You may think that wireless networks are a relatively new concept but in reality they have been around for the entire twentieth century.  While the broadcasts that these scientists made in the mid 1890’s were only using transmitting pulses of energy through the atmosphere it is still the same concept as wireless networks today. Only we transmit files of voice, video, pictures, programs, money and many other file transmission types.1
2.2 First Human Voice Transmitted

“The first extended broadcast of the human voice was transmitted through the air on December 24, 1906 from Brant Rock, Massachusetts. A Canadian engineer, Reginald Fessenden, had worked for Thomas Edison in his New Jersey Laboratory, and later became a professor at the University of Pittsburgh.”
  This was a tremendous breakthrough in the world of wireless communication.  This is actually something we still use today to listen to music in the car although it is slowly being transformed into satellite radio which is indeed the next step for radios.  Reginald Fessenden was the pioneer of the wireless communication age although he did not know it at the time.  It took some time for this to take off but soon television broadcasts were transmitted in the same way along with two way radios.2 
2.3 The First Cell Phones

The next true jump was when the first cell phone networks were developed.  The concept of cell phones was thought of in 1947 but as you can imagine the technology was not there to accommodate wireless communication.  AT&T was given the contract to try and develop this new technology but because the FCC would not allow AT&T very many frequencies it was really hard to get this out into the public eye.  “The FCC reconsidered its position in 1968, stating “if the technology to build a better mobile service works, we will increase the frequencies allocation, freeing the airwaves for more mobile phones.””
  This was when the cell phone industry was created and has been climbing ever since with no ceiling in sight.3
3 How Does a Wireless Network Work?
There are many different parts to a wireless network and the best way to understand on the most rudimentary level is by reading this quote:  “If you want to understand wireless networking at its simplest level, think about a pair of $5 walkie-talkies that you might purchase at Wal-Mart. These are small radios that can transmit and receive radio signals. When you talk into a Walkie-Talkie, your voice is picked up by a microphone, encoded onto a radio frequency and transmitted with the antenna. Another walkie-talkie can receive the transmission with its antenna, decode your voice from the radio signal and drive a speaker”.
  While walkie-talkies are a part of the same family as the wireless network’s it is no where near the size of a wireless computer network.  This is only to think of a wireless network on the simplest level.  Wireless networks are not a direct connect network they are broadcast networks.  It is basically sending out a command to your entire wired network and everyone can see the transmission.  No one can hopefully view the information because it is encrypted.  This means that the only place on the network the information can be decrypted is at wireless access point or the intended receiver of the information.
3.1 WiFi 

“Short for wireless fidelity and is meant to be used generically when referring of any type of 802.11 network, whether 802.11b, 802.11a, dual-band, etc. The term is promulgated by the Wi-Fi Alliance. WiFi is the standard transmission for all wireless networks no matter who created the hardware.”
  WiFi transmits by using microwaves to send data through the atmosphere in much the same way a walkie-talkie does when it transmits its data.  Only WiFi works on a much larger scale.  WiFi works at much higher frequencies than a walkie-talkie about 2.4 GHz to 5 GHz while a walkie-talkie transmits at .25 watts.4  The reason WiFi needs to transmit at higher frequencies is because they need to deal with more data then just transmitting voice.  They need to transmit files the size of a twenty thousand record access database or bigger.  Here is an example of the radio waves from the broadcast of the access point if you could see them:
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Notice how you do not need line of sight with the access point to get the signal.  I will explain about this in a later part of my paper.

3.2 Types of Wireless Networks

A wireless network works by transmitting a radio signal at a certain frequency.  The most common frequency is on 2.4 GHz but there is one other on the civilian market and it is 5GHz.  There are four wireless standards and they are 802.11a, 802.11b, 802.11g and 802.11 pre n.  Here is an example of a wireless access point:
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3.2.1 802.11a Standard

802.11a is by far the most recent and the most powerful and least restricted while it does have a much more limited transmit distance, about 25 to 75 feet, it is by far the fastest and can transmit more data.  802.11a standard is also more expensive then 802.11b/g but it has more power and resiliency to interference.  802.11a transmits 54mbps which is five times as fast as 802.11b.  802.11a transmits on the 5GHz channel and has little or no interference with other house hold appliances.7  Here is an example of a wireless card for a notebook computer:

[image: image3.jpg]


6  
3.2.2 802.11b Standard

802.11b is the most popular and the most inexpensive.  802.11b transmits on the 2.4GHz and can transmit about 11mbps.  While 802.11b may be more inexpensive then the other three, it lacks in transmit speed and amount of data that can be transmitted.  802.11b frequently has problems with cross talk with microwave ovens, cordless phones and other devices that might transmit on the same frequency.  802.11b has a transmit distance of about 100 to 150 feet which is much better than 802.11a.7
3.2.3 802.11g Standard

802.11g is not the newest technology standard available or the most popular but it will see rapid expansion in the next few years.  802.11g is right in the middle on price which is great because soon most people will switch to it.  802.11g is more versatile than any of the other standards which means’ it can pick up and transmit signals for the 802.11b and 802.11g standards which is fantastic. The reason the 802.11g can pick up and transmit with the 802.11b is because they are transmitted on the same frequency.  802.11g uses the frequency 2.4GHz and can transmit around 54mbps on that frequency.  If 802.11g is talking to 802.11b it can only transmit the 11mbps even though hosts using the 802.11g standard will still be receiving data at 54mbps.  Like 802.11b, 802.11g has the same problem with the transmission of data when other devices are being used like microwaves, cordless phones or what ever else transmits on that same frequency.  The transmit distance for 802.11g is about 100 to 150 feet.
  Here is an example of a wireless network card for a desktop computer:
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3.2.4 802.11 pre n Standard

This is one the newest wireless technologies in the world today that is available to the general public.  This new technology is mostly being implemented by Belkin and it sounds like a really good jump in the home wireless networking environment.  The standard Belkin wireless access point can increase the transmit distance by 800% and can increase the transmit speeds to 108 mbps.  To achieve that speed and coverage you need to be using the Belkin wireless cards.  While you do need the new cards to harness the true power of the access point the existing 802.11b/g cards will still work with a 20% increase in range.  This new standard utilizes the true MIMO (multiple input, multiple output) to dramatically increase speed and distance the transmission can go.  MIMO utilizes multiple antennas to produce the astonishing speeds and coverage areas because there are more antennas sending out information.  Here is an example of a true MIMO access point:
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This access point also has better resistance to wireless interference like the 802.11b/g access points do.  “Belkin Pre-N products sense potential interference and dynamically shift to the clearest wireless channel available.”8  The new Belkin access point also has enhanced security features which include the WAP encryption which I will explain later in my paper.  All in all this new technology seems like a good thing for us in the present until we get to the next bigger and better technology.8 
3.3 Problems with Wireless Transmissions

There are many different problems that are associated with the transmission of data through a house, office or across a campus.  A few of the main problems are Reflection, Diffraction, Scattering, Multipath transmissions and Fading.  These problems are why many companies have not switched over to completely wireless networks and also because of security concerns and transmission distances.
3.3.1 Reflection

Reflection is no different from when say another piece of wire encounters an obstacle.  Like with Fiber Optic cable if the connection is tampered with, broken or severed the signal that is being sent will just be sent back to the source.  “In the context of a wireless LAN, which may use signals with wavelengths between one and 10 meters, such objects include walls, floors, ceilings, and the earth.  In addition, signals reflect more readily off conductive materials, like metal, than insulators, like concrete.
”  While this may help in the transmission of data for the most part it will just be annoying.  The only reason this may help is if you had to bounce a signal around the corner wall or over a wall.  If you had your wireless access point in a metal room let’s say you would never get the transmission out but if the room were made out of concrete instead of metal the transmission would have no problem getting out.9 
3.3.2 Diffraction

Diffraction is when the wireless signal bends around an obstacle.  This is very similar to when the wind is blowing and you try to get behind an object larger than you to get out of the way.  Well just like the wind going around the object the transmission goes around an object.  Diffraction can be caused by sharp edges like corners of walls or desks.9 
3.3.3 Scattering

Scattering is caused when a signal encounters an object that has small dimensions compared to the signal’s wavelength and also the roughness of the object the signal encounters.  Scattering splits the same signal into multiple different directions and degrades the quality of the initial signal.  Some things that can cause scattering of indoor and outdoor signals include chairs, books, computers, rain, mist, hail and snow.9 
3.3.4 Multipath

Because a computer cannot always have line of sight in an office, at home or on a campus along with all of the other types of interference listed above wireless transmission are transmitted by using a multipath signal.  Multipath signals send out one signal from the transmitter but along the way they encounter interference and are reflected, scattered and diffracted.  This means there are multiple transmissions circling any given area and they will all end up at the receiver at different times and the wireless computer software needs to put it back into the original form just like on a normal wired network.  This multipath transmission also accounts for signal delay.9 
3.3.5 Fading

Fading is what happens when the receiver gets to far from the transmitter along with the objects encountered along the way the signal starts to degrade, and the farther away you get the worse the signal gets.  Just like with a wired network the signal needs to be repeated.  So if the transmitter and receiver are out of the transmission area then an intermediary repeater needs to be installed.  Just like when a radio station that does not quite have the juice to get to a certain area because of the geographic location of the area trying to be reached a repeater needs to be installed.  So if you have one broadband connection for an entire building and you have a wireless network set up.  The building may be too large for the signal to reach in parts of the building.  So that is why a company would set up a wireless repeater to get rid of signal fade.9
4 Security

Back in the early days when not many people had a wireless network that was the main security because no one had the technology or they could not afford it, but like regular wired networks security needs to be state of the art to protect our information from super hackers these days.  One of the greatest advantages and the greatest weaknesses to wireless networks is the fact that anyone with wireless access can access your network if they are within the broadcast zone.    We really would not need security if everyone was honest and no body engineered super computer virus’s that destroyed your computer within seconds of contracting the virus.  Luckily for us some genius devised the security we would need to protect us from the super hackers along with people known as War Drivers.  If you are not familiar with what a War Driver is it basically is someone that drives around in their car looking for a wireless connection that they can hack into and use that connection for their own purposes.  What I have found on the security issue for a wireless network is there are two different types of encryption WEP and WPA.  WEP stands for Wired Equivalent Protocol and WPA stands for WiFi Protected Access.  There are many things you can do to help protect your wireless network like enable WEP or WPA, some general changes to usernames and passwords, Broadcast key rotation developed by Cisco Systems and MAC address filters.

4.1 WEP

WEP has two different levels of encryption the standard 128 bit encryption and the lower 64 bit encryption.  WEP encryption works in the very same way as a wired network in the sense that it encrypts the data being sent so that only someone with the correct decrypt codes can read the information or access the network in the first place.
  This is an example of how to enable the WEP security from the command prompt window:

ap1100# configure terminal

ap1100(config)# configure interface dot11radio 0

ap1100(config-if)# encryption vlan 22 key 1 size 128 

12345678901234567890123456 transmit-key

ap1100(config-ssid)# end

4.2 WPA

WPA is actually Microsoft based wireless security package.  “WPA is a stronger form of wireless security that you can enable if you have a Microsoft Wireless Base Station (MN-700) and your computers are running the Windows XP operating system with Service Pack 1 installed and the WPA support patch. 4 Types of Hardware Needed”11 (MIC).  This is basically Microsoft’s attempt at trying to corner the wireless network security niche but none the less it is still a form of security used in this day and age.11
4.3 Some general changes to Factory Settings
Some general things you can do to help protect your network, system and data from being attacked or stolen by hackers are things that anyone could think of but never do because they just want the network to work.  Changing the Service Set Identification or SSID which is the name of your network to something that is different from what is already programmed on the router.  Changing this might deter people trying to use your Internet connection in their car to check their email because it says well maybe that person is using the security and they will try for a much easier target down your street.  Another thing to do is to change the username or password of the router from the defaults which on a Linksys router are Admin for the username and admin for the password.  This is really easy to change and use something that is easy for you to remember but hard for others.  Using your last name is not good and don’t use your wife’s name either.  One more thing you can do is setup the router so that it will shut down for a few hours every night so that anyone trying a brute force attack will be interrupted and have to start all over again.  To tell you the truth I am guilty of doing all of these wrong things when setting up the wireless network in my parent’s house but I will be fixing it all when I get back to Denver.  The main thing is do not ever think that you are invincible because someone will undoubtedly break into your computer and go on a shopping spree.
4.4 Broadcast key Rotation
The reason you would enable the broadcast key rotation for your wireless network is because if a hacker receives enough packets with the same WEP key he can set up a calculation and find out your WEP key.  This will allow him/her total access to your system.  What broadcast key rotation does is after an elapsed amount of time the WEP key is changed on the access point and all of the workstations connected to the access point.12  This is an example of how to enable the WEP security from the command prompt window:

ap1100# configure terminal

ap1100(config)# configure interface dot11radio 0

ap1100(config-if)# broadcast-key vlan 22 change 300

ap1100(config-ssid)# end12
4.5 MAC Address Filtering

MAC address filtering is one of the easiest ways to help protect your network from people without access from using the network.  The way it works is almost exactly how it sounds.  The administrator sets up a table of MAC addresses loads them into the access point and then the access point will only allow authorized MAC addresses to access information from the network.  This would be suitable if you were setting up a wireless network for home use or for a small to medium business.  Although if you had any more than maybe fifty workstations on the network, keeping track of that information would be very hard to do with people coming and going.  It would be a nightmare keeping that MAC address table up to date..  Though there are some flaws to this approach.  Let’s say if a hacker has a snooping device he/she can listen to the traffic on the network and find out what MAC addresses are the ones being allowed access to the network.  After the information has been collected the hacker resets their MAC address to an accepted one and they have access to your network.

5 My Experience with Setting up a Wireless Network
This section of my paper will cover the many aspects and problems I encountered while setting up my network.  From figuring out that we were getting cable Internet access to purchasing the products to setting them up right and finally the end result.  This is one of my greatest computing achievements in my life to date.  

When I found that my family would be getting cable Internet access I said this is a great time for me to try and do the thing that I want to do with my life which is to set up and manage a network.  First I had to decide whether I wanted a wired network or a wireless network.  I decided on wireless because that way I would not have to run wires all over the house and any of my friends that had wireless access could connect to my network without having a physical connection.  

The next step was research.  I got online and surfed the web to try and figure out which type of standard I should use in my network.  I chose 802.11g because it was decently priced and is extremely versatile.  I went to many different stores and found that Best Buy had the best prices on the hardware I needed.  The wireless access point was discounted and all of the cards were also.  I basically set this network up for around one hundred to two hundred dollars after mail in rebates and sale prices.  Here are some average prices and comparisons between 802.11a/b/g:
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When I purchased all of the needed cards and the wireless access point I set up the network.  It was really fairly easy to do.  The first thing I had to do was get the cable modem working.  Then I had to hard wire the connection from the modem to the wireless access point then hardwire the wireless access point to the main computer.  After that was all done it took me a couple of hours of trouble shooting, installing and uninstalling the programs and finally victory I got it to work.  It was basically just like adding a new program to your own computer just trial and error and keeping at it to get it to work the way you want it to.  I then tested the network by installing the card on my laptop and taking it to different parts of the house to see if it worked and no matter where I took my computer it worked great.  Then a couple of weeks later the network started acting funny.  I could access the wireless access point from my laptop but for some reason I could not access the Internet any more.  My dad tried it on his computer and still nothing.  I could not figure it out for the life of me.  I tried uninstalling the drivers, reinstalling the drivers, uninstalling the programs and reinstalling the programs.  It worked for a day or two but then it reverted back to the same problem.  About six months passes by while I am at school me being the tech support guy over the phone to my parents.  My sister gets a new laptop with a built in wireless connection.  Without any hesitation she gets right on and is surfing the web.  This shows that my network works and that I know what I am doing.  I still haven’t figured out what is wrong with the network but the same problem is still evident.  All in all I have found in this experience that I know what I am doing but I still need a little work.
One theoretical solution came to me from my Network+ class.  I might be able to set up a VPN or Virtual Private Network so that my computer connects to the wireless access point but first must access the main computer to get out to the Internet.  This is basically setting up the main computer like a server.  I will have to try it when I get back home but hopefully this will work.

As I was researching on the Internet for ways to fix my access point I came across some consumer reviews of the Linksys access point I bought.  It turns out that this access point is not only giving me problems with connection to the Internet but almost any one that has bought this worthless piece of plastic.  So my plan is if setting the host computer as a VPN does not work is to throw the Linksys access point out the window and buy a new access point.  I am thinking on getting one of those 802.11 pre n access points they sound pretty cool.

6 The future of Wireless Technology

Just like any other technology in this great and advancing world there is always something right on the horizon that will totally revolutionize the way this technology is used and implemented.  I will touch on some of the most prevalent advances in wireless technology but there are so many out there it would take to long to do so.  The ones I will be talking about are WiMAX, Silicon and Software, GigaBeam WiFiber and IEEE’s new wireless standard 802.11n.  I will keep up on this technology throughout my life because I think it is one of the fastest growing technologies available today.
6.1 WiMAX

WiMAX is one of the newest standards on the market for metropolitan areas being researched by Intel.  It has created a new IEEE standard known as 802.16.  It can transmit a distance of over thirty miles and transmit data speeds of up to 76 mbps.  So far this is the most recent leap in technology for wireless networks.  WiMAX in the future will nearly make regular wired networks obsolete.

6.2 Silicon and Software
Silicon and Software is a very strange advancement in the wireless age brought about by bandspeed Incorporated for the business world.  It is a tiny chip that requires this software called Listen+Learn.  The silicon and software combination is supposed to revolutionize the wireless market by providing companies a cheap and effective way to provide wireless technology to its employee’s.  The BSP1000 or silicon as I will call it is part of the wireless system that will provide revolutionary radio frequency management. The way they will do that is provide three different channels to choose from.  Silicon will be able to access 802.11b, 802.11g and 802.11a all at the same time.  Silicon will always be scanning the air for a faster connection while still on the current connection without any drop off of signal.  The drop off of a signal usually happens in the process of scanning for a new frequency with the current wireless technology.  Some how the software is able to know which standard is transmitting better just as the software is named Listen+Learn.  Just from the name it seems that as it listens to the air waves it will learn which transmission is better and adjust to that signal.

All of the stuff that I have said in the above paragraph was all made possible by the Gypsy Architecture.  This technology seems like the next generation of technologies children.  It is mind boggling what bandspeed is proposing with what this new wireless technology is possible of in the extremely near future.  What this technology does instead of sending out one signal to every computer it sends out six different signals to different sections described by the Listen+Learn software which decides where to transmit what signal all by itself.16  Here is an example of the chip installed on an access point:
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So if one section sounds like all or most of the workstations are using the 802.11a standard it will transmit that signal to that section of workstations then if another section is predominately 802.11b it will dedicate that section to the 802.11b standard and so on throughout the different sections.  While this technology being surprisingly smart it is extremely cost effective.16   An example of what the network would look like if you could see the radio waves would be something like this:
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This Listen+Learn software is a low form of Artificial Intelligence because it is constantly scanning the area and learning which standard is used more in a specified section and where more signal strength should be sent if more users are in a selected area.  A gypsy enabled access point can conceivable handle more traffic than a normal access point because it utilizes multiple antennas and multiple standards which can lower the amount of access points need in an office building or on a campus.  The Gypsy architecture can conceivably have a transmit distance of around 2.2km with line of sight or around three times that of normal wireless access points without line of sight.  If you cannot conceive what 2.2km is it is a little more than the size of Fort Lewis College’s campus.  The reason that it can transmit that much farther than current wireless technologies is because it is dedicating a specified supercharged signal to a specified section of the network.  The multiple sections in the network will help to improve and make Voice over Wireless LAN’s much faster and decreasing the signal roaming and access point to access point handoffs.  
When the Network Manger finds out what kind of coverage and throughput is needed he/she needs not change the hardware configuration but he/she just changes the Spatial Division Multiple Access or SDMA to suit what he/she thinks is the best way to configure the access point.  As I stated above about 802.11a and 802.11g they can only transmit at 54 Mbps, with the new Gypsy architecture 802.11a card can transmit at around 324 Mbps and 802.11g can transmit at around 162 Mbps.  These are incredible speeds because if you needed to download a large file from a server this would take a few seconds.  While on a regular wireless access point it could take minutes or hours to receive all of the data depending on how many users are using that particular access point.  
While with a normal access point you can have about ten users connected at a time with the new Gypsy architecture you can have as many as sixty users comparatively.  As stated above the new Gypsy architecture will significantly reduce the amount of access points required for a particular installation while also reducing the cost, speed and ease of installation of wireless network in a new or already established company.  If a company thinks they will have to replace all of the cards in their workstations they are wrong because this new technology utilizes those receiving transmitting devices already installed on the workstations.  So that dramatically decreases the cost of implementing one of these state of the art systems into your work place.  While all of this technology seems unfeasible it is being tested right now and will be available to the general public in a few years.16
6.3 GigaBeam WiFiber

I do not know if you have ever taken a laser and hooked a microphone up to it and then sent the beam down a hall with a speaker on the other side.   You can actually transmit your voice that way.  I remember that from my middle school technology class.  It was really cool because I remember seeing how far we could get it to project down the hall way.  I do not remember how far we got to go but it was pretty far until we got signal fade.  This GigaBeam WiFiber works on the same principle of line of sight and sending information on a beam.  It of course is on a much larger scale and uses the beam to transmit information in the giga-bit range for over a mile.  This new technology will cater to the companies that need fiber but can not afford it, can not get fiber, can not wait for fiber or just want the speed and redundant access of fiber without the extreme cost of fiber installations.  “According to Cisco Systems’ May 16, 2003 ExParte filing with the FCC, only 5% of 750,000 U.S. commercial buildings have fiber access. 75% are within a mile of a fiber access point. “The opportunity is to bring these buildings online with fiber-like capacity using millimeter-wave wireless”.”
  WiFiber will replace regular last mile connections to fiber optic interfaces and provide fiber optic speed to anyone that wants that speed.17
“The FCC has authorized new rules for 13,000MHz2 of spectrum enabling multi-gigabit-per-second communications.”17  This will allow for GigaBeam to implement their new technology into the growing information technology age.  GigaBeam claims that WiFiber is one hundred times faster and more efficient than the leading competition and also claims it to be cheaper than regular fiber.  It is also faster to set up WiFiber then regular fiber, it can be set up in just a few hours.17
A few of the applications of WiFiber but are not limited too include: Fiber (Backbone) POP Access, Redundant Access - Network Diversity, Enterprise Campus Connectivity, Local Area Network (LAN) Extension, Local Loop, Metropolitan Area Network (MAN), Wide Area Network (WAN) Access, Central Office Bypass, Storage Access (SAN & NAS), Wireless Backhaul (3G & 4G) and High Definition Video or voice over IP/video over IP.  This technology will help improve the interconnectivity between different nodes in a company across cities and in the future around the world.

The benefits of WiFiber include decreased cost of installation, maintenance and access compared to wired fiber connections.  There is also a reduced risk of network down time and an increase in network resiliency to adverse conditions.   The time of installation of a fiber ready network will be cut from days to months for normal wire fiber to mere hours for WiFiber installations.18
There are many different specifications that can be written into the product to better support the customers needs.  There are speeds ranging from 1.25 giga-bit-per-second to 10 giga-bit-per-second or GBPS.  Two different types of redundancy links which are simplex single links and duplex auto fail over systems.  The security of these things they have based on the ability to intercept the signal.  This is kind of a weak type of security in my opinion but they also employ the latest multi tiered encryption techniques from the leading edge encryption providers in the market.  The reason they pride themselves on the fact that these transmissions are so hard to intercept is because they will usually be up high and the transmission beam is less than one degree.  There are different types of antennas available for the transmitting devices ranging from eighteen inches to four feet across.  WiFiber also will provide all network protocols just like normal fiber connections.  WiFiber systems can employ three different types of fuel supplies including alternating current, direct current and fuel cells for remote operations.  There are also multiple mounting techniques including on a pole, a tower, inside or outside of a window and also wall mounting.18  Here is an example of what a typical installation and transmission would look like between two buildings:
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WiFiber also says they can provide 99.9% uninterruptible coverage in most areas and can provide up to a four miles transmit distance in some places.  Here is a map of the different transmit distances across the United States the blue numbers indicate 99.9% weather availability and the red numbers indicate 99.999% weather availability:
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“The map to the left shows GigaBeam communications link lengths by region at 99.9% and 99.999% weather availability. This data is based on historical weather information according to the Crane model.”18  I find that information really cool that in most of Colorado we get the best signal distance out of the entire country.  I think that is because our weather patterns are so sporadic, the air is very dry and we have a thinner atmosphere than any other part of the country.

6.4 802.11n
802.11n is the newest standard on the block so new that Intel does not even have a working prototype yet it also is not a finalized standard yet.  I mean finalized because IEEE has not even drawn out all of the plans yet.  This is all just theoretical but 802.11n will almost quadruple the amount of data that is transferred compared to 802.11a/g.  The way they will accomplish this is by using a lower frequency of 20MHz and using multiple antennas or MIMO (multiple input, multiple output).  It will increase your transmit speed and how far you can transmit on your network.  There really is not much information on this technology because companies are still trying to get all of the legal issues worked out.  So while you are downloading illegal music pop over to a technology news site and see what is coming up next.  I know I will.

7 Conclusions

Wireless technology is amazing and it will only keep advancing.  I have gone into some detail on the history such as when first wireless transmissions were developed using Morse code and voice to the history of the first cell phone networks.  The wireless networking technologies are expanding and evolving like WiFi is turning into Intel’s WiMAX, bandspeed’s Silicon and Software, GigaBeam’s WiFiber, 802.11n or other protocols.  While writing the part on Silicon and Software I was just overwhelmed at what this company was proposing and all of it sounded feasible.  Security is one of the biggest problems with wireless networks because anyone with a wireless connection can conceivably access your network like War Drivers.  Back in the early days when not many people had wireless network’s that was the main security because no one had the technology or they could not afford it, but like regular wired networks security needs to be state of the art to protect our information.  There are many different types of wireless networks available like 802.11b, 802.11g, 802.11a and 802.11 pre n.  All with different transmit speeds ranging from eleven MBPS to one hundred and eight MBPS and transmit frequencies of 2.4 GHz and 5GHz.  All the different parts of interference are involved in each.    I went into my first hand experience with setting up a wireless network in my own home, the things needed to set it up, the approximate cost and the problems I encountered.  In the future wires will be obsolete, computers will be in our heads and we will access everything through a wireless connection.  Amazingly this is just around the corner for us in our tech savvy little world. Well I hope you have learned something about the wireless technology that is around today and what is in the future.
Appendix
A little background information is a Gigahertz or GHz is a measure of signal frequency expressing thousands of million cycles per second and Megabits Per Second or mbps is how much data can be transferred though the wire or the transmission device.  “SDMA, or spatial division multiple access, is a communications mode that optimizes the use of the radio spectrum and minimizes system cost by taking advantage of methods to segment geographic areas.”
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