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1. Introduction[image: image2.png]




When I first started thinking of a topic for Senior Seminar, the term firewalls came to mind.  With firewalls in mind, the association of a computer did not come until later.  So the overall paper will take the reader from personal experience to the published term to the meaning of the word, which focuses on the computer.
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To find the background of the term firewall, extensive research was done.  This research took a couple of routes to get to the actual purpose of this paper.  It ranged from automobiles to buildings and finally to computers.
2.1 Automobile Firewalls

The term firewall was first associated with automobiles when I was around the tender age of 13 years old.  Considering that a family member is an automobile mechanic, the term firewalls always came up when the hood of an automobile was up, exposing the engine.  With him leaning over to find the problem with the automobile he would say that the problem was near the firewall.  So my instincts kicked in and I had to ask what a firewall was.  So with him still leaning over the engine he basically used the palm of his hand and patted the actual wall that separates the engine from the passenger area.  So without asking more questions to distract him, I understood what he meant with the patting of his palm.  So the term was therefore, understood that there was a mutual understanding that it was a barrier that protected the passengers from the engine or parts of the engine, if it caught on fire.

2.2 Building Firewalls

Years later, after receiving a two year degree in civil drafting and another degree in electrical/ mechanical drafting, the association of firewalls became the subject of another learning experience.  
While working for an engineering firm in Farmington New Mexico, I was exposed to drawings for future.   The term firewalls, had again entered my life.  It was associated with the basic fundamentals of an automobile firewall.  This time the term was not associated with engines and passengers but more on floors, walls and people.  

So from my personal experiences, I learned that a wall and floor must be engineered to protect the people within the building.  For example, if a fire was on the twenty eighth floor, the walls and the floors are supposed to resist the high temperature of a fire.  With this resistance, the people would have enough time to exit the building, if the firewalls were engineered for this type of scenario.   


Now for the firewalls that are associated with computers is the basis for this senior thesis.  My understanding of same term but different meaning is where this paper will begin.  

2.3 Published Term


According to CERIAS, the term had not been established to the current term of familiarity.  In the late 1980s, limited use of the description was only in existence.  During this time the description was based on network traffic which needed to be blocked with only allowing certain network traffics.  The modern firewall term was not published until 1991.  It was published in the “Practical Unix Security” which was written in 1990.  Also in 1990, a paper was written by Bill Cheswick.  In this paper was the first description about a firewall was also included but it was not using the term, firewall.
  


So with the confusion of tracking down when the term was first used or published, a team of industrial pioneers took on the task.  Their mission was to find the etymology of the term, firewall.  In this search, they based it on, the description which was used in context.  The results took them to the mid 80s which was where they found a description of a “damage limiting device.”  Another result was a description of a security device in 1987.  This device was described in an email between, Steve Bellovin and Phil Karn.1
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What is a firewall; this is a question that will be answered.  When thinking of a firewall, the first thought that comes to mind for most individuals is a firewall in an automobile or a firewall in a building that help to stop the spread of fire to the rest of the building
.  This type of firewall is not what this paper is about.  This paper will describe in detail the meaning of a firewall which pertains to a computer that is part of a network.  

A computer that is connected to a network must have some type of protection, which will secure a computer network.  This type of security will protect intruders and protect your data.2  A firewall is basically a, “separator, a restrictor, an analyzer.”  It only recognizes traffic that has been set in the security policies when the firewall was first being setup.  Traffic can consist of emails, remote logins, and file transfer.2
3.1 Hardware Firewalls

Firewalls can also be a hardware firewall and a software firewall.  A hardware based firewall is a device which can be plugged into an existing network.  Since a hardware firewall is using a network, this does not suggest that it is dependant on a computer.  The only dependence would be for the computer to run the software for the configuration of its features and to access a web browser.
  

The technical aspects of a hardware firewall are based on performance and features.  Performance can consist of speed.  Speed can be concept of wire speed compared to a network, meaning that the speed of a hardware firewall is nearly or closely as fast as a network speed.3  


The features of a hardware firewall are more on configurations.  The configurations can have greater involvement and can also be consider a high intense area for network administrators.  With the configurations as part of the difficulty of applications for network administrators, this is why hardware firewalls are considered to be geared toward network computers and less toward personal computers.3
3.2 Software Firewalls


Now, for software firewalls, again, this is based on performance.  When describing performance in context of a firewall, it is based on speed and memory.  When purchasing a new computer or just upgrading an existing computer, the computer must have the ability to handle the software firewall.3  

Memory is also another aspect to concentrate on for software firewalls.  The computer that will house the software firewall needs to have enough memory.  If speed and memory is not one of the priorities of upgrading or buying a new computer the software will more than likely exhibit poor performance.  This is one case that you would not like to deal with. If the computer is not performing sufficiently, it may be one or the other and/ or both performance of a software firewall, describe earlier on speed and memory.3

The operating system of the computers is another concept related to software firewalls.  The software itself can be loaded on the operating system that is currently on the computer.  Based on the type of software, the requirements and specifications should be followed according to the recommended installation for a complete install.3  

The features of a software firewall are the last subject on this topic.  It’s mainly for personal computers so less is configured for the average user compared to the hardware firewall, where a network administrator has the difficult task of setting majority of the configuration for incoming traffic.3

Therefore, keeping an environment of rich and prosperous resources and performance will grant the specific type of software that will not only work properly but will security your environment.3
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The answer to this question will be the topic of this next section.  Since the creation of the Internet, the security for your network has increased.  By this statement, the meaning falls on network security.  People may think that once they get on the Internet their computers or networks are secure but the truth is far from being secure.  Some services are insecure so it may be impossible for individual hosts to be secure enough.
 


 Another type of security is controlling the access of a network.  By controlling the access, the firewall can implement policies for a network security.  These policies can allow services through the network by only selecting all hosts or selected hosts.4

The last type of security is logging.  Logging can help examine all incoming traffic and all outbound traffic of a network.  These logs keep track of all the activities that a network encounters with the help of a firewall.4
4.1 Hacker Classifications


Hackers are another reason why we need a firewall.  There are different types of hackers that exist in the world.  Hackers are generally male, between the ages of 16 and 35 years old.  They are usually loners who are intelligent and can be considered technical expert.
  


Depending on their knowledge this is where the classification is divided.  The following is just a partial list of hackers that exist in the world today, but are also in no particular order.
 
· Hacker - an expert computer enthusiast that enjoys learning programming languages and computer systems.  The term may be considered a derogatory term among other professional programmers. 
· Patriot Hacker – a hacker that disables people’s and organizations’ computer system to the hacker’s country, if the hacker feels that their country is being hostile toward them. 
· Cracker – a hacker that carries out unethical activities that could also be illegal. 
· Script Kiddie – a hacker that is inexperienced.  They simply disrupt a computer system by running scripts to crack the system. 
· Samurai – a hacker that’s hired to hack into a corporate computer system for legitimate reasons, legally. 
· Ethical hacker – a hacker that hacks into a computer system to learn its weaknesses so repairs can be done on them.
· Dark side hacker – uses their talent for criminal intent. 
· White hat hacker – a hacker that alert the computer system that vulnerability exist. 
· Kiddiot – this is a young inexperienced hacker that basically uses other experienced hacker’s programs. 
4.2 Hazards


Besides keeping aware of the many types of hackers for a corporate company or even private computers, users still need to be aware of other potential dangers that can also infect a computer network.  The three that will be covered are viruses, worms and Trojan horses.


Viruses are computer programs that multiply it from file to file.  The effects of a virus can be minimal or can even be disastrous for a corporate computer system.  It can be give a few indications of its presence.  One way would be to display a message or by obliterating data on a network.7  

The earlier version of a virus was spread through shared floppy disks.  These disks would contain programs that could infect the disk once the programs were run.  Once infected, the disk could then infect other computers.  Now with the Internet in existence, and emails, the floppy disks are no longer the most widespread virus conduction.7 

The next danger for computers is worms.  A worm spreads from compute to computer.  The method used by a worm is copying themselves to other computers through emails or even a simple computer network.  With the computer network at hand, the worm’s main purpose is to spread to as many computers before it gets caught and as rapidly at destroying data that it comes in contact with.7 
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The last danger for computers is the Trojan horses.  During the Greek saga, Trojans received a wooden creature as a gift.  Inside the gift was something unexpected. Trojans did not think to look inside.  So like the Trojans, users tend to open untrusting programs that capture the interest of an unprotected user.   Programs could simply be a cartoon sent by a friend for your enjoyment.  Well, this cartoon can set back doors for the programmer that created the program (Trojan horse), to access your computer and have total control over the computer over the Internet.  This back door could also alert other programmer that your computer is now available for more Trojan horses access your computer.7 

A virus, a worm and a Trojan horse have one thing in common; they all exist because some programmer had some much time on their hands that making you life miserable is their goal.  So the virus, the worms and the Trojan horses are all programs that were created on purpose.7 
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There are two categories that describe the types of firewalls that exist.  The first category is network level which includes packet filtering, stateful packet filtering.  The next category is the application gateway which includes proxy firewalls.
5.1 Network Level
 

In order to understand packet filtering an explanation of packets needs to be clarified in order to help understand the important aspects of a packet filtering.  Within network level of the OSI model (which will be cover later), data has to be transported over an IP network.  The data that is being transported is broken up into pieces of smaller data.  As the data is separated into pieces they are transported individually over the IP network.  These pieces of data are called packets.2  


Now, once the packets are separated and ready to be sent over the IP network, it needs a device to help make the decision of which route to take for the packets final destination of the packet’s IP address.  This device is called a router, which can be a hardware or software.  In this case, it will be referenced as hardware.2  

A router is a device that helps networks interact with other networks, which basically describes a “network of networks,” called internetworks.  This type of interaction is the foundation of the current Internet.2  

With the known destination of the IP address, the router can connect to another router and repeat this process until the destination of the IP address is found.  As each packet reaches the routers, the routers have the task of making the decision of how to route the packets.  The packets offer no help in the routing decision, the only information it can offer to the router is the destination of the IP address.2  


For a router to interact with another router, the routers rely on two types of protocols called Routing Information Protocols (RIP) and Open Shortest Path First (OSPF).  These protocols (which will be defined later) develop a routing table which helps determine the best route for the packets.  These tables are placed in memory and are compared to the destination of the IP address from the routing tables. After the comparisons, the routing table establishes the route for the packets, which is usually a default route that points the direction towards the Internet.2  

Now, since the topic is still about packets, there should be anther explanation about protocols.  A protocol is simply a set of practices, policies and procedures agreed upon for communication between two or more computers.2  
5.1.1 Packet Filtering


The question of how the packets would be forwarded has been answered by a router and now the question of whether a packet should be forwarded is left to answer.  This is where the term packet filtering comes into play.2  

Packet filtering handles the question of whether a packet should be allowed to continue forward to its destination IP address.  Based on the IP address of the original IP address and the destination IP address and the protocols being used, a packet filtering can control the data that is being transferred.  But the packet filtering is not based on the contents of the data for the decision of allowing a packet to continue on to its destination IP address, it is based on leverage for network security.  By this, it is meant; packet filtering provides a single place for protection.  This single place is an advantage that packet filtering holds due to the place of the packet filtering router.  This router is the advantage because of the packet filtering determining if the packets are allowed to enter a network.2  


Another advantage of packet filtering is not requiring knowledge or cooperation of a user.  For packet filtering to carry out its role, it does not require special software or client machines to be configured nor have users trained on the procedures of packet filtering.  The packet filtering is so transparent that the packet filtering router can not distinguish if the packets were sent by a packet filtering router or a normal router.  So packet filtering is virtually unnoticed by user which is where the advantage folds.  The packet filtering does its job without a user having to learn or configure the way it should work.2  


The capabilities of packet filtering are another advantage of packet filtering.  They are available via hardware and software.  They can also be downloaded from the Internet or bought with hardware products.2

Advantages of packet filtering go hand in hand with disadvantages.  One type of disadvantage is the filtering tools.  These tools are not perfect in allowing limitations to packet filtering.  One type of tool is the configuration.  It is difficult to configure which is, “slightly mind-twisting to brain-numbingly impossible.”2
5.1.2 Stateful Packet Filtering 

This type of filtering is based on the network and session level of the OSI model.  The stateful packet filtering is to help eliminate the limitations of a packet filtering process described earlier.3

The responsibilities of a stateful packet filtering are to keep communication running in memory through a firewall.  So by using this type of memory, the individual packets can be accepted or denied access to the firewall and on to the network.  The memory is called the state table.  This table memorizes the traffic going through the firewall which is stored in the form of binary representation of IP packet headers.  Within the state table, the memory is kept for the destination and source ports and the IP address, protocols.  By using the state table of an individual packet it will compare information from a returning packet with information in its memory.  If the information is retained in its memory, the return packet will pass through the network.  So packets will be denied if there is no match in the state table.3
5.2 Application Gateway


The next type of firewall is the application gateway which is within the application level of the OSI model.  This type of firewall was first established as a proxy server and later to the proxy firewall which is both based on protocols.3

Before proxy servers there was caching proxy.  Caching proxies were to help eliminate the redundant Internet access for users.  For example, if a request goes out to the internet for a webpage, the webpage is accessed.  But when more than one user on a network requests the same page than that user would have to continually request until the request is answered.3

So now there is proxy server, which is the go between for a workstation user and the Internet.  Proxy servers are responsible for monitoring these requests from the network users.  By monitoring the proxy server would use the HTTP service.3

After proxy server were established, next came proxy firewalls.  This type of firewall is very similar to the proxy server but the difference here is with the protocols.  The proxy servers use the HTTP protocol and the proxy firewall works with several protocols that range from web protocols, e-mail protocols, newsreader protocols and chat protocols, just to name a few.3
 6. Understanding data that is being sent between computers[image: image7.png]




To help understand the data or the traffic that is sent through the network to other computer, the OSI model needs to be included in this paper.  The OSI model is a very broad subject to comprehend in help to describe a firewall.  So this paper will keep a general understanding for the reader and not go into great depth with the overall operation of the OSI model.


The OSI (Open Systems Interconnection) model is what all networks use today for communicating between computers.  The development of the model was established by the International Organization of Standardization in 1984.  This organization is a, “global federation of national standards,” which 130 countries recognize.


The OSI model has seven layers in which data has to travel through within the network.    The model is broken up into two sets, the application set and the transport set.  Within the application set is the application, presentation and the session layers.  In the transports set is the transport, network, data and physical layers. The illustration below will help the reader understanding the model with descriptions of each layer.8
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· Application – (Layer 7), this layer which is at the top of the layer is the one that works with the operation system.  In this layer the user has the ability to read messages, transfer files and activities that can be performed of the network.
· Presentation – (Layer 6), the data that comes from the application layer is converted into a standard format which helps the following layers to understand the data.
· Session – (Layer 5), this layer, “establishes, maintains and ends communication with the receiving device.”

· Transport – (Layer 4), flow control is established here for the data.  Also error checking and data recovery is also established here 

· Network – (Layer 3), protocols, routing and addressing will be decided on how the data will be sent to the receiving data within this layer.

· Data – (Layer 2), Physical protocol are assigned in this layer to the data.  Also packet sequencing and the type of network is handled at this layer.

· Physical – (Layer 1), this is the layer that is the actual hardware which identifies the physical characteristics such as timing, voltage levels and connections to the network. 
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Configuring a firewall entails knowing what type of traffic is allowed or disallowed to enter the network of computers.  To facilitate the concerns for security, an Internet Acceptance Use Policy can be created and a Security Policy can also be created.  Both policies cover three major categories,7
· Network Users – these policies will ensure that the user understands that these policies can eliminate Internet usage problems.  

· Company – An agreement will be established between the company and the user.  This agreement can be used for legal action if actions and consequences lead to legal problems. 
· Administrators – these policies will be used to guide incoming and outgoing traffic for the network.  The traffic will be monitored by firewalls that ensure policies are set. 
7.1 Internet Acceptance Use Policy

The Internet Acceptance Use Policy can cover what type of actions a user can be allowed when connecting to the internet.  The policy will be the dos and don’ts for the user when accessing the internet.  So just to cover a few policies, the following paragraph will only cover a small portion of what an administrator faces when establishing policies.7 

To define an Internet Acceptance Use Policy, an administrator must consider certain criteria’s for the company and the user.  An administrator will have to decide if policies are excessively strict where user can not do their job effectively or policies that are not strict enough for intruders and bad traffic to get pass the firewall.  So in determining the firewall policies for a company, an administrator should focus on protocols and programs.  These protocols and programs is what the user will be using when connecting to the internet.  This area will give the administrator what type of protocols will be approved for the user to connect to the Internet while at work.7  


Another policy that an administrator should be aware of, is figuring out which user can access the Internet.  Within a company, not all employees have access to the Internet because majority of them do not need to use of the Internet to do their job.  So restricting access will help eliminate future problems for the administrator and the firewalls.7  


Administrators must also set policies as to who owns files on the network.  By knowing who the files belong to, the policies will direct employers toward improper behavior.  Behavior that can be narrowed down to which employee is not within the Internet Acceptance Use Policy.  An administrator should not only worry about data but also emails.  So making sure the emails are being saved to the right owner is crucial.7 

Responsibilities for users should also be established for the Internet Acceptance Use Policy.  Once the user reads and understands the policies, the user should understand the expectations that the company is requiring.  Within this policy, it would be good practice in mentioning, the user should alert when suspicious behavior is detected on the network.  Also, passwords should be mentioned in the policies.  By telling and having the user read about passwords can eliminate more future problems for the administrator.7 
7.2 Security Policy



Security policy is another policy that should be defined by an administrator.  This type of policy will reflect the attitude or the position of the company.   To not have a clear cut policy, the configurations will be laterally impossible to enforce.  So with the Internet Acceptance Use Policy as a guide the security policies will offer additional information for securing a computer network.7

Steps need to be established for setting up the back bone of your security policy.7  
· Project teams need to be created to start the process for producing the security policy. 
· Project teams need to define what resources need protection and security. 
· From those resources, the project team needs to define threats that can be potential.
· The project team needs to assemble a plan to deal with each threat individually. 

Once these threats have been established by the project team, then the next step is keep up with the reviews.  Reviews will help define if the policies are still effective for securing a network.  If policies fall short of protecting the network than that would indicate that the policies need to be reevaluated and even redesigned to meet the needs of the company.7
8. Differences between a Firewall and a Router[image: image10.png]




During the research of this paper and this topic, there has been confusion between a router and a firewall.  Before this research, the understanding between the two was they both did similar operations for the computer network.  But after reading and learning more about this topic, there is a very distinct difference in their operational duties for security.


To understand and to get a grasp at the operations of a firewall, the term needs to be reintroduced and a router needs to be defined.5  


A firewall is a security device that controls the type of traffic which can be incoming or outgoing from a network.5  


A router is also a network device, which not only routes traffic but routes the traffic as fast as possible5.

Now the difference between the two needs to be identified.  There is an understanding that a router can perform the same functions as a firewall but the difference is,5
· The router does not distinguish which incoming traffic or outgoing traffic needs to be denied. 
· The firewall can provide extensive security policies and configurations.  Configurations can be based on source and destination of the IP addresses or even the service being requested from a user’s ID. 
· Firewalls have log for the activities within a network. 

So those are the differences between a router and a firewall.  Overall the firewall is a security device and a router is a network device.5
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There are some benefits of having a firewall within a network of computers.  To start off, based on the destination or the source, a firewall can block incoming network traffic.  This is the most common feature of having a firewall because it can block unwanted traffic coming into a network of computers.  Not only can a firewall block incoming network traffic it can also block outgoing network traffic.  This type of blocking is also based on destination or source.  An example of this type of block would be to only allow web sites that are appropriate to be viewed by employees.  
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A firewall can have limitations with its security.  It can not be your company’s only security solution.2  It can not protect against humans that are already behind the firewall.2  These types of users can be considered malicious insiders that plague a company.  For example, a company can provide a user with an internet connection to send important company information from within a company but that same user can also simply take that same information and literally walk out of that company’s building then a firewall is practically useless for security purposes for a company.  With the same user in mind, how can a firewall protect a company if that user physically damages company property?  A company’s assets that track the attention of a thief could simply be hardware and software.  This type of example could simply be labeled as a, “fox is inside the henhouse.”2
10.1 Back Doors


Back doors are another limitation for a firewall.  Some administrators use back doors to bypass their own firewall.  For example, if a company allows dial up connection using a modem to access a system that is already behind a firewall, how is a firewall suppose to do its job of protection and security when this type of modem allows intruders to bypass the firewall?  This is a classic example of a “people-management problem, not a technical problem.”2
10.2 New Threats


New threats can also put limitations on firewalls.  When a firewall is being built or configured an administrator sets up the firewall to known threats that have surfaced over the years but a firewall can only protect against what it does know and can not protect against threats that it does not know exist.  A firewall can never be assumed that a one time setup is sufficient, new threats can harm a computer network every day.2 


Viruses are another example of a firewall’s limitation.  Firewalls are not the best source to protect a computer network from viruses.  Firewalls are mainly to control traffic of port numbers and addresses of source and destinations, it can not filter the specific details that are contained in a data.  They are embedded inside the data where they can simply hide.  A firewall can not protect against a user from downloading a file with a virus from home and loading the file on a network that is already behind the protection of a firewall.2   

11. Choosing the right Firewalls[image: image13.png]




There are many variations of the type of firewalls one should possess to protect their computers.  The available software that is out on the market is three main software firewalls.
11.1 Symantec


Symantec offers two types of software with firewall capabilities. One is the Symantec Enterprise Firewall and the Symantec Desktop Firewall 2.0

Key features of the Symantec Enterprise Firewall are the following,

· Provides security and protects networks. 
· Inspections data inside the packets with the use of security gateways. 
· New web-based Security Gateway Management Interface (SGMI).  This option is for the administrator to have the ability to configure remotely or locally, security gateways from any web system. 
· New advanced management capabilities. 
· New platform support which includes Windows Server 2003. 
· New Symantec Client VPN which includes wireless support. 

Key features for the Symantec Desktop Firewall are the following,

· Provides security and remote privacy and mobile employees. 
· Distributed Denial of Service (DoS) defends organizations from getting involved. 
· Virtual Private Network (VPN) is compatible. 
· Provides manageability and easy to use solutions. 
11.2 Norton


Norton offers one type of software specifically for firewalls; the Norton Personal Firewall 2005.


Key features of the Norton Personal Firewalls are the following,11
· New blocking for confidential information that lets personal data be sent to trusted sites and still having the ability to protect the user from sending it to sites that are not trusted.

· The firewall will turn itself back on if for any reason you may need to turn off your firewall for a brief time.

· Hacker will not have the ability to see your computer on the internet.

· Will block suspicious traffic coming in with the intrusion prevention technology automatically.

· You will know when data is being sent in instant messaging, emails, attachments and web forms through the Norton Privacy Control.
· Authorized programs can connect to the Internet through the program controls

· Through Microsoft Internet Explorer you can block ads and have access to other programs with the Web assistant.

· Checks for new updates when you are online through the LiveUpdate feature.

11.3 McAfee


McAfee offers Internet Security Suite.  This suite includes VirusScan, Personal Firewall Plus, SpamKiller and Privacy Service.


Key features of the McAfee Internet Security Suite are the following,12
· McAfee VirusScan 2005/ Version 9.0

· Keeps your PC from getting infected with viruses, worms and Trojan horses.

· McAfee Personal Firewall Plus 2005/ Version 6.0 

· Keeps hackers out of your computer with dial-up and broadband.

· McAfee SpamKiller 2005/ Version 60

· Stops spam in your inbox.
· McAfee Privacy Service 6.0

· Personal information which includes your family can be protected online.

12. Maintaining the Firewalls[image: image14.png]




Once the firewall has been designed toward a computer network or just your personal computer the maintenance of a firewall should be clear-cut.   Three categories will be discussed in this section of the paper.  The three categories are as follows2…

· Housekeeping

· Monitoring your current system

· Staying up to date
12.1 Housekeeping

The first category is on housekeeping.  Housekeeping is based on tasks that are small enough to keep fresh and secure.  The following falls into housekeeping2…

· Housekeeping

· Backing up

· Account management

· Disk space management


Within this subsection of tasks is backing up.  Firewalls have to be backed up.  This could include general purpose computers like, bastion hosts, servers and routers.  This is all that will be said on this subject since this is an area outside the realm of this paper.2

The second subsection of housekeeping is about account management which is the most ignored task of housekeeping.  Account management can include adding new accounts correctly, removing old accounts as promptly as possible and resetting passwords in a timely manner.2  

Programs can be used for the purpose of adding new accounts.  Procedure with in the program can be established for this type of management.  Even if the amount of users may be small in numbers consider that every user is a potential danger to the network.  So ensuring that accounts are properly entered and steps are followed is crucial to a secure network.  The steps mentioned must be completed to have an account secure.  If the account is unfinished and the account is left open this will be a place that a hacker would be more than likely to hack into, which will leave a secured network invaded by intruders.2

Another procedure within the account management is making sure the accounts are dated and reviewed.  These accounts must be automatically reviewed, months at a time.  By using an automated system it will insure that accounts are following the right procedures.2

One way to manage accounts is through termination and graduation notices.  Through a company’s human resources department, the account can be managed with notification that an employee is no longer with the company.  And with graduation notices, the college can also do account management through this type of notification.  Usually withdraw notices are not the best source for deleting accounts within a college institute.  Users can become angry if their folders have been deleted.  If there are any doubts about an account user, just simply disable their account temporarily.2 


Now that procedures and accounts have been covered, password aging is next for account management.  Again, the best suggestion in this area is a program.  The program will ensure that when a user logs on to the network and the user will be required to change his/her password.  The program will also make sure the user is using passwords that are not simple.2  

The third subsection of housekeeping is disk space management. This is where data could be the culprit.  Users have a tendency to create a “just for now folder,” these types of folders are where disk space starts to build up.  Administrators that have been with the company for a long period of time are usually the one who should not look around on the system for junk files.  They start to become familiar with the system and start to become unpredictable.  So having a new fresh administrator take on the task of cleaning up the system is one way for handling, “just for now,” folders.2  

Another way to handle disk space management is through the use of an auditing program.  Programs can detect static areas on the network.  These static areas can be deleted with the programs help and it can also alert when these areas have been changed.2

The most problematic area of disk space management is logs.  Logs should be compressed to allow more room for more logs.  Again, a program can help in this particular area.  The program can use an automated process to rotate the logs automatically.2
12.2 Monitoring your current system


The second category of maintaining a firewall is monitoring your current system.  This type of monitoring will let the administrator know what types of questions can be answered from monitoring a firewall.  The type of questions could be2… 

· Whether the firewall has been compressed so more disk space can be utilized.  

· Whether your firewall is being attacked and what type of attack it could be.   

· Whether the firewall is in good working order to protect the network

· Whether the firewall can handle the services the users needs.
12.3 Staying up to date


The third category of maintaining a firewall is staying up to date. This is considered to be the hardiest part of all maintenance.  By staying up to date, the administrator needs to keep themselves up dated first before keeping the system up dated.  This entails keeping abreast to the continuing changes of a rapid field of technology.  Changes that include,2
· New bugs coming out almost daily.
· New attacks that could render a network to be infected.  
· New patches for existing operating systems
· New tools that could be downloaded for your operating system.


Another way an administrator can stay updated is being involved with the followings2…

· Mailing Lists – several exist just for this type of involvement.  So subscribing can be beneficial for an administrator.
· Newsgroups – This may parallel the mailing list but could offer direct information for a firewall.
· Magazines – Trade magazines have also included features on firewall on a regular basis.  On thing to keep in mind, the Internet usually has information before the information hits the magazines.
· Forums – Professional conferences, local user groups, vendor user groups and societies such as IEEE or ACM can also all be beneficial.

So by taking care of yourself in being updated with the available resources than your system’s updating should be clear cut.  By using the above resource this should be a start of determining if a problem is a potential problem.  Again, problems can be eliminated if the administrator stays involved the current events in the rapid world of technology.
13. Conclusion[image: image15.png]


 


In conclusion, this paper will be a great asset for my personal experience with reading, learning and understanding the concept of a firewall.  In addition, this paper covered areas that were potential to the concept of a firewall.  It brought the reader from the automobile firewall to the building of a firewall and finally the scope of this paper, computer firewalls. 

Overall, a firewall is not magic.  It can’t make a network absolutely secure.  It can’t be considered a bastion host.  Plus it can’t be a replacement for a security host.  This pertains to the services the administrator will allow through the firewalls.  This type of action can be a potential risk.  Therefore, a firewall can be considered a security blanket.2
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Appendix 


Question 1:  From my presentation what other examples were used to discuss the term about firewalls.  Meaning besides computer where else in the world will the term firewall be used?


	Answer:  Automobiles and Structural 	building.





Question 2:  Can you name all seven layers of the OSI model.


	Answer: Application, Presentation, Session, 	Transport, Network, Data and Physical.





Question 3:  How can an administrator keep themselves involves with the latest in a fast pace world of technology. 


	Answer: Mailing List, Newsgroups, 	Magazines, Forums.





Question 4: Name three categories in maintaining a firewall.


	Answer: Housekeeping, Monitoring your 	current system and staying up to date.





Question 5: What is the difference between a router and a firewall?


	Answer: The router does not distinguish 	which incoming traffic or outgoing traffic 	needs to be denied.  The firewall can 	provide extensive security policies and 	configurations.  Configurations can be based 	on source and destination of the IP addresses 	or even the service being requested from a 	user’s ID.  Firewalls have log for the 	activities within a network. Overall the 	firewall is a security device and a router is a 	network device  








