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1. Introduction

Spyware is a hot topic. Legislators, security professionals, business people, IT staff, executives, and consumers all know about spyware and its impact on our privacy, security, and productivity. Over several years, spyware has become the subject of a growing public alarm. The rapid growth of spyware is driven by strong spyware developer skills and investment from advertisers.  Computer users are finding more and more programs on their computers that they didn’t know were installed and are unable to uninstall them. That can create privacy problems and open your whole computer up for security threats which can lead to problems or faults in there applications and then there system. Spyware, like other threats, will continue to grow, and try new and different installation and information gathering techniques. 

In this report, I hope to answer these questions:

· Why is there spyware?
· What are the different classes of spyware?
· What  types of spyware are there?
· What is the installation methods?
· What are the infection rates of spyware?
· Why hasn’t it been stopped?
· How to control spyware?
2. Why Spyware

The reason for spyware is because any type of information is very important. Information about any persons location or even there browsing behavior has value to companies, the ability to show advertisements in conjunction with the user’s behavior has value to vendors, and collecting keystrokes or backdoor vulnerabilities on a host has value to hackers. During the internet boom it was very popular to offer free software. Why would software be free? Because these programs would gather stats about the computer user’s history on the internet or on their computer for there benefits. 

For example, hijackers which is a new breed of software, literally takes over certain tasks on your web browser. With this in mind browsers can be redirected to their choice where they may gain a commission for increasing there traffic to gain higher ad revenue. As long as this exists, there will be incentive to create spyware programs to capitalize on it.

3. Classes of Spyware

There are many different types of spyware, and many ways to get them. The most common way is not to have proper security settings in your browser.  Internet Explorer (IE) has a magnet for attracting the most spyware unless you set the security settings properly. From the terminology used in Webopedia 
, a free website definition site, these are the following classes:

· Cookies: A message given to a Web browser by a Web server. The browser stores the message in a text file. The message is then sent back to the server each time the browser requests a page from the server.  The main purpose of cookies is to identify users and possibly prepare customized Web pages for them. When you enter a Web site using cookies, you may be asked to fill out a form providing such information as your name and interests.

This information is packaged into a cookie and sent to your Web browser which stores it for later use. The next time you go to the same Web site, your browser will send the cookie to the Web server. The server can use this information to present you with custom Web pages. So, for example, instead of seeing just a generic welcome page you might see a welcome page with your name on it. The name cookie derives from UNIX objects called magic cookies. These are tokens that are attached to a user or program and change depending on the areas entered by the user or program.3
· Browser hijackers: A Browser Hijacker is a program that "Hijacks" your web browser. It takes over your Internet experience by altering your browser settings, making an unknown page your "start page" and sometimes produces a plethora of pornographic pop-up ads. Many times, you will find a slower performance in your browser and see that there is a toolbar on your screen you never downloaded before. It's like coming home to find your house vandalized with vulgar graffiti and noticing the layout of your house has been rearranged. The favorite target for Browser Hijacker programs is Internet Explorer. With the often malicious minds behind this kind of software, you can be sure Browser Hijacker programs are being developed for other browers. Perhaps the most "infamous" Browser Hijacker out there is the "Cool Web Search" freeware utility. Intelligent Browser Hijackers use various directories and program names to confuse you if you try a manual uninstall. Also, these programs use security loopholes to reinstall when you restart your computer.3
· Keyloggers: A keylogger is a type of surveillance software (considered to be either software or spyware) that has the capability to record every keystroke you make to a log file (usually encrypted). A keylogger recorder can record instant messages, e-mail, and any information you type at any time using your keyboard. The log file created by the keylogger can then be sent to a specified receiver. Some keylogger programs will also record any e-mail addresses you use and Web site URLs you visit. Keyloggers, as a surveillance tool, are often used by employers to ensure employees use work computers for business purposes only. Unfortunately, keyloggers can also be embedded in spyware allowing your information to be transmitted to an unknown third party.3 

· Malware: Malware is the abbreviated term for malicious software.  Malware is anything that seeks to disrupt or corrupt common computer usage.  Often malware is sent in the form of computer viruses, which are programs that spread themselves by infecting executable files.  However, malware encompasses a much larger field of computer intrusive programs.  These include Trojans that disguise themselves as useful programs which create “backdoors” and  allow unwanted entry to your pc; worms which are self replicating viruses; spyware and adware, which seek to steal information about you, and other various types of software or code that seek to attack, inhibit, corrupt, or steal information that is on your PC. It is also important for a computer user to understand what the most common types of malware are. In this context, malware represents a variety of intrusive programs that for the most part make computer use frustrating and in some cases very expensive refers to a variety of malicious software, including viruses, worms, trojan horses, and automatic phone dialers (which attempt to dial modems to connect to expensive services). 3
· Auto-dialers - These are programs that can use your modem to dial various 900 numbers without your approval, thereby creating a very large phone bill for you.  It is often hard to determine what is going on behind the scenes when it comes to the operation of computers. 3
· Spybots: are the typical examples of “spyware.” A spybot monitors a user's behavior, collecting logs of activity and transmitting them to third parties. A spybot may be installed as a browser helper object, it may exist as a DLL on the host computer, or it may run as a separate process launched whenever the host OS boots. 3
· Web bugs: Web bugs are also known as advertiser spyware or adware. When you have adware on your computer you receive targeted, popup ads after you perform some action, such as typing something into a search engine. This advertising can even appear on your screen even when you are not online. If you are pummeled with new advertising screens constantly, you most likely have web bug spyware installed on your computer.3
· Adware:  Adware is a kind of advertising supported software that is available for free and in exchange displays advertising banners within the software interface or through pop-up windows. Instead of you having to pay for the software, the company creates revenue by selling advertising space in the software product. The problem with Adware is the concept of reporting your Internet surfing habits back home for data collection purposes without the user's authorization or knowledge. This practice has been dubbed spyware and has prompted an outcry from computer security and privacy advocates. In addition to privacy and security concerns, it can cause system and browser instability and slowness. For users paying for dialup services by time used, ad-loading and hidden communications with servers can be costly.3
· PC hijacking: PC hijackers place Internet shortcuts on your Favorites Folder without prompting you. This shortcut will lead many accidental viewers to their website so that they may artificially inflate their website's traffic stats; this enables them to receive higher advertising revenues at the expense of your time. You may be able to get rid of these false favorites by changing your Internet options, but occasionally the only way to get rid of these annoying shortcuts is to go into your registry and delete them. However, some spyware installs a safety net for itself that resets the spyware on your registry each time you reboot. Your only option to kill this aggressive type of spyware is to reformat your hard drive or to utilize an excellent anti-spyware program. 3

· Trojans & viruses: Like the wooden Trojan horse that the Greeks used to enter Troy, this spyware masquerades as a something harmless yet can compromise your computer—your data may be copied, distributed or destroyed. A virus is similar but has the additional power to replicate itself, causing damage to multiple computers. Both of these vicious pieces of software fall under the definition of spyware because the user is unaware of and would not condone their true purpose.3
· Chat loggers & email recorders: Email recorders and chat loggers are similar, making a text copy of all incoming and outgoing email and chat sessions. Domestic spyware frequently utilizes these methods.3
· Internet URL loggers & screen recorders: URL loggers track websites and pages visited online; screen recorders can take a small grayscale snapshot image of your screen every time it changes and can store or transmit these without notifying you. These methods are common to Domestic spyware.3
· Domestic Spyware: is software that is usually purchased and installed by computer owners to monitor the Internet behavior on their computer networks. Employers use this software to monitor employee online activities; some family members use domestic spyware to monitor other family members (such as reviewing the content of children’s chat room sessions).  A third party can also install domestic spyware without the knowledge of the computer owner. Law enforcement officials have used domestic spyware to monitor suspected criminal activity and criminals have used domestic spyware to siphon personal information from private computers in order to steal assets.3
· Commercial Spyware: (also known as adware) is software that companies use to track your Internet browsing activities. Companies that track your online habits often sell this information to marketers who then hit you with targeted advertising—ads that match your browsing interests and would most likely appeal to you. 3

Advertisers are delighted when they acquire such valuable marketing information so easily; in the past marketers had to bribe you to learn your preferences through contests, registration surveys and the like. Those methods of gaining your personal information still exist, but in those cases you have the power to read the fine print to learn the fate of your data and so could choose to consent or refuse. Gaining your preferences by stealth using software spies is far easier and offers a much more complete picture for the marketing industry; as a result, spyware is everywhere. 3

At the very least, spyware is a nuisance—slowing down your computer, filling your hard drive with useless gunk and marking you as a target for enterprising advertisers. Beyond intruding on your privacy, spyware can be used as a tool to perpetuate crimes, such as identify fraud. 3
4. Installation methods

Commercial advertising companies that develop “spyware,” state that they are not malicious, and should not be categorized with viruses and worms. Spyware, however, can include any software that collects information on any user (surfing patterns, keystrokes, preferences, etc.) from desktops and ships it offsite to an unknown server. There are distinctions between commercial spyware (adware) and malicious spyware, but in the end, it’s all spyware. Another defining characteristic of spyware is its installation methods typically spyware installs in one of three ways:

· Drive-by installs – this is the most common, a drive by install typically begins downloading software through the browser when you visit a Web page. Depending on the browser, its patch level, and the user’s security settings, the user may be prompted with a “yes or no” box, or maybe not. Sometimes, these boxes are masked using pop-ups. The term "drive-by-install" is coined from "drive-by-shooting"  rightly so, your Browser is attacked, literally by a "bad" Browser Helper Object (BHO) which installs malicious content on your machine thus rendering it unstable, prone to crashing and most importantly without your consent. Spyware Vendors reverse engineer BHO's to collect data from you to report your activity to remote data-mining servers. These Spyware objects are bundled in
product like Kazaa, so-called download managers and the like.4
· Browser exploit – some spyware installs via a downloader Trojan, which takes advantage of vulnerabilities in Internet Explorer and acts as a sort of hidden agent for spyware. This agent, once installed, can download multiple types of spyware.4
· Embedded install – often spyware will be packaged with “free” programs and the user agrees to accept the spyware in payment for using the program for free.4
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This pictures shows how installing Kazaa would cause you to get all of these spyware programs via an embedded install.

A lot of times it’s not unheard of for these programs to even install themselves just by reading an email, though with the proper settings and patches you can minimize or maybe even eliminate the risk. Even though these programs can install themselves on your computer from the methods mentioned above, this doesn’t mean you should worry.  It does mean though that you should pay attention to what you browse and install. Most of all make sure to add a Spyware checker that can also remove it as well. 
Spyware usually installs itself by some stealthy means. If you read the user agreement for the software you download and install it may make references (sometimes vague) to allowing the issuing company of the software to record your internet usage and website surfing. Some software vendors allow you to buy the same product without this overhead.

5. Infection Rates

Estimated infection rates range to 92% of broadband connected enterprise desktops. .Further evidence of pain is obvious by looking at Mozilla, whose Firefox browser has enjoyed significantly increased adoption as a result of spyware (most spyware targets Microsoft’s Internet Explorer browser). Most businesses and users, won’t switch browsers, and must deal with this rapidly evolving threat. This means that if your desktop isn’t protected, you may be experiencing productivity losses, network problems, and privacy risks. 
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This picture was put together from the material on McAfees website. 

6. Why hasn’t it been stopped?

The government is only part of the answer, U.S. efforts are attempting to combat the problem of spyware, and the prosecution of authors and distributors of spyware has begun. While the effort may have some impact, the Internet is borderless and difficult to control through legislation. The common reaction for spyware makers will be to simply move their operations elsewhere.

Spyware makers will likely seek to meet the terms with regulations by making license agreements more clear when asking end-users for permission to install spyware. Unfortunately, spyware licensing agreements never go beyond the end user, so whoever owns the computer itself will be left out of the loop.

There are large financial reasons to distribute spyware. Spyware makers make money on the information they collect, such as market research and personal information, as well as advertisements distributed. Web owners are paid by spyware distributors to distribute spyware. Both producers and distributors change distribution and installation methods frequently to avoid detection and to ensure high distribution success.10
Spyware is difficult to stop for several reasons. One would be that, spyware is a new and evolving technology that adopts all of the latest techniques from viruses, worms, and Trojans. More important, spyware attracts the best of the best – who are finally being compensated for their efforts by either commercial spyware companies or organized crime.10
Second, spyware is an application threat, and most existing company defenses focus on the infrastructure layer. So spyware has found ways of hiding themselves in other areas. Regrettably, many of the existing firewalls and intrusion detection/prevention systems, lack the application-level visibility necessary to block spyware without shutting down the internet which would interrupt businesses and personal tasks.10
6.1 Existing Law
Three existing laws have relevance to at least the most extreme examples of spyware, although none of the three laws are directly open to some of the technology’s features and all may fail to cover some of the most common cases.9
First Law: The Electronic Communications Privacy Act (ECPA)12 makes it illegal to intercept communications without a court order or permission of one of the parties. ECPA only covers communications, not data stored on the hard drive of a personal computer, but collecting click-through data and other web browsing information can constitute a violation of ECPA. However, applications that work with the consent of the user (however deeply buried in a user agreement the relevant terms may be) or the consent of the websites being visited probably do not violate ECPA. 9
Second Law: Wire Fraud Act, Federal law governs wire fraud, including someone that uses the internet to commit a fraud. The wire fraud act stats: whoever, having devised or intending to devise any scheme or artifice to defraud, or for obtaining money or property by means of false or fraudulent pretenses, representations, or promises, transmits or causes to be transmitted by means of wire, radio, or television communication in interstate or foreign commerce, any writings, signs, signals, pictures, or sounds for the purpose of executing such scheme or artifice, shall be fined under this title or imprisoned not more than 20 years, or both. If the violation affects a financial institution, such person shall be fined not more than $1,000,000 or imprisoned not more than 30 years, or both. 

Third Law: Provisions of the Computer Fraud and Abuse Act make it illegal to intercept a communication without a court order and could apply to some uses of spyware that co-opt control of computers or exploit Internet connections. 9
Existing laws adequately address any misuse of software resulting in fraud or other deceptive acts. The Federal Trade Commission is already on record that specific spyware legislation is unnecessary. Congress should allow the combination of technological innovation, consumer education, and the enforcement of existing laws to progress.9
6.2 Proposed Legislation

The growth of the spyware problem has prompted several proposals for new legislation to address the privacy dimension of the issue. Representative Mary Bono (R-CA) and Senator John Edwards (D-NC) have each introduced legislation targeted specifically at spyware, while Senator Ernest Hollings (D-SC) has included a section applying to spyware in a more comprehensive bill to establish baseline privacy standards on the Internet. In addition to the three bills for which language has already been introduced, Senator Conrad Burns’ (R-MT) office has indicated that he may introduce a bill targeted at spyware.

The Software Principles Yielding Better Levels of Consumer Knowledge (SPYBLOCK) Act would "give consumers control over the programs that are downloaded onto their computers," says cosponsor Barbara Boxer (D-California). The measure was introduced by Boxer and Senators Ron Wyden (D-Oregon) and Conrad Burns (R-Montana). The bill tackles three aspects of spyware. It imposes new rules that would make it more difficult for companies to slip software onto users' systems stealthily; require easy directions and options for removal; and prohibit harmful spyware.11
Under the proposal, if a company needs a user to install certain software to view Web site components or advertising, it would have to explain the reason and nature of the download in a pop-up window or another clear notice. This explanation would remain on the computer screen until the user either consents or declines to install the software. The act would make illegal the practice of downloading and installing software without alerting the user--a growing practice among some companies. 11
If a user decides to install that software, it must be easily removable, according to the legislation. The application must appear in the Add/Remove Programs menu; be completely removable using normal, reasonable procedures; and, if it is an advertisement, it must include a link that tells the user how to turn off the ad feature or uninstall the software.11
Some spyware is nearly impossible to remove once installed.  "Consumers have been downloading and saying that they can't remove [the software]," says Ari Schwartz, associate director of the Center for Democracy and Technology. "Individuals should have the ability to enter into a contract and leave that contract if they want to." 11
The Federal Trade Commission and the state attorneys general would enforce the law, if enacted. However, some industry experts think more enforcement is needed. Chris Hoofnagle, the associate director of the Electronic Privacy Information Center, says consumers' lack of legal rights on the spyware issue is a serious problem.11
He criticizes the bill for not including a provision that lets individuals take legal action against spyware companies that stalk computer users.  "It's a serious problem, because you want users in the enforcement loop," Hoofnagle says. 11
Schwartz agrees, saying enforcement needs to be improved and "the most effective piece that this bill can bring is more attention to this issue and greater enforcement for the worst practices out there." Robert Bagnall, director of focused intelligence at IDefense, a Virginia-based security intelligence company, expresses concern over the international threat of spyware. 

"The legitimate companies in the United States who currently place spyware [on retail computers] will have a tougher time doing it ... but [legislation] will not help with the international factors at all," Bagnall says. 11
    An anti-spyware bill has a good chance of passing Congress this session, Hoofnagle says. He cites the recent interest in cybersecurity as another boost. However, even legislation that sounds good can be changed through "tinkering with definitions."11
The proposed legislation follows a similar earlier effort, House Resolution 2929, introduced in July 2003 by Representative Mary Bono (D-California). That bill, which is still being debated at the committee level, also requires explicit user consent before the installation of software and orders enforcement by the FTC.11
    The bill introduced by Boxer, Burns, and Wyden is still in an early stage. It has not yet been assigned a number or been referred to committee, though it is expected to go to the Senate Committee on Commerce, Science, and Transportation, of which all three senators are members.  The FTC plans a workshop on spyware in mid-April.11
    The Internet Spyware (I-Spy) Prevention Act, This House bill would ban “spyware” software that monitors a person’s Internet activity. The bill criminalizes attempts to access a person’s computer without authorization for the purpose of installing a “spyware” program. “Spyware” allows a remote user to access personal or financial information without the person’s knowledge. The bill authorizes the Justice Department to spend $10 million to crack down on the problem. 

     A person or company found guilty of installing “spyware” could be subject to a five year prison sentence if another federal crime is committed in the process. Stealing personal information could result in a two year prison sentence. The bill would also penalize companies that attempt to obtain personal or financial information through e-mail scams. Earlier in the week, the House passed a bill that would impose civil penalties of up to $3 million per incident on companies propagating “spyware” (House Roll Call 495). It is expected the two bills will be combined for a final vote. The Senate is working on a similar bill. 12
    Safeguard Against Privacy Invasions Act - Directs the Federal Trade Commission (FTC) to prohibit the transmission of a spyware program to a covered computer (one used by a financial institution or the Federal Government) by means of the Internet, unless the user of the computer expressly consents to such transmission in response to a clear and conspicuous request or through an affirmative request for such transmission. 

    Requires the FTC to establish requirements for such a transmission that requires affirmative action on the part of the user of the covered computer to agree to a license, contract, or other agreement, including setting forth on a World Wide Web page license or contract terms, the mechanism for agreeing to them, and the name and valid physical street address of the person or entity transmitting the spyware program. The Act directs the FTC to prohibit the use of any spyware program for collecting any personally identifiable information from the covered computer unless notice of such use is provided. It also provides for enforcement of the provisions of this Act, including criminal penalties, through the Federal Trade Commission Act.13
    Last but not least, the Computer Software Privacy and Control Act. Prohibits transmission of software that collects and transmits personal information about computer owner or operator, monitors and transmits web pages accessed, or modifies default computer settings as to home page or search, unless notice is provided and consent is obtained in advance. Advertising software permitted only with consent and uninstall. Violations enforced by FTC under FTC Act, via criminal penalties, and by states. 

Overall, I am seeing a lot is being done but with the technology and way around things, it will take a while before spyware can be cleaned up. Once we can get the whole world to ban this problem we will then be able to rest easy. 
7. Controlling  and Preventing Spyware

Self-regulation and user education will be important components of any spyware solution. Companies must do a better job of helping users understand and control what their computers and Internet connections are being used for, and users must become better educated about how to protect themselves from spyware. Here are some programs for removing spyware from your computer that I have enjoyed using.

· Spybot, Search and Destroy – Spybot S&D is the most well-known freeware removal tool on the market. The best part about Spybot S&D is that it’s free! The worst part is that you get what you pay for. Because Spybot S&D gives away their product, they can’t afford to give good customer support, nor is their product particularly stable on Windows XP. If you can afford a modest fee, highly recommend you choose a commercial product.

· Ad-Aware – While Ad Aware offers comparable protection to Spy Sweeper and Spyware Eliminator, it lacks some basic features (such as scheduling) and the user interface is very difficult to use. It is also priced higher than the other products. Some users report that the program doesn’t install correctly and there are reports that it has even corrupted hard drives, making some PCs unbootable. 16
· Microsoft AntiSpyware - What was once a top-rated product has begun to get mired in Microsoft's corporate bureaucracy. The effectiveness of this product has slipped in the past two months and it's full of annoying usability problems. Recommend taking a pass, or at the most, using it as a backup solution to another product.16
· Pest Patrol - Pest Patrol is a good product with superior protection, although it is priced higher than other top picks. Found that it had a somewhat confusing interface. 16
· McAfee - McAfee Antispyware provides average protection against spyware. The product has a beautiful user interface, but has a number of annoying installation and usability quirks. It is more expensive than other products, and McAfee's marketing team takes every opportunity to upsell you on their other software, which results in a product that borders on "adware" itself.16
· Spyware Doctor - A controversial product, NoAdware is heavily advertised on the internet as an effective spyware removal tool. A product that was unable to detect real spyware on the computer, and instead tried to fool people with "false positives". Unfortunately, some of the spyware is claimed to detect were actually operating system files and legitimate software, including Apple's Quicktime player.16
· PALSol - PALSol put in a disappointing performance in spyware effectiveness test. The combination of a clunky user interface along with poor detection and removal capabilities makes this product a “no go”. 16
· SpyKiller - SpyKiller is a barebones spyware removal tool that provides little more than the most basic detection functionality.16
· Spy Hunter - This Bare Bones, low quality program has few features and failed to remove any of the common spyware tested for. In addition, it “detected” a number of spyware programs that were not really installed on our test computers. It is one of the poorest performing product of any we tested.16
· StopZilla - While StopZilla is a well-marketed product with a compelling website (and was even mentioned on Jeopardy!), the product itself protects against very few spyware programs.16
After cleaning your system with the above utilities you should immunize your system. This means that you tell Windows that certain program is not allowed to run. This will then protect you because if you go to an infected site, it will not be able to because the operating system has been told to not allow certain software to be able to run. 

8. Conclusion

Spyware will continue to evolve – fueled by advertising revenues and hacker inventiveness. Effective spyware programs must provide multiple techniques to address each new type of spyware and each method of penetrating the user. Organizations should expect the worlds of spyware and viruses, worms, and trojans to merge in the near future both from those who develop spyware, and those who create programs to defend against these threats

Many users are unaware that they are using spyware because of the poor notification on the information-gathering of the software. This subjects users to customer profiling without their knowledge. For this reason, it is important for users to read and understand the EULA and other notification methods before installing software. It is also of equal importance that software publishers provide users with clear notifications of the actions that their software performs.
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