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1. What are Bots?
The term bot comes from the word robot, a robot is a machine or device that operates automatically by remote control [23]. Today’s bots are written in C, C++, Delphi, and Perl.  A bot is considered malware. Malware or malicious software is a generic term for a range of software programs that are designed for harmful purposes [24]. 
 
The main purpose of bots is to infect systems and compromise computers.  A bot has many different ways of infecting someone’s computer.  The owner of the personal computer may not know their computer has been scanned by a bot.  They may also not know that a bot has been placed on their computer.  When the user becomes infected, their machine is labeled as becoming a zombie machine.  If one infection has occurred, the possibility of many more bots infecting the same system still exists. 

 
In the United States today, many people own a personal computer.  In 2002, Microsoft owned 52% of the market share for operating systems [13]. The novice user is more likely to be running an operating system by Microsoft than any other operating system on the market. Microsoft has a large presence in the average computer users’ home. This makes the bot a threat focusing on operating systems built by Microsoft. 

 
When the average home user lacks experience with security issues, it makes any information they put on those operating systems vulnerable to not only bots, but other malware and spyware.  They become a target because their machines do not have an adequate amount of security to prevent infection.  Zombie machines harboring these bots for malicious purposes are now compromised and await commands from their bot controller.  This command and control system is a great mechanism for hackers to compromise a system, connect to it, and steal someone’s identity in a window time of 15 minutes of connection time from the host to the internet [1].

2. History

In the late nineties bot’s became very popular because they were a useful feature of IRC.  IRC is known as Internet Relay Chat. Internet Relay Chat is a massive network of text-based chat channels, which enables users from across the globe to have access.  Operators used and created bots because they were easy to implement.  The owners were able to script automatic actions in response to activities that were going on in IRC channels.  They became a useful tool limiting users to certain activities, such as flooding or spamming channels.  If a user in the channel became disrupted, bots allowed for automatic actions such as kicking and banning.  As more people joined various IRC communities, inappropriate behavior started to become a problem for channel operators [22]. 

Users in these channels who were becoming kicked or booted decided that they wanted to get even with the moderators of these channels [24].  They began to create programs that would damage the IRC server. 

These actions of damaging the server became known as DOS and DDOS attacks.  These attacks are otherwise known as Denial of Service Attacks and Distributed Denial of Service attacks.  In fact, the DOS and DDOS attacks originated against IRC servers [24].  Once bots were being created and used to damage IRC servers, the users of these bots figured they can also recruit other machines which created the DDOS attack. Creators began to model their bots after viruses, worms, and trojans.  IRC was effectively used to harbor and control bots.

3. Botnets Today

Today about 5% of everyone who is connected to the internet is reported to be infected by a bot [12]. Botnets today can range anywhere from 1 infection to 500,000 and more. The number of infected computers stops only at the mercy of the controller. According to one estimation, more than 100,000 PC’s are recruited into botnets every week without the owner’s knowledge [1].   Bots are affecting users worldwide, which makes this a major threat among online users. The smaller the number of infected computers, the higher the chance of not becoming detected.

As stated earlier, bots are typically written in C, C++, Delphi, and Perl. Bots available for public download are typically written in C++.  C++ is a very popular language that is commonly learned in today’s computer industry. Because it is such a widely used language, it is not difficult to maintain and manage bots.

  In underground communities found on the internet bots have become very popular.  A popular site for bot culture is Ryan1918.org. The owner Ryan, of Ryan1918.org has been around in the bot scene since the late nineties.  This site started in early 2003.  With the popularity of bots and the original site Ryan1918.com, Ryan was caught for unauthorized access to a protected computer twice.  He was caught once in September 1999 by the FBI and the second time by the United States Secret Service in May 2003. Since the original closure of Ryan1918.com in late 2003, the website Ryan1918.org emerged again starting in December 2005 [21].  Currently over 1,400 members are registered in this community.  The community is growing daily at a rate of 15 members per day.  This online site can serve as an example of the underground communities that are arriving on the internet daily. The popularity of bots continues to grow and hundreds of sites are popping up monthly that are similar to Ryan’s site, a site for people to learn and discover this underground world of bots.
Bots have become popular among all age ranges and all types of professions [21].  Whether you are a construction worker or a teenager, it seems to be that almost anyone who can pick up a programming language can operate a botnet. The learning curve for someone who just enters the scene is projected to be 6 months on average before they are able to get a botnet up.  In my experience I was able to learn about botnets, command and control, and implement them all within a 2 month period.

  
Many bots are available for public download and use. However, many of the publicly released bots available have and are detected by antivirus software [2]. The manipulation of code and methods of remaining undetected are very simple. Reworking and changing the code can take as little as 15 minutes.  Reworking and manipulating the bot makes it a new bot, which then becomes undetected among antivirus vendors.

It is difficult to accurately and definitively estimate how many botnets are currently running on the internet, due to the impossible nature of discovering every botnet on the planet.  A majority of botnet owners attempt to run their botnets anonymously and hidden from the visible eye.  IRC servers are typically installed and run on hacked machines [12].  According to internet security firm Symantec’s 2005 Internet Security Threat Report, the UK topped the list of countries with the most observed compromised PCs during the latter half of 2004 [12].  It is hard to say why this country has had such a high number of infected machines. One reason may be a lack of knowledge about security issues.  The second reason maybe an increase in high speed internet access.

The ability to modify bots has been a contributor to why they are popular. Many users who enter the hacking community enter the bot scene because they are relatively easy to create and develop.  Many of the reasons that hackers have shifted to bots instead of other types of malware is for financial gain, information gathering, and the functionality of bots.


4. AntiBotnet Movement
There has been a large surge in attempting to slow the current botnet movement as it is spiraling upward in popularity.  The media exposure to botnet raiding and the capture of botnet controllers have increased.  This media exposure may in fact drive the popularity upwards, as the curios computer users enter underground communities to read and study how they themselves can learn to control and manipulate bots. 

Within the past year there has been an urgency and movement within the whitehat community to, if not slow bots, then capture botnet controllers. Development of new technology to fight the threat and capture the criminals behind the notorious bot rings is increasing and becoming more sophisticated.  Examples of this technology would be the development of more advanced honeypot technology and the development of a new type of malware collection called mwcollect.


Media exposure has prompted and is seen by both the average user and botnet owners.  These media reports give the average user information that a new threat exists when they connect to the internet [1].  These media reports can give users the opportunity to discover what botnets are.  Media reports are not tutorials on how to stop the new malware, but just mere information of the existence of the current threat. It is up to the personal computer user to research and defend their computer.  

The media exposure also can prompt bot owners to advance their techniques and improve their current botnets from being caught. Advancements in anonymity and evasion also become a must for current botnet owners.  Owners must learn to survive and adapt to the current trends in detection.  If their attempts fail to stay one step ahead of becoming detected, they will end up facing the consequences of jail time.

There has been an upsurge in securing networks both inward and outward.  Protective measures have increased within the workplace to lockdown potential systems.  The reason is, large networks would provide a large amount of bandwidth to botnets.  Antivirus and Antispyware companies have kept an eye on bots since their original development in the late 1990’s. 

Microsoft Service Pack 2 is an example of a small step forward in stopping the bot. Education among employees has improved as many bots are spread through social engineering. Security positions among companies have also increased to protect company networks.  These are all examples of taking steps in the right direction toward eliminating the threat of infection.

In figure 1 we can see that the 2004 Crime Watch Summary reported that 77% of all electronic crimes came from a Virus or other malicious code: 

Figure 1  
There is a 24% chance that these organizations suffered a loss of $100,000 or more. There is a 26% chance that companies suffered less than $100,000 in losses, and 50% did not keep track of their monetary losses [10]. The amount of money lost based in this electronic survey will grab the attention of many large companies.  It also prompts the security professional to place security measures on their networks in order to eliminate these crimes affecting their networks.

The opportunity of catching botnet owners has made many headlines in the past year.  Reports state that 500,000 to 25,000 size botnets have been caught and shut down [2].  As the anti bot movement continues more bot owners will be caught.  Those bot owners that have been controlling bots since the 1990s are the ones that will typically be leading the underground scene in evasion techniques and continue to spread their bots among thousands of users per week across the internet. 

5. Types of Bots
The main bots I will focus on are the more popular bots.  The names of these bots are AgoBot, SDBot, Spybot, and GT Bot.  These bots are some of the more common bots found across the internet.  Most of the bots that are out on the internet are modified or hybrids of the original designs. Bots typically range in anywhere from 1000 lines of code to 25000 lines of code.  The larger the program is in code, the higher a chance of it becoming detected and the harder it is to implement on a system.  The smallest bot I have currently seen is around 12 bytes of data.


The Agobot arrived on the scene in early 2000.  Immediately after it’s release a new version of it was used more than the original.  That modified version is known as Phatbot.  Phatbot is among one of the best, well written source coded bots there is.  Its original construction is estimated at around 23,000 lines of code.  This bot was written in C and C++. The functionality of the bot is only bound to what the developer of the bot wants.  Typical functions include multiple abilities to perform DOS attacks, the ability to harvest Paypal passwords, mechanisms such as back doors, disabling access to anti-virus sites, and the ability to disassemble products such as Softice and Ollydbg [2].


The SDbot arrived in early 2000 as well.  It is a simple bot and ranges anywhere typically from 1,500 to 3,000 lines of code.  This bot is typically found to be written in C. SDBot is published under the GPL and primarily functions as a command and control system [2]. It is easily updatable and is primarily used for scanning, DOS attacks, and sniffing.  This bot is very customizable, with the ability to be updated and modified through an IRC channel.  


Earliest reference to SpyBot can be found to appear in 2003 [2]. It typically ranges from 2,500 to 3,500 lines of code.  This bot looks to have been a hybrid of the SDBot as it shared much of the same basic functions.  One of the first versions of SpyBot had multiple exploits in relation to NetBIOS and KaZaa.  It also had the ability to scan and perform flood attacks.  However it lacks the ability to be modified as some of the other bots have functionality to do so.   Below is the command line structure in which to initiate commands for the Spybot in an IRC channel.

The GT Bot began in the late 1990’s.  At this time the GT Bot was one of the most 

prevalent and most popular of it’s time.  Primarily, it was one of the only bots around at the time.  There were hundreds of modified GT Bots found across the internet in the late 1990’s.  It was very limited in its scripting abilities and had basic functionality for command and control.  It was very easy to modify and change as it often came with instructions on how to do so.  Typical functions of the bot included port scanning, DOS attacks, and exploits for RPC and NetBIOS services [2]. 


All of these bots, which I have discussed, are almost all used as skeletons to current, new versions of bots.  New bots today found on the internet can be modified and easily updated.  It all depends on what the controller of the bot wants in terms of functionality. A controller can strip a bot of excess functions and add functions to limit its size.  For example, a bot owner may only want a bot for DDOS attacks.  The bot owner will strip away all unnecessary functions and keep the abilities to perform a DDOS attack. 

6. Coding Bots

Coding bots, in fact, is not that difficult.  A simple understanding of any computer language would enable any user to pick up a bot and begin working with it.  Potential bot owners join underground communities over the Internet to learn as much as they can about bots.  An example website of where a user could go to began learning about bots is www.Ryan1918.org.  After visiting a site a user can implement a bot within a short time span of only 6 months. 
Coding is the essential tool to creating a bot, but many bots are coded so that anyone without any knowledge could manipulate code in order to suit their needs. Code is structured in a bot to limit the difficulty a beginner would have.  Anyone that downloads a bot on the internet today would be able to set up the designated channel, server, username, and password in a matter of minutes after downloading it.

As we look at figure 2, it is an example of the configuration file that comes with SDBot.  A user has the ability to enable the port number, password, channel, and the registry keys where the bot will register itself. 

Figure 2



Once a user has finished modifying the source code, they need the proper tools to compile and run the program. If you do not know how to compile and run a bot program, it is not very hard to perform a Google search and you would find plenty of information on how to compile and began the botnet process. An example would be to visit an underground community such as Ryan1918.org and simply ask. The basic tools necessary to compile a bot would be Microsoft Visual Studio 6, Visual Studio 6 Service Pack 5, Visual Studio 6.0 Processor Pack, and setting up the paths to the proper directories under options in the tools menu [21]. 


Before compilation, you need to have an IRC server set up and ready to receive your bots and bot commands. Once this is complete, you are now ready to configure your bot. In the compilation of any bot source you need to locate the configs.h and the botname.cpp file.  In Visual Studio 6 you need to open up the workspace botname.cpp and edit the config file to direct it to your IRC server. From here, all you need to do is hit the compile button and you should have a new .exe file somewhere within the source or bin folder [21]. 


After compiling is complete, you may leave it how it is.  Most bot owners take the next step of encrypting and compressing their project.  Compressing the bot file shrinks the file in size.  Encryption prevents the bot from becoming reverse engineered.  Reverse engineering the bot file would allow someone to see the configuration file in which you have your bot settings.  This would allow someone to discover the bot channel, servername, username, and password.

7. Rootkits

A rootkit is a collection of tools that enable administrator root access to a computer or computer network [24]. A rootkit can consist of a backdoor, keylogger, and other malicious software that can be compiled within a bot. Rootkits are typically installed and compiled along with a bot program. Other examples of what rootkits can accomplish are the abilities to hide files, services and processes. An example would be a private rootkit hiding the bot.exe process from the Windows XP task manager.  


Rootkits are a very important function of bots.  Rootkits allow the attacker to come back into a user’s system later and access it without being detected [24].  An example of what an attacker could do is install a modified version of telnet into a user’s computer.  This would typically run on a different port, than that of the default port but it would still have the same functionality.  The difference between the original and the modified version is that the attacker would have back door access into the computer.

Rootkits associated with bots are categorized under public and private.  Public rootkits are ones that have been detected and marked as viruses by antivirus companies.  These rootkits are useless to bot owners as their bots become detected and removed by antivirus and antispyware software. Private rootkits are rootkits that have not been released publicly.  Many bot controllers have the ability to script and create their own.  These rootkits do not become public and detected unless a significant infection of bots has taken place.   

8. Packers and Protectors
A packer is a software tool used to compress EXE files [24]. These are not as important as protectors, but are needed to reduce the size of the bot.  Many packers used by bot controllers are available for download across the World Wide Web.  A simple Google search allows for users to have access to these free tools.  

Protectors are software tools that are used to encrypt bots.  Most protectors that are available for purchase are and have been cracked by hackers.  When the program has become cracked the ability to decrypt the encryption and see the original program becomes possible.  If this happened a person who is trying to track down the bot owner can do so with a Hex Editor.  A Hex Editor is a type of computer program that allows a user to manipulate binary computer files [24].  The hex editor breaks down the data into 1’s and 0’s which would allow a program such as Hex Workshop to view the contents of the configuration file.

Most antivirus companies have their software set up so that they can read packed and protected bots.  They read the headers and entry points of known bots, and if a virus definition hasn’t been updated then the bot would stay on that user’s machine. Encrypting and compressing are methods currently used by bot owners, which serve as a way to remain undetected and safe from basic detection methods.  
9. How bots are implemented
Bots are implemented through various ways.  Typical ways of implementation are through social engineering.  Actions such as phishing, email, and instant messaging scams are common among infecting a user’s computer.  Other ways of infection come through a lack of security on a personal user’s computer.  Other more commonly used ways is through software vulnerabilities and exploitation. 


The easiest way for a bot to infect a machine is through social engineering.  Manipulating the user, so that they initiate a download or click on a link, allows for the hacker to just sit back and relax.  Scanning a range of IP addresses is another way of implementing bots.  This may be more efficient in discovering exploits that the bot owner is looking for.  This methodology leaves the owner open to risk.  If the owner scans and implements a bot on a government run computer they have a higher risk of becoming caught.  If the owner is caught, a minimum jail sentence for compromising a government computer is 50 years in prison.

10 Phishing / Spam

Phishing comes from the word fish, as someone puts out bait and a fish comes along and takes it.  Phishing is the act of imitating a person or major organization.  The phisher is tricking the phishee into typically giving them some kind of personal information [7].  Information such as credit card numbers, usernames, passwords, and social security numbers are examples of personal information that is retrieved during the act of phishing.
Another type of use for botnets is to send out a massive amount of spam.  Using the user’s connection to send out spyware, phishing scams, and viruses is common [13].  Many reports in media have showed that botnet owners are caught by becoming paid by spyware owners. The money trail leads back to both the botnet and spyware owner. Profit from spamming is another reason why owners have increased the number of bots they control.   

In September 2004, Spamhaus estimated that 70% of all spam email was distributed by botnets [12]. This can become a major problem to regular users. This increases the regular internet user’s susceptibility to this social engineering attack, becoming infected after clicking on a link from an email scam.  

Each phishing scam used consists of some kind of social engineering.  Social engineering is the process of getting people to comply with what someone wants through manipulation.  Using email addresses to phish and manipulate that user to carry out actions is an example of social engineering.  Another example would be a phishing scam where the phisher asks the user for personal data and bank account information [7].  This task of manipulation has to be very believable in order for the person to fill out the necessary information.  

The same type of attack occurs through instant messaging. An attacker can obtain instant message profile names through chat rooms and through member search directories.  IM spam in general was expected to hit 1.2 billion messages for 2005 [15].  The sophistication of IM spamming technology is expected to grow as users are able to rotate multiple names after becoming blocked by phishees. They have the ability to create a new username at the click of a button after they have been blocked.

To initiate a bot program from an instant messenger window is not difficult. The bot program would send out a specified message to any open IM windows on the infected machine [11].   An attacker would have a link to a website that would initiate a download to the user’s machine.  The second method would be to initiate a direct download to the user’s machine from a server hosting the file.


11. Hijacking, Purchasing, And Trading
In the underground world of IRC there is a constant war going on to hijack and take over other botnets.  The botnet owners who are just entering into the scene do not have as much experience as those who have been in the scene for years now [10].  The tendency and opportunity is their for an experienced bot controller to hijack other botnets. This can be accomplished by using packet sniffer functions included in most bot malware. Botnet command and control communications tend to be unencrypted, and since it’s not uncommon for multiple bot infections to be located on the same system, attackers commonly instruct their bots to sniff network traffic looking for competing botnet communications [14]. An experienced botnet owner can set up a machine as a honeypot and retrieve new bots this way.  Entering in a botnet’s channel and taking over the botnet would not be difficult for one who knows how botnets operate.  

One motivation for botnet owners is profit.  A botnet owner may set up multiple nets to manage different functionality.  A user may compromise 300 machines and use those machines to scan and infect another 300.  Those 300 would then be modified for spamming purposes.  The owner may create another 1000 bot botnet in order to make money to sell usernames and passwords that are used for paypal.  The possibilities are endless as any type of data stored on a computer has the potential for profit.  Some of the items commonly bartered for bots include physical goods, such as computers, jewelry, batches of credit card information, shell accounts on servers, or even other botnets [14]. 

12.  Disabling Security applications and updates
Bots can be programmed to whatever capacity their owners program them to be.  One of the first features found in many bots is to remove or disable any kind of antivirus application.  The second feature most commonly found is to disable Windows firewalls [12].  When bots disable these two major features on a personal computer, this becomes a problem.  These applications are usually the first and only line of defense that the average computer uses to prevent malware and spyware from infecting their system.    


There are many methods which attackers use to disable firewalls.  If a windows user only relies on Windows Service Pack 2 to protect their computer, this is one of the first mistakes a user can make.  The Windows Firewall that comes with Service Pack 2 is widely known.  The registry entries are known and discussed widely within botnet communities.  Figure 3 shows an example of one way to edit the registry in order to allow a bot program to be trusted, in order to allow itself through the Windows Firewall. 

Figure 3
This is one method of a dozen currently used by underground communities.  A majority of shutting down Windows SP2 Firewall comes within editing the registry.  Other methods of disabling security applications include lowering Internet Explorer Settings, disabling antivirus software, disabling antispyware utilities, binding the program to other programs to mask their presence, and disabling third party firewalls.


In an example of bots binding themselves to other programs, a modified version of Agobot can attach itself to the software, Microsoft Antispyware Beta Edition.  The antispyware program will not detect the bot.  Microsoft Service Pack 2 Firewall will allow this bot to run, because it trusts this is the normal uninfected version of the original software. 

13.  Distributed Denial of Service Attacks    
A distributed denial of service attack is sending a large number of packets to a single machine trying to make it unstable and results in crashing it [6]. This becomes a useful tool for botnets because they can be very large in numbers.  If you have a botnet of 200,000 machines it would not be difficult to bring down a small companies server.  Bringing down IRC servers are also very popular.  When underground groups go to ‘war’ with each other their can be massive flooding against each others’ servers.
DDOS capabilities found in modern bot code include ICMP ECHO, UDP, and SYN flooding, as well as application – specific attacks against common internet services, such as the web and IRC [14]. Threats are commonly made for extorting businesses by threatening a business with a DDOS attack.  An example of a threat of DDOS attacks would be an attack on a company’s server for a month.  The bot owner then offers a price of thousands of dollars to stop the attacks. If the company fails to comply with the threat, the company would lose business online and possibly be forced to shut down. This threat is not something new to the bot community. 

There are other ways companies use bots in attempts to boost their business. Jay Echouafni, CEO of TV retailer Orbit Communications, paid a group of botmasters to DDOS his competitors, where the outages costs were estimated at $2 million [10]. This shows another way in which businesses are using botnets to redirect business over to them by shutting down the competition.  As attackers become more sophisticated in their techniques of DDOS attacks this maybe a common trend in the near future. 


14. Keylogging and Packet Sniffing
Software key loggers capture keyboard events and record the keystroke data before it is sent to the intended application for processing. [14] Keylogging results in a loss of identity, username, passwords, and anything that is typed into the machine.  Botnet owners have the capability to set up keyloggers to record keystrokes.  Keyloggers can record entire instances of an instant messenger conversation.  For example, to demonstrate how effective keyloggers are, a user visits a bank website to view account information, the user sees the security lock in the browser.  This indicates that SSL is enabled.  The keyloggers record the information before it is encrypted and sent to the banks server.  The result is the bank account information is in the hands of the hacker.  

Bot programs can initiate themselves at a set keyword or event [14]. A keylogger may not become active until credit card information or personal information is typed in by the user.  In the event of an email or instant messenger program starting a keylogger may start up as well.  The conversations, whether personal or professional, may become excellent material to be posted in an underground community.   

Loss of identity, username, and password information are one way botnet owners can use their bots.  Owners can also sniff incoming and outgoing packets, if they do not set a keylogger.  Packet sniffing capabilities in bots are aimed at two things.  The first is the capture of online credentials, and the second is sniffing information about other botnets [13].Of course this requires sophistication by the botnet owner; a botnet owner would rather sniff packets because keyloggers are typically picked up by antivirus programs.  The owner would have to write their own keylogger or get access to one that has not been detected by antivirus software companies.

15. Clicking through
Clicking through is the process of profiting from clicking on online advertisements.  One of the fairly popular ad clicking programs online today is Googles AdSense. Google AdSense allows for a user to be paid on a cost per click basis. For example, for every click on a Google Ad a user would get .001 of a penny [23].  

If a user has a 100,000 bot botnet set up, they can initiate a click for every one of the bots at least once per week, resulting in $100 dollars for that week.  They can generate profits by setting their bots to go out to a website and click on the banner that they set up.  Figure 5 is an example of a .visit command that allows for this particular bot to go out and automatically register a click on a web site.  

Figure 5

16. Scanning
Scanning can be broken down into two categories. The two categories it can be broken down into are scanning IP ranges and port scanning. A majority of bots have these scanners built in by default.  In port scanning they scan and try to connect to open ports. Scanning IP ranges combines scanning a range of IP addresses and checking to see if that computer has an exploit or software vulnerability.

             Scanning is a very quick and easy way of implementing bots on a computer.  A botnet that has 100,000 bots would scan a certain range of IP addresses.  The bot would then search for exploits the bot owner had it programmed to look for [11].  After it has scanned and found an exploit, it would then install itself onto that machine.  This is one of the easiest ways a person can get infected.
             Bots are built for flexibility allowing modifications and enhancements. This ability for modification allows for scanning a computer and checking for recent exploits.  A popular website www.milw0rm.org is an example of a site specifically dedicated to releasing software vulnerabilities and exploits.  This site provides new exploits and new vulnerabilities daily.  Bot owners use these exploits and upgrade their bots to scan for them. Figure 4 is an example of a scan command within a bot.  Bot12345 shows that no current exploits have been detected.

Figure 4


17. Storage and Hard Drive Searching
Storage and hard drive searching is one motivation for creating a botnet.  The act of searching the registry for serial numbers or serial keys is a very popular action in today’s underground societies [5]. Many of the commonly wanted items include CD Key information.

This is a popular use for bots as serial numbers are another means of making money through trading and selling. Botnet owners also have the ability to use their bots to act as servers and store torrent files on users’ machines.  Thus the infected machine serves as a server to host illegal files such as movies, music, and software. Compromised servers with large amounts of free disk space and fast connections will be at particular risk of becoming stores for illegal (and other) files [12].

18.  Stay anonymous while running bots
A proxy is a gateway that relays one internet session to another. In other words, it is a server that can act as an intermediary between a workstation and the internet.  Redirecting all traffic through this machine can make a user become anonymous when viewing internet traffic [7].  Many users that use bots can go through many different proxy servers.  This allows their IP address to be invisible to any kind of site that a user connects to. 

Proxy surfing is the desire for privacy and anonymity while using a web browser. A proxy server is a machine that allows individuals to connect to it. The server connects to the internet. Essentially, a user connects to a proxy server and the user requests a page.  The proxy server intercepts the request and forwards on the request to view the page. This eliminates the user from directly getting the requested information.   

An example of a program that allows for anonymity to use the internet is software called Tor.  Tor is a network of virtual tunnels that allows people and groups to improve their privacy and security on the internet [22]. Tor allows users to connect through multiple hosts before it connects to its final destination.  This allows websites sites to not view information such as IP addressing, browser information, and cookie information about the user.  The more nodes or hosts a user connects through, the harder it is to track down the user.  Tor is similar to a proxy, it uses other machines to transfer data, but instead of going through just one host, it uses multiple hosts at a time. 

While running a proxy there can be consequences. A proxy server functions much like a main in the middle attack. A man in the middle attack is when an attacker is able to read, insert, and modify at will, messages between two parties.  The party entering data would not know the link between the user and the internet has been compromised [22].  While connected to a proxy server, every piece of data that you request is cached in the server.  If a user enters in credit card data through a proxy, the credit card data is first stored in the server. The proxy requests the user’s page and sends the credit card information to the requested internet site.  This leaves any type of data that is stored in the proxy in the hands of the person who is running the server.  This becomes a security threat, if you are using proxies for any kind of data transfer to and from the server. 


19.  Tracking Botnets
There are various ways to detecting botnets.  Many popular methods to capture bots are to set up a Honeynet. Honeynet is a network that is setup with intentional security vulnerabilities [3].  This has become a very popular way of detecting bots.  Honeynets invite attack with a network that is not updated and not patched.  This leaves experts to set up the honeynet to accept all incoming transmissions and restrict any type of data from leaving. This leaves experts today to capture and study new bots that are found on the internet.

The necessary information that we need to connect to a botnet network is a DNS, IP, address, and a port number of the IRC server.  We need a password to connect to the IRC server, a nickname of a bot to imitate, and the name of an IRC channel [19].  Capturing bots and reverse engineering allow us to obtain all of this information from a compromised machine. 

Honeynets allow us to learn information such as a channel password and name in order to observe botnets.  We can collect binaries of bots and extract the sensitive information in a semi automated fashion [11]. After gaining entry into one of these IRC servers, we can see information that the attacker is sending to and from the bot.  We will observe the command and control methodology from a bot owner.  Studying this information can lead us to find current bot trends, attack methods, and tactics.  An automated method to catch information about botnets and a mechanism to effectively track botnets can even help to fight against botnets [11].  With the ability to track botnets we can pass the information along to the proper authorities in order to track down the owner. 

Figure 6

Figure 6 depicts the honeynet process. Using figure 6, I will discuss a potential honeypot scenario.  The honeypot is going to be an upatched version of Windows XP.  This makes the system vulnerable to attacks.  With any type of unpatched Windows system we are looking at a minutes before the machine becomes infected with malware. After infection of malware, the honeypots lifespan is then ended.  A study can begin on what type of malware has infected the machine.  In this scenario we have found a bot.  

A honeypot is unique; we can regulate all outgoing connections.  In this scenario if were where to sniff packets we would see outgoing connection attempts with IRC messages.  We would see messages like “.Login”, “Channel Name”, or “PRIVMSG”. After capturing the bot we can now locate it by the process of reverse engineering. By reverse engineering we can get the username, password, and channel name. Once all the information is collected we can rebuild the honeypot and start again.  

In a newly released paper in April of 2005, a group of botnet trackers has improved the way to catch bots.  In the research that was done they found drawbacks when using honeypots.  A honeypot will crash regularly if the bot fails to exploit the offered service.  The honeypot itself has to be closely monitored in order to detect changes in the system.  Furthermore, these changes have to be analyzed carefully to detect malware. The last drawback they found was that this approach does not scale well; observing a large number of IP addresses is difficult [11].
With the drawbacks of using a honeypot this group has developed a program called mwcollect.  This program can be found at mwcollect.org.  The purpose of this tool is to simulate several vulnerable services and waits for them to be exploited [11]. The big advantage of this is, if a bot attempts to exploit a honeypot running Windows 2000, and it targets a machine running Windows XP, it will crash the service.  Although mwcollect is rather new, there has not been any recent report of any drawbacks or troubles with the program.  It looks very promising in capturing bots in the future. 


20. How to protect yourself from bots
Antivirus software is one of the first major steps to secure your computer from bots.  This is not the only step you have to take to secure your personal computer.  Many bots that have infected thousands of people across the internet are not detectable with antivirus software. Antivirus company’s databases consist of viruses that affect a vast majority of people on the internet [3].  If bot owners are smart, they will only send out their bots to a limited number of people.
In the future expect to see more bots using encryption to hide themselves.  One of the methods used to detect bots is that they use ports identified with well known programs such as IRC[3].Users should use secure passwords, keep antivirus programs up to date, and keep Antispyware programs up to date.  Computer users should set their systems to scan for viruses and spyware.  They should keep their operating system fully patched and updated.  Users should not rely on Windows Service Pack 2 to defend themselves from online threats, and should invest in a third party firewall.  Larger networks will typically invest in hardware firewalls whereas personal users should invest in software firewalls. 

Users should disable applications that connect to the internet that they do not normally use.  Users should stay educated on current trends, exploits, software vulnerabilities, and intrusion techniques.  The user should be aware of social engineering attacks. For example, if a user receives an email about bank account information needing to be corrected, they should physically call their bank to verify the email. Users should also not click on any links in emails or instant messenger.  They should manually open the browser and visit the link specified only if it is from a trusted source.  

Users should handle browsing, email, and instant messenger with care.  If the users have a third party firewall they should shut off the default IRC port which is 6667.  Users can also run netstat to view the statistics of incoming and outgoing traffic of their computer.  If a user is receiving a large volume of traffic, the network is slow, and there is activity in unused ports, users should be concerned.  Users who are connected to the internet for long periods of time and are not at their computer should shutdown their computer when they are not physically using it.  

Users can also download specific antitrojan, and antirootkit software to target these types of malware.  Users should also not store any kind of personal information on their computer.  Personal information such as credit card, usernames, passwords, and social security numbers are all vulnerable information.  Users should have a PC that is not connected to the internet, in order to complete and do business transactions.  If a user has a computer bought fresh from a manufacturer they should update the computer immediately.  An unprotected machine can be infected in less than 15 minutes. 

21. Conclusion
Bots are the new and upcoming threat among malware.  We must understand and discover what the purpose of this new threat is.  We must understand how to control it and slow its presence. We must understand the methodology and implementation of the bot in order to stop it from infecting the personal user’s computer, and more importantly securing our larger company based networks. 

The botnet movement is growing in popularity and the sophistication of botnet owners is growing as well.  This new threat is in the hands of anyone who has access to the internet and understands the basics of a programming language.  The underground cultures that surround the topic of bots provide a strong infrastructure for learning how to command, control, and keep hidden from those that are attempting to stop them. 

In this paper we have discovered motive and reason why attackers have shifted towards the bot.  Money is a major factor, promising personal information such as a user’s identity, credit card numbers, spam, and the threat of DDOS attacks. The flexibility of the bot enables an attacker to create a bot based on their personal needs.  If a bot owner keeps their net small they have a very small chance of every becoming caught.  

The first defense against the botnet threat is the personal user.  Knowledge is power, and installing a firewall, having up-to-date software, and keeping an operating system maintained results in a malware free state. Main stream media needs to expose this threat in order to shock the internet user and secure their computers. 
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We live in a sick, sick internet world.  It’s not enough that hackers throw viruses, worms and other disgusting sounding malicious threats at our computer systems – we now have the latest headline grabber, the ‘botnet’.[1]
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Appendix





1. How quickly can a bot compromise a personal computer once it is connected to the internet?


	An unpatched version of windows can be compromised within 15 minutes of connectivity to the internet.





2. Where do bots alter or change Windows settings in order for them to be accessible through Windows Firewall?


	Bots can be programmed to edit registry entries in order for them to become trusted sources to access the internet. 





3. Name two ways a user can remain anonymous while running a bot over the internet. 


	A user can become anonymous by using a proxy server or use software called Tor. 





4. What is the easiest way a bot can infect a machine?


	The easiest way a bot can infect a machine is through social engineering.  This is one of the quickest and easiest ways as it requires users to compromise their own machines. 





5. What percentage of people connected to the internet are affected with bots.


It is reported that 5% of everyone who is connected to the internet has a bot on their machine.











