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1. Introduction
The Internet has been in existence for an eternity.  In the mid to late 1980s, the Internet stopped being referred to as an internet or a series of internetworks and started to be though of as the Internet; one interconnected network.  At nearly twenty years old, the Internet is an ancient in the computing world.  Few technologies are still in use in the same form as they were when they were first implemented, however the Internet Protocol (IP) still is.  

Using an Internet protocol that was created for an older form of the Internet creates problems for two reasons.  First, the Internet was not designed to be as big as it is.  Second, the Internet was not designed to be used the way that it is now used.  This has led to two major shortcomings in the IP.  The most pressing shortcoming is that IP does have enough addresses.  There are enough addresses for all of the users that are currently connected to the Internet, but those addresses are quickly running out.  The second shortcoming is that the Internet is not secure.  These problems are going to cause huge problems for the Internet.
The looming exhaustion of all available Internet addresses is called the address “crunch.”  While this crunch is not affecting the current Internet, it will affect the Internet in just a few years.  If this crunch were to be allowed to come to fruition, who knows what could happen.  Certainly, the growth of the Internet would come to a halt.  What would the ramifications of that be?  Would the growth of the economy stop with it?  Future disasters, which are linked to the sudden halt of all Internet growth, can be avoided by making preparations for the address crunch now.  Before the address crunch happens, the addressing potential of the Internet has to be expanded.

The other shortcoming of the un-updated Internet Protocol is security.  Rather the problem is the lack of security.  The Internet is used for so much more than the simple research and military communication that it was designed for.  The Internet has become a world wide hub of commerce.  As such, some would try to exploit it for the sake of financial or personal gain.  These “cyber criminals” exploit the fact that IP does not have built in security.  While many techniques have been developed to bring security to Internet communication, none are as affective as an Internet security features within the Internet Protocol.  The Internet Protocol has to be a secure protocol before it can truly be trusted for services as sensitive as commerce.
There is a solution to both the problem of address exhaustion and security; a new version of IP.  This new version of IP exists.  Internet Protocol version 6 is the replacement for the current IP.  It promises to bring significantly more addresses and mandatory security, as well as many other features.  However, for various reasons, the new Internet Protocol has been slow to be implemented.  But now, there are enough transition mechanisms in place to allow the new Internet Protocol to begin to be implemented.
2. Background

The origins of the Internet lie in two networks; the ARPANET and the NSFNET.  Many people trace the Internet back, solely, to the ARPANET but the union of the ARPANET and the NSFNET shaped the ARPANET into the form that we see today. 
In the late 1960s, the United States Department of Defense implemented a program to create redundancy in national communication.  The segment of the Department of Defense responsible for the development and implementation of this proposed system was the Advanced Research Projects Agency (ARPA) and the network that was spawned carried the namesake of the organization which founded it.  The goal of the program was to create a nationwide packet switched communications network.  This network would be similar to a spider web in that points on the web are connected by multiple dispersed routes.  This layout would allow for multiple electronic communication routes between major US cities.  If a section of wire or a city were to be destroyed, by a Soviet attack, the flow of information between cities could be rerouted, around the hole.  Nuclear strike orders and other military communication would be able to carry on until destruction was so wide-scale that it bisected the entire communications network [
].   

ARPA’s communication network was developed in two major phases.  The first phase of development was to test the concept of a packet switched network on the scale of a room or building.  In the second phase, the network, now called ARPANET, was implemented on a large scale by UCLA, UC Santa Barbara, Stanford Research Institute, and the University of Utah, in Dec 1969.  The network connected just those four institutions at first, but it quickly grew to over thirty institutions by 1973.  As ARPANET grew, the Transmission Control Protocol and Internet Protocol (TCP/IP) suite and model were developed and implemented.  IP’s popularity grew from there when it was integrated with Berkeley UNIX.  TCP/IP became the official protocols of the ARPANET on 1 Jan 1983 [1]. 
ARPANET was widely used, by the schools and institutions that developed it, as a research tool.  The National Science Foundation was inspired by the way that ARPANET allowed institutions to it share information so easily.  The problem was that an institution had to have a research contract with the Department of Defense in order to be connected to the ARPANET.  In response to this limitation, the National Science Foundation (NSF) created a research network of its own.  Available for any noncommercial institution, this network was called CSNET.  CSNET was originally just an email server at a Cambridge, MA based company called BBN, and its popularity grew rapidly.  CSNET was popular, but the NSF wanted more [1].
In order to get the functionality that it wanted, the NSF designed what it hoped would be a successor to ARPANET.  NSFNET was faster and open to all noncommercial institutions.  By 1984, this network was operational and connected six backbone nodes in San Diego, Boulder, Champaign, Pittsburgh, Ithaca, and Princeton.  The NSFNET was designed, from the beginning, to use solely TCP/IP protocols and was wildly popular [1].
From this point, the proto-Internet evolved rapidly into its current version.  A nonprofit organization called Advanced Networks and Services (ANS) was created by MERIT, MCI, and IBM, and took over implementation of the NSFNET in 1990.  In 1991, Congress created the National Research and Educational Network (NREN) which was a faster version of the NFSNET.  In 1995, AOL bought the NSFNET and the Internet grew via commercial investments into the current Internet [1].
The ARPANET’s Internet Protocol’s fate, as the Internet’s global internet protocol, was sealed in 1983 and ’84.  This is when TCP/IP became ARPANET’s official protocol and NSFNET built its network on the TCP/IP suite.  Every version and upgrade of the Internet since then has been built for TCI/IP, and every new version of IP was an extension of the old.   Thus IP spread and was cemented as the standard for Internet communication.  Because IP has had such a ubiquitous grip on the backbones of the Internet, throughout the Internet’s various iterations, a competing standard has never emerged.  

IP was sufficient and effective, and because the Internet was in such a constant state of growth, no one really stopped to think about the ramifications of the perpetuating the current version of IP.  These ramifications will be discussed later.  Before the shortcomings of current IP can be understood, the current implementation of IP has to be understood.        
The TCP/IP suite is two different protocols which work on two different layers of the OSI protocol stack.  TCP operates on the transport layer and IP operates on the network layer.  Therefore, TCP will not be discussed any further.
2.1 IP v4 
Internet Protocol version 4 (IP v4) is the version of IP that is currently in use by the world.  IP v4 is ostensibly the same protocol as the first Internet Protocol, with only a few extensions.  It is for that reason that the issues which are about to arise from IP v4’s implementation are coming.  
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1. Visual Representation of the IP v4 packet header.  The column is 32 bits wide [
].
2.1.1 Routing

While the specifics of routing theory are outside of the scope of this paper, there are some routing services implemented by the IP v4 header that have influenced the design of the IP v6 header.  The options and padding field lets the route for the packet be specified.  The service type field lets the importance of the packet be conveyed to routers.  The time to live field keeps lost packets keeps from being routed in circles.  Also, the time to live field keeps congestion down by letting routers drop expired packets.  These features, in addition to the services listed below, have influenced the how IP v6 developed. 
2.1.2 Services

The services offered by IP v4 which are important, when looking at IP v6, are: addressing, the options field, total length, and fragment offset.  The options field has had a huge influence on IP v6.  This field has is used to pass information about the packet to the routers and destination.  These services include; identifying the payload as encrypted, mandatory routes, routers that have to be hit, recording the route the packet took, and can record the time that the packet hit the routers that it hit.  The total length field keeps information on the packet length.  The maximum size of a packet is limited by the 32 bit length of that field.  The fragment offset field is a description of where the payload of this packet belongs in a larger segmented message.  Many of these services are implemented and improved by IP v6 [1].   
2.2 The Address Problem

IP has many shortcomings because it was not designed for such long term use.  Most of those shortcomings can be fixed by software.  For example, some security issues can be dealt with by means of encryption at the application level or firewalls.  However, IP has one shortcoming that can only be dealt with by changing the protocol itself.  The problem is that addresses are running out.  
Every device on the Internet has an Internet address.  This address is a 32 bit number that serves as an identifier for both the device and the network that it is on.  

Usually, the 32 bit number is broken up into four groups of eight bits, with each group of bits separated by a period.  This is done for readability’s sake.  For example, an internet address will have this format, although it may not have these numbers: 11011010.10100101.11010100.00101011.  The address will usually also be converted to decimal.  Therefore, the previous example will look like:  218.165.212.43.  This is sometimes called the dotted octet address.  

Because the address identifies both the device and the network that it is on, for the sake of routing within a network, it is beneficial if all of the devices in one physical network share the same network address.  For this reason, Internet addresses are not sold one at a time, they are sold in blocks.  These blocks come in varying sizes and are identified by their class.  

There are five classes of address blocks. The classes are named A through E. Of those, only three classes are viable as actual addresses.  Class D addresses are reserved for multicasts and Class E addresses are reserved for experimentation.  However, classes A, B, and C are all frequently used.  Class A block contain the most individual addresses.  Usually, these are used only for huge corporations and governments, for example IBM has a class A address.  A class A address is identified by a 0 in the leftmost bit in the leftmost octet.  The rest of the leftmost octet is used for the network address and the other three octets are used for addressing the devices on that network.  This means that there are 128 class A networks, each of which has over 16 million addresses.  Class B addresses have a 10 in the leftmost bits of the leftmost octet.  The two left octets are used for network addressing and the right two octets are used for addressing devices on a network.  There are 16,384 class B networks, each of which has 65,536 addresses.  Class C addresses have a 110 in the three leftmost bits of the leftmost octet.  The three left octets are used for network addressing and the rightmost octet is used for addressing devices on a network.  There are over 2 million class C networks, each with a scant 256 addresses [
].
What does all of that garbage mean?  It means that there are only 4,294,967,295 possible addresses.  Those addresses are contained within about 2.1 million usable networks.  That number of addresses is just insufficient to fulfill global demand.

2.2.1 Cause of address shortage
The reason the Internet is running out of addresses is because the IP was designed for a much smaller network.  It was inconceivable, to the designers of IP, that ARPANET would grow into the Internet that it is today.  At a time when there was less that one hundred networks connected to the ARPANET, 2.1 million networks would have seemed inexhaustible.     
The Internet’s growth has been huge, especially in the last ten years.  As more and more devices become Internet capable, Internet addresses get used up faster and faster.  The number of devices connected to the Internet right now is huge.  Everything from PDAs to cell phones to TiVos have Internet capabilities.  On top of that, many peripheral devices like mice, keyboards, videogame controllers, and speakers are starting to be WiFi enabled.  In order for all of those devices to have Internet and WiFi capabilities, they have to have IP addresses. 
In addition to the growth of the Internet in the United States, the Internet has grown internationally.  It is the same IP address space that services the Internet in every country.  The number of countries using the Internet is growing.  India is quickly coming on-line, as are China and Indonesia.  As a result, the demand for addresses is quickly rising. 
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Implications of IP v4 addresses shortage
This rampant Internet growth means that there is a crunch coming.  Eventually, with the current version of IP, Internet addresses will run out.  Based on current trends, this could happen between 2011 and 2027, as a very conservative estimate [
].
Something has to be done to curtail the exhaustion of addresses.  The long term answer is to increase the size of Internet addresses.  If the addresses are longer, then more addresses will be available for allocation.  However, there is a short term solutions to delay the inevitable address exhaustion.  
2.2.3 Alternative solutions and ways to delay the switch to IP v6
Currently, there is only one viable option to delay the inevitable switch to IP v6; this option is to release reserved, but unused, addresses in currently owned networks.  This is impractical for two reasons.  The first is that it is unfair to the organizations that own these addresses.  Even if the addresses are bought back, these organizations will not want to give up their addresses.  This may be out of greed or out of how they have the addresses allocated across their networks.  Reclaiming these addresses is also impractical because it will be almost as difficult as switching to IP v6 to deal with the issues that will arise from having multiple networks with the same network address.  In addition to those problems, redistributing unused addresses will only delay the inevitable.  There is only one permanent solution.
3. IP v6  
IP v6 has been mentioned a couple times as a solution to the address crunch.  The question is: What is IP v6?
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IP v6 is the new version of IP v4.  At this point, the reader may be wondering, “If the current version of IP is version 4, then why is the new version of IP, version 6, instead of 5?”  There was a short lived concept of IP v5.  It was called Stream Protocol version 2 and was intended to be protocol for streaming media.  It gained enough popularity to start to be considered IP v4’s replacement, however other more effective streaming media protocols were developed and IP v5 faded away.  When a new version of IP was created, the IP v5 name had already been used, thus IP v6 was named [3].   
3.1 Introduction/Solution to Addressing Problem

Internet Protocol version 6 is the successor to the currently used IP v4.  The Internet Engineering Task Force (IETF) created this surprisingly simple and robust protocol to solve the problems of IP v4, in an effective and familiar way.  
The roots of IP v6 can be traced back to 1991.  At this time, the IETF had become aware of the looming problems with IP v4 and sought to create a new internet protocol.  This next generation internet protocol’s (IPng) development was overseen by the IPng Directorate Committee.  The committee synthesized the features of many proposed protocols with the simplicity of a, so called, Simple Internet Protocol into the Simple Internet Protocol Plus (SIPP).  The IETF declared SIPP to be the next internet protocol and christened it IP v6, in 1994 [3].  
The biggest advantage of IP v6 is that it solves the problem of the looming address shortage.  IP v6 has a much bigger address field.  The scope of which will be discussed later.  But the improvements do not stop there.  The newest version of IP also has improved security and more efficient routing.  All of these improvements come from the new header.
3.2 IP v6 Header
The IP v6 header is very similar to the IP v4 header.  Both have source and destination addresses, payload length, and version.  However, the rest of the header is different.  These differences not only solve the address problem, but also give the IP v6 packet a lot of new functionality.
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3. The IP v6 packet header. The column is 128 bits wide [2].
3.2.1 Features

This is a brief list of the new features of the IP v6 packet.  The important or relevant features will be discussed in detail later.  
· The Class field replaces the ToS field.  Other than the name, the two still operate the same.

· The Flow Label identifies the data stream that the packet belongs to.  This is useful for streaming media applications.
· The Next Header field is used for the new extendable header feature.
· The Source and Destination Fields are now both 128 bits.
· The Hop Limit field replaces the Time to Live field of IP v4, but has the same functionality [
].
3.2.2 Extendable Headers

The extendable header is an interesting addition to IP.  It allows for a packet to have multiple headers.  These extension headers contain information about the content and needs of the packet.  In IP v4, a router would have to read through the entire header to make routing decisions appropriate to the needs of the content of the packet.  This has been simplified by adding the extension header.  Currently, there are six types of extension header, of which, two are solely for security.  
These are the current extension headers with a brief description of the services they render.  
· The Authentication Header is used to provide packet authentication information.  This extension header is a large part of the new security features offered by IP v6.

· The Destination Options header carries information for the destination.  This extension is not relevant to routers.  Thus, it can be ignored by every router along the packet’s path.  This will decrease a packet’s propagation delay.

· The Fragmentation Header takes over the fragmentation features of IP v4.  Unlike IP v4, fragmentation is done solely by the source and destination routers, not by intermediate routers.  If a packet gets to an intermediate router and is too big, it is simply dropped.
· The Hop-by-Hop Header is a versatile extension header.  It is used to pass information directly to routers.  This allows for bandwidth reservation and something called a jumbogram (jumbograms will be covered later).  

· The Routing Header is used to pass information about the packet’s route directly to routers.

· The Security Header identifies the packet as a packet with an encrypted payload [3].
3.2.3 New IP v6 Addressing

The new addressing is the real impetus for the creation and implementation of IP v6.  
3.2.3.1 Overview
Perhaps, this is the most intuitive solution possible.  If the address field was too small, make it bigger.  This solution is similar to the solution implemented by the telephone industry.  If there are not enough numbers, make the numbers bigger.  The telephone system went from Klondike 2252 to a seven digit number to the up and coming ten digit number.  Likewise, the IETF just increased the size of the address field from 32 to 128 bits.  In the future, that may need to be increased again.  However, that will not likely be soon.
IP v6 has the capacity for significantly more addresses than IP v4.  IP v4 has an address field 32 bits wide.  This means that IP v4 can have a maximum 232 possible addresses.  232 comes out to a little over four billion possible addresses.  This pales in comparison to IP v6’s maximum 2128 possible addresses.  The math on that comes out to about 3.4 *1038 addresses.  An impressive number.
3.2.3.2 Mechanics

What does an addressing system that contains enough addresses to assign 1024 addresses to every square meter of the Earth’s surface look like? The new addressing system is actually very similar to the old IP v4 system.  Like the IP v4 system, IP v6 addresses are rewritten for readability.  The 128 bit IP v6 address is written as a set of 8 groups of 4 hexadecimal numbers.  Each of these groups is separated by a colon.  For example, an address would have this layout: A045:0000:0000:0000:0000:ABCD:1234:5678.  For the sake of simplicity, consecutive groups of zeros can be rewritten using a double colon, so the previous address can be rewritten as A045::ABCD:1234:5678.  However, only one set of consecutive groups of zeros can be shortened.  For example, the address A045:0000:0000:ABCD:0000:0000:0000:5678 could not be rewritten as A045::ABCD::5678, because it is ambiguous.  It would have to be shortened to A045:0000:0000:ABCD::5678 or A045::ABCD:0000:0000:0000:5678.  A group of four zeros can be rewritten as just one zero and leading zeros in a group can be ignored.  For example, A045:0000:0000:000A:0000:0000:0123:5678 can be rewritten as A045:0:0:A::123:5678 [3].  
Currently 15% of the address space is reserved for various functions and compatibility for other systems like IPX.  The other 85% of the 3.4*1038 possible addresses are reserved by the IETF for use by the public [3]. 
Like IP v4 the IP v6 address space is subdivided; in this case it is divided into 22 types of addresses.  Also, like IP v4, the types of addresses are designated by the leftmost bits.  These distinguishing bits are similar to the leftmost bits in IP v4.  While the identifying bits in IP v4 are the first three (four if you count multicast addresses), IP v6 address types are identified by the first ten bits.  The three most important address types are: unicast, anycast, and multicast.  Unicast addresses specify a single host.  Anycast addresses identify one of the devices in a work group, but not a specific device.  Multicast addresses identify all of the devices in a workgroup.  The other types of addresses are mostly in the 15% of addresses reserved for special purposes [3].

While the increased address space is the most immediately important new service of IP v6, it is not the only one.  Other new services of IP v6 have already been briefly addresses in this paper; they will now be discussed in more detail.  
3.3 New Services

IP v6 offers new services and improvements on existing services from IP v4.  There is more to this protocol than just a larger address field.  The header extension field has already been briefly discussed.  This field is very important to the other new services offered by IP v6.  The option to include extension headers allows IP v6 to offer a many services without becoming a cumbersome protocol.  The most interesting of the new and updated services offered are related to routing and security.
3.3.1 Routing

While the method by which packets are routed will not change much with the introduction of IP v6, the protocol will gain more control over how its packets are routed.  This new control is implemented by the hop by hop, destination options, and fragmentation extension headers.   
3.3.1.1 Hop by hop

The hop by hop extension header is interesting because it provides a means for two different services.  The hop by hop extension allows for the creation of jumbograms and bandwidth reservation.  Bandwidth reservation is achieved by implementing the RSVP protocol within the hop by hop extension header.  
The maximum packet size of an IP v6 packet is limited to 64KB because the payload length field is 16 bits.  However, the hop by hop extension allows the packet be bigger than 64KB because the actual size can be written in the extension header, where there is more room.  These big packets are called jumbograms or jumbo packets [3].
3.3.1.2 Destination Options

As the name implies, the destinations options extension header provides information to the packet’s destination.  The interesting thing about this is that it lets the sender send information directly to the receiving end.  That means that the routers on route do not look at the destination extension header.  This means that routing can happen faster because routers will not have to parse through the irrelevant destination options.  The end result of this is less delays in propagation.
3.3.1.3 Fragmentation

The fragmentation extension header is an improvement over the fragment offset field of an IP v4 header.  The fragmentation extension incorporates the fragment offset feature and adds additional information to it.  Data about the whole sequence of fragments can be sent in this header.  This extension also sends the last bit of the last fragment and the identifier of the original packet.  These features make routing, fragmentation, and reassembly faster because there is less computation for the routers to do.  The end result is speed [3].

3.3.1.4 Routing 

The routing extension header is the new feature that has the closest relationship with the actual routing of a packet.  This extension takes over some of the services offered by the options field of the IP v4 header.  The main service offered by this extension header allows the route that the packet takes to be specified.  The entire route or just routers that the packet has to hit can be specified by this extension header [3].  
3.3.2 IP Security

The field of Internet security is becoming a very important issue.  Not only is the Internet being used more and more for entertainment, it is being used for commerce.  Before save and trusted Internet commerce can exist the network has to be secure.  IP v4 has seen problems with network security.  Attackers take private data out of IP traffic and directly from devices themselves.  A need for a secure Internet is apparent now, but this was not always the case.  
When ARPANET was created, these problems did not exist.  ARPANET was a created for military use and there was no public access.  For these reasons, IP v4 is lacking in the security department.  The only security feature of IP v4 is the encrypted option in the options field.  The result of this is that security has become the responsibility of the application layer.  This has lead to the inception of IP Security (IPsec).  If security was handled by the network protocol itself, the resulting network would be a much more secure network.  This need for security has to be addressed before safe digital commerce can truly exist.  With the IPsec features of IP v6, this goal is much closer.
Unlike IP v4, where security is addressed at the user’s discretion, in IP v6 security is mandatory.  The new tools that are used to implement the new security features are the previously mentioned authentication and security extension headers [6].  
These tools aim to provide security with three assurances.  The data will remain secret, uncorrupted, and authentic.  IPsec ensures that the payload data of a packet will remain secret between the source and the destination.  The payload data will also arrive at its destination uncorrupted.  That is, the data will be the actual data sent by the sender and will not be tampered with by third parties.  IP v6 IPsec will also ensure that the sender of a packet is actually the true sender.  These features of IP v6 are huge steps towards true IP security [
].  
IPsec relies on many tools built into the security and authentication extension headers.  The security header takes over the duties of the security option in IP v4.  That is, the security extension header specifies the encrypted status of the packet’s payload.  The rest of the new security features of IP v6 are provided by the authentication header.  The three most intriguing of these are the security parameter index, the sequence number, and the authentication data field [6].  
3.3.2.1 Security parameters index
When IPsec is used, there are a lot of security parameters in use.  The particular parameters in use by a connection are called the Security Associations (SA) and they include data like sender and destination IP addresses, encryption scheme, and encryption key, among other parameters.  Once the SA are agreed upon by both parties, a security parameter index (SPI) is assigned to them.  The value of the SPI is chosen arbitrarily and is used to identify the parameters that are in use without having to explicitly send them.  This value is a field within the authentication header and the value assigned to is arbitrarily chosen by both ends of the connection.  This field allows the receiver of a packet to know how to handle it by referencing the SPI.  Think of this like a variable that references the security features that are in use in the connection.  This feature serves to ensure that the secrecy, integrity and authenticity of the data remain uncompromised [6].   
3.3.2.2 Sequence number

The sequence number is interesting because it is basically just a counter assigned to the SA.  An incrementing value is placed inside the SPI of every packet sent.  Thus, every packet sent, by a sender, will have a sequence number one larger than the last packet sent.  When a packet is received with a repeated sequence number, it is discarded.  This feature ensures that the integrity and authenticity are intact [3].   
3.3.2.3 Authentication

The authentication field does exactly what its name implies; it ensures a packet’s authenticity.  The contents of the packet’s various headers and payload are hashed together and that value is stored in the authentication field.  Header fields that remain unchanged over the course of the packet’s propagation are the only values used to create the hash value.  This means that if the source or destination IP address or the payload of a packet has been changed, the value in the authentication field will not match the hash value calculated by the receiver, and the packet will be dropped.  This feature ensures that the data will remain uncorrupted and that the packet is authentic [3].
4. Integration Issues
All of the new features of IP v6 are impressive and necessary; however the task of implementing IP v6 is truly daunting.  How do you implement a new protocol on the entire Internet?  This is an especially hard question to answer because IP v6 is not backwards compatible.  The nature of IP v6 is as a replacement of the IP v4 protocol not an extension of it.  That means that current equipment and software are incompatible and have to be entirely replaced.  As a result, there are huge financial and logistical issues that stand in the way of the IP v6 switch.   
4.1 Cost
The issue that the debate about the switch invariably comes back to is the cost of the switch.  New hardware and software cost money.  Look at all of the devices on the Internet.  Not only will hosts have to be assigned new addresses, but their operating system will have to handle IP v6 addresses.  Currently, Windows XP only supports IP v4 DNS queries [
].  On top of XP, all of the old Microsoft and UNIX operating systems will have to be patched to handle IP v6.  Every router will have to be replaced with an IP v6 compatible router and routers that currently support IP v6 will have to be reconfigured.  Every switch will have to be replaced or reconfigured.  Servers will have to be updated, too.  This means a lot of money for everyone involved.  Not only does this mean money, this means a lot of time and labor [
].
4.2 Address Incompatibility

The reason that everything is going to have to be updated is because the IP v4 and IP v6 addressing schemes are different.
4.2.1 Description of problem

In the end, the cause of all of the incompatibility is because the IP v6 address replaces the IP v4 address.  If IP v6 was merely an extension, this would not be the problem that it is.  In order for a device to work on an IP v6 network, it has to use the IP v6 protocol.  The same is true for IP v4.  So an IP v6 packet cannot traverse an IP v4 network.  This means that any entity that acquires an IP v6 address can no longer use IP v4 equipment, software, or the IP v4 backbone.  For this reason, there has been no rush towards IP v6 because it is nearly unusable [8].

An excellent example of this is evident in the DNS system.  It has already been mentioned that XP cannot handle IP v6 DNS requests, but the confusion is even stronger than that.    
4.3 DNS

The Domain Name Service is the service that translates word based domains into numerical addresses.  For example, when web browsing, a user types the name of a website into a browser.  The operating system then requests the IP address from the DNS.  The DNS returns that address and the web browser uses that address to access the web site.  The DNS uses something called an “A” record to do this.  The “A” record contains the address information about a particular domain [
].  
The problem with this is how the DNS service has been modified to handle IP v6 resolution.  DNS resolution for IP v6 is handled by the IP v6 version of an “A” record; called an “AAAA” record.  Because IP v6 does not extend the IP v4 address, a separate set of records have to be made for IP v6 resolution.  This becomes a problem when a domain has both an IP v4 and IP v6 record.  When this happens, the “A” and “AAAA” records are both returned.  This can lead confusion.  If a host requests a domain resolution from a local DNS and that DNS has to request a domain resolution from a higher DNS, there can easily be confusion as to which address to use.  This is a seemingly small problem, but it is one that will need to be addressed before IP v6 can experience full scale implementation [9].  
4.4 Solutions

So it would seem that IP v6 will not see any implementation until there is wide scale implementation.  It is a chicken and the egg situation.  No one wants to make the investment to upgrade to IP v6 because that system would then be separated from the current Internet.  But, as long as there is no IP v6 Internet to connect to no one will take the first steps and upgrade to IP v6 so there will be no IP v6 Internet.  

There is a technique that attempts to keep IP v6 users from being left hanging.  If Internet entities can be upgraded to IP v6 and still maintain a connection to the IP v4 Internet, then change can occur slowly.  Such a method would let the Internet naturally transition to IP v6, as various services and equipment were upgraded.  Fortunately, this problem has been solved.  The technique for letting IP v6 packets traverse the IP v4 Internet is called tunneling.  
4.4.1 Tunneling

Tunneling is the method for uniting the IP v4 and IP v6 networks.  This will allow the IP v6 infrastructure to come online without isolating said infrastructure.  How does this work?  Encapsulation.  The IP v6 packet is just encapsulated into an IP v4 packet.  
The process is simple.  When an IP v6 packet needs to use IP v4 infrastructure, the entire IP v6 packet is inserted into the payload of an IP v4 packet.  The IP v4 packet makes its trip and the IP v6 packet is extracted from the IP v4 payload at the other end.  In some cases, the IP v6 packet will need to be fragmented in order to fit inside of the IP v4 payload.  Encapsulation can be done at various points throughout the packet’s path, because the tunnel can be built in several places [9].
The tunnel can be built between two routers, two hosts, or a router and a host.  The most common place that a tunnel is built is between two routers.  In this situation, the end networks are using IP v6 and the Internet is IP v4.  When an IP v6 packet reaches the end of the source network, the gateway router encapsulates the packet into an IP v4 packet, fragmenting it if needed, and sends it off.  On the destination IP v6 network, the edge router will strip away the IP v4 packet, reassemble if needed, and send the IP v6 packet to its destination.  When tunneling between hosts the IP v6 packet is encapsulated by the source host, traverses an IP v4 network, and is extracted by the destination host.  Tunnels between hosts and routers are less frequent.  In this case, a tunnel is established between a host and some intermediate router.  If a host on an IP v4 network knew that a packet’s destination was on an IP v6 network, the host could create an IP v6 packet, encapsulate it in an IP v4 packet, and send it over the IP v4 network.  When the packet arrived at the IP v6 network, the edge router could extract the IP v6 packet from the IP v4 packet [9].  
Tunneling provides a tremendous service for the development of IP v6.  This process is the necessary transition medium to develop IP v6 networks and infrastructure before the address crunch comes to a head.     
5. Conclusions

There is no doubt that IP v4 will soon need to be replaced.  It is an old protocol that does not address the current needs of the Internet.  The viable addresses allowed for by IP v4 are nearly exhausted and IP v4 is not secure.  These problems exist and they need to be fixed soon.  With the development of the Global Internet, the consumption of addresses is only increasing.  As the amount of commerce over the Internet increases, the demand for a secure Internet will increase.  Perhaps, the demand for security will prompt the upgrade of the Internet before the address crunch really hits.

IP v6 solves both of the problems of the current Internet.  IP v6 provides an enormous capacity for potential addresses and built in security.  It does this in a simple and effective way.  IP v6 provides both of these services through the use of the new IP v6 header.  The real beauty of the new IP v6 header lies in the use of extension headers.  Not only do extension headers provide security and routing tools, they also provide the potential for the growth of IP v6.  If a new feature needs to be added to the protocol, it can be added simply as an extension header.  This means that the IP v6 protocol will be around for a long time.  Unlike its predecessor, IP v6 will be flexible enough to adapt to the needs of the future.  But, IP v6 has to be implemented first.
The reason that IP v6 has not been implemented yet is because IP v6 replaces IP v4.  Because IP v6 does not extend IP v4, they are not compatible.  That means that users have been reluctant to upgrade to IP v6, because they do not want to isolate themselves from the current IP v4 infrastructure.  However, tunneling has recently become effective enough to be a viable transition mechanism between IP v4 and IP v6.  Now that there is an effective transition mechanism, wide scale implementation of IP v6 will begin to occur.  

Wide scale implementation of IP v6 is on the verge of beginning.  This is a very important thing for current and future Information Technologies professionals to be aware of.  Just like the Y2K retrofitting, there will be a huge demand for professionals who can implement and maintain IP v6 networks.   That means that there will be a huge job market for IT professionals who are prepared to deal with the switch.  
IP v6 is the next phase of the Internet.  Anyone who is not ready will be left behind.  On the other side of that coin, the work done in this field may never be noticed by the average Internet user.  The average Internet user may only realize that the Quality of Service of the Internet just got better.  

6. Appendix

Review Questions

1.
Why is switching to IP v6 necessary?

A.
It is necessary because the number of available IP v4 addresses is running out.

2.
Is there a solution to the address crunch, other than IP v6?

A.
Yes, there is a short term solution.  Redistribute currently owned, by unused, IP v4 addresses.

3.
How does IP v6 addressing work?

A.
The new addresses are 128 bits long.  They are written as 8 sets of 4 hexadecimal characters separated by colons.   

4.
What is one new feature of IP v6?

A.
Built in security.

5.
What new feature of IP v6 allows it to offer security?

A.
The extendable header feature of IP v6 allows security to be implemented through extended security headers.

6.
What technique will allow IP v6 to run over the IP v4 infrastructure?
A.
Tunneling.  Tunneling allows IP v6 packets to traverse the IP v4 infrastructure by encapsulating the IP v6 packet in an IP v4 packet.
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