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1 Introduction

Radio Frequency Identification or RFID is an automatic identification method that uses radio waves.  It was explored in the early 1900s but has just recently become practical.  The system consists of tags sometimes called transponders, made of silicon that can store and remotely receive and send data.  Other components include tag readers, edge servers, and application software.  The chips are small enough to be able to be attached to products, animals, cars, and even put into humans.  Information is collected and transferred into database software on a computer.

RFID can be applied in many situations.  For example, it is used to track animals, shipments, kids on a ski mountain, and can be attached to prescription bottles for the visually impaired.  It is also used to control inventory, make payments, and it can be used for security issues.  

There are still controversies over some of the uses of RFID.  One of the biggest controversies is the use of RFID in humans, which brings up many biotech and privacy issues.  Someone could scan a tag without the owner’s knowledge, and obtain personal information.  

In the future RFID tags will be smaller and almost invisible.  Tags will be placed in almost everything that is sold from stores.  Companies will be able to track where the greatest demand of goods is and then send out the items according to that information.  Another feature that RFID tags will have in the next few years is SatCom, which is satellite communications.  The future of radio frequency identification is wide open and the use of RFID tags is beginning to take off around the world.1
2 Background

RFID started during World War II when Great Britain attached transponders to their aircraft so they could tell the difference between “Friend and Foe” aircraft.  Each British plane was equipped with a transmitter that broadcast a radio signal back to radar stations on the ground so that “friendly” planes could be identified.  This was called the IFF system and it was the very first known use of RFID technology.  The United States government used RFID in the late 1960’s and early 1970’s to detect materials coming and going from government sites.  The first United States patent for RFID was granted in 1973.2
2.1 Development

In 1948 Harry Stockman wrote a paper titled “Communication by Means of Reflected Power” where he predicted that, “…considerable research and development has to be done before the remaining basic problems in reflected-power communication are solved, and before the field of useful applications is explored.”1  The actual development of RFID began in the 1980’s and early 1990’s when the technology started to become cheaper and when manufacturers realized how accurately it could track moving objects.2  Not only did the cost decrease but also the technology used with RFID became more advanced which opened the market of the future.  “Up to now, it [RFID] has been too expensive and too limited.”  “…Investments are usually made in closed loop systems.”1 This slowed the development of RFID for many years.  It meant that if company A put an RFID tag on a product, it couldn’t be read by company B unless they both used the same RFID system from the same vendor.  This type of marketing was good for the original developer but it slowed the overall research and development of the product.  Now that the technology is available in an open market, many more companies have been working to develop and improve products.

2.2 Why RFID

RFID and barcodes do similar things.  The big difference is that bar codes have to be scanned by a human in the line of sight, which allows room for error.  Also, bar codes can get torn, ripped, or just not scan which can all be eliminated by the RFID system.  RFID can be thought of as barcodes on steroids.  It is quick and efficient and there is no error because all of the scanning is done by readers.1  RFID allows companies to do many things easier than before.  Examples include controlling inventory, tracking products and fast payment systems.    

3 How RFID works
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RFID is a data collection technology that uses electronic tags to store information and a wireless transmitter or reader to capture the information. [image: image1.png]dnbenna Aeager
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 It consists of three main parts; a tag often called a transponder that contains a digital memory chip, a reader that is sometimes referred to as an interrogator that decodes the data encoded on the tag and a computer with Physical Markup Language software. See figure 1.  Information passes from the tag to the reader and then to the computer where information is interpreted and put into a database.3
3.1 Tags

Tags are made up of three different parts; a silicon chip that holds information, an antenna that transmits information to a reader, and the packaging which allows the unit to be attached to a physical object.4  See Figure 2.
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Tags can be passive, semi-passive or active.  They can be made to be WORM, which stands for write once and read many or they can be made to be rewriteable.  Chips in the tags are small circuits that hold information about the product it is attached to.  Information is transmitted from a tag to the interrogator in rows of numbers and characters.4 See Figure 3.  [image: image2.png]Electronic Product Code
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 A 96-bit EPC (which stands for Electronic Product Code) numbering scheme on a tag is made of four character sets of different lengths that are separated by periods.  The first section is a header, containing 8 bits that determine the structure of the series of numbers that follow.  The second section is a domain manager of 28 bits that identifies the company or entity responsible for maintaining the numbers that follow.  The third section is the object class identifier of 24 bits that is used to identify an object class representing a group of products.  The fourth and last section is a serial number of 36 bits that uniquely identifies the object.4 

3.1.1 Passive tags

Passive RFID tags have no internal power supply and no transmitter and therefore can be very small.  They consist of a microchip attached to an antenna.  Passive tags get power from an electrical current coming from radio waves that are emitted from a receiver.  The antenna must be able to collect both power and information from the incoming signal.  It also needs to be able to send out information.  The tag is powered up by a radio wave hitting the tag that provide just enough power for the CMOS integrated circuit in the tag to be able to respond.  Most passive tags communicate by backscattering a signal coming from a reader.  Backscattering means that the antenna can collect power from the incoming signal and transmit an outbound signal at the same time.  In addition to an ID number, passive tags can contain nonvolatile EEPROM (Electrically Erasable Programmable Read Only Memory) for storing data.2  

3.1.2 Semi-Passive tags

A semi-passive RFID tag is similar to a passive tag but it contains a small battery in the chip that allows the chip to receive constant power.  The power is used only to activate the circuit in the chip and isn’t used to send back data.  A signal sent to the reader is powered by the reader itself.  Semi-passive tags respond faster than passive tags and have stronger signals than passive tags. 3  

3.1.3 Active tags

Active tags constantly send out signals.  These tags contain an internal power source that powers the chip and sends and receives data from a reader.  The tags are about the size of a coin and are larger that passive tags.  Active tags have longer read ranges and larger memories than passive and semi-passive tags and they have the ability to store information sent by a transceiver.
  They are divided into two types: active transponders and active beacons.

3.1.3.1 Active transponders

Active transponders are woken up when they receive a signal from a reader.  This saves battery power because it only broadcasts when it is in range of the reader.  At other times there is no communication.  One of the biggest uses of active transponders is in payment collection and checkpoint systems.

3.1.3.2 Active beacons

An active beacon tag is a real-time locating system (RTLS).  These tags send out a signal with a unique identifier at pre set intervals.  This can vary from every day to every second.  These are often found in tags that contain sensors that send information at various intervals such as temperature readings, elevation readings, and acceleration or deceleration.3
3.1.4 Read-only and read/write tags

Read/write tags allow information to be added to a tag or written over the information already stored on the tag.  These tags contain a permanent serial number that can’t be written over.  A read-only tag can only be read, is more expensive, and can never have the information on it changed much like the ROM memory of a computer.  Read-only tags usually have information imprinted on them during the initial manufacturing process.  However, sometimes they are produced with only the serial number imprinted and the purchasing company adds specific information at the final destination.  Tags clipped to merchandise in a clothing store are examples of read-only tags.  If an item is stolen without the tag being removed, a reader at the door sends out a signal.  These tags are often just single bit tags that cannot be written on.  The clothing store, Gap, uses RFID to tag clothing and to track product movement through the supply chain from creation to the individual stores where it is used to prevent shoplifting.  The tag that Gap uses is a passive 13.56MHz read/write tag that is used to provide better customer service, improve inventory management and to increase supply chain efficiency.4
3.1.5 Tag frequencies

Sets of RFID readers and tags must be tuned to the same frequencies so that they can communicate information back and forth.  RFID tags can use low, high, and ultrahigh frequencies.  These are all radio frequencies which are long wavelengths found at the end of the light spectrum beyond visible red light.
  Not all of the countries around the world use the same frequencies.  The Untied States uses a UHF standard that in France interferes with military bands.  Some countries have no regulation for the use of UHF and in these countries a site license is normally required.  The license is issued and monitored locally.  In Australia an unlicensed frequency of 918-926 MHz is used and there is no restriction for transmission power.  This transmission power is on an ISM (Industrial Medical Scientific) band.4
3.1.6 High and low frequencies 

Tags use different frequencies depending on what they are going to be used for.  Low frequency tags are much cheaper, and use less power than the ultrahigh and high frequency tags.  They are better at penetrating non-metallic materials.  High frequency tags have shorter read ranges than ultrahigh frequency tags.  The shorter distance prevents the unintentional reading of RFID tagged items.
  The most common frequencies used with RFID are the low frequencies around 125KHz, high frequencies around 13.56MHz, and ultrahigh frequencies or UHF that are around 850-900MHz.  Occasionally microwaves of 2.45GHz are used.  Waves behave differently at different frequencies, so companies must choose the right frequency for each application.1  

3.1.6.1 Standards 

There is no global public body governing RFID frequencies. Currently low frequency (LF: 125KHz) and high frequency (HF: 13.56MHz) can be used globally without a license.  Ultrahigh (UHF:  850-900 MHz) frequency usually requires a license.   Each country has its own law about frequency use.  However, global conferences are now being held to try to standardize RFID.4  A European Commission (EC) is holding numerous meetings and workshops to discuss RFID standards and 146 countries, including the United States, are meeting in Switzerland to develop universal standards.2  This is important if RFID is to be used successfully in a global economy.  For example, if airlines use RFID tags to track luggage on international flights, the frequency used must be the same at all airports.

3.2  Readers

Readers, also called interrogators, send out electromagnetic waves. When these waves hit the antenna on a tag, a magnetic field is created.1  When the wave reflects back from the tag it is converted into digital data. 

Some interrogators can read a tag, communicate its exact location and produce informative data in around 250 milliseconds.  Others have the capability of reading data from 200 tags in one second.5
Occasionally there are collision problems or multiple read problems with the readers or tags.  In a reader collision the problem occurs when a signal from one reader interferes with the signal from another reader where coverage overlaps.  This can be prevented by using TDMA, which stands for time division multiple access. TDMA means that readers are active at slightly different times.  Another problem can occur if interrogators read at different times because each one might read every tag resulting in duplicate readings of individual tags.  To solve this problem, the system must be programmed so that after a tag is read, it cannot be read again.1
Tag collision occurs if an interrogator reads too many tags a one time which jams the system.  If multiple chips reflect back signals at the same time it confuses the reader.  Vendors have developed systems that allow tags to respond to an interrogator one at a time.  The system actually causes readings to be taken just milliseconds apart.  However, it appears that all tags are being read simultaneously.1
The next generation of interrogators will need to be smarter, and to be able to filter, and process RFID data in the field.

3.3  Computers and software

Middleware is software installed on a computer that can decode RFID data sent by a reader.  After being decoded by middleware, the data can be used in a database program.  One problem with RFID data is the enormous amount of data that can be collected from each tag.  Middleware and database programs must be able to filter this data in order for it to be useful.6
3.3.1 Middleware 

Middleware is software created to link separate systems and allow them to communicate.
  It is the software found between the RFID hardware and the back-end or application software.  It takes data from the RFID interrogator (reader), and filters it, then routes the data to the software application on a computer system.  Middleware is decreasing in price.  A few years ago it sold for over $125,00 per installed site.  Now it can be purchased for $5,00 to $20,000 and the software is able to run most RFID applications.  The price drop is a result of clients refusing to pay high license fees.5  Some are making there own middleware in-house. 

3.3.2 Database software

Many software companies are jumping on RFID and using the technology to expand their markets.  Oracle, SAP 3, Sun’s SunOne, and IBM’s DB2, are just a few of the database programs that are being used with RFID.
  Once information is transferred from a reader into a database, companies can use the information in many different ways.  For example, a company might use information to improve its understanding of supply and demand for a product in one area or all over the world.  

3.4  Costs

RFID costs vary with the type of tag used and what it is expected to do.  Readers vary in price depending on how far the read range is and the speed of the reader.  Once the information is transferred into data by middleware software, any computer that has database software installed can use the information.  Companies are finding that the benefits of using RFID outweigh the expenses.  For example, to deter shoplifting, stores attach radio tags to clothing.  The cost of a tag is much less than the loss of the value of the merchandise.  If food is kept from spoiling because a sensor tag is used in shipments, produce is not wasted which can be costly.5 

3.4.1 Tags

Tags vary in cost because each tag type has a specific frequency that requires different technologies.  The various frequencies send information at different speeds.  Cost also depends on the structural needs of the tag.  Some must be durable and others might require sensors or special applications.5
3.4.1.1 Passive tags

Passive tags cost between $.20 and $.40 and do not require maintenance.2  These tags are lower in price because they do not contain batteries.  Because of the lower price, most of the tags in use today are passive.  An interrogator sends power each time a reading is needed.  The 96-bit EPC (electronic Product Code) tag costs about the same a passive tag.2
3.4.1.2 Semi-passive tags

Semi-passive tags cost around $1.00.
  The added expense is due to the battery required in each tag.  The battery does not run continuously and when it looses power the entire tag must be replaced.

3.4.1.3 Active tags

An active tag costs between $10 and $50 depending on how much memory it has, the battery life required, if it has an on-board sensor, and its durability.  The thicker the tag, the more durable the housing and the more expensive it is.8  Active tags require constant battery power, which increases the cost of each unit.

3.4.2 Readers and computers  

The cost of readers varies depending on the speed and read range of the reader.  Most UHF readers now cost between $1,000 and $3,000, depending on the features in the device but the price of readers is expected to fall as companies purchase them in large volume.  Companies may have to buy each antenna separately, along with cables.  Antennas cost $250 and up.  Low- and high-frequency readers vary in price depending on features.  A low-frequency reader model (a circuit board that can be put into another device) can cost under $100, while a fully functional standalone reader can cost $750.  High-frequency reader modules cost from $200 to $300 and the standalone readers will cost about $500.9
 Once information is sent out from a reader it goes to a computer, which can be a home or office computer.  Middleware software then transfers data into a database program capable of managing the information received.
  Middleware software was very expensive until just a few years ago.  It used to cost about $125,00 for a license.  Now RFID middleware costs between $5,000 and $20,000 and will run with most RFID applications.

4 Current uses
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Today RIFD systems are used for a number of different things like inventory control, tracking, implants, and security.  RFID is becoming more popular every day and more uses are being invented all the time.  Current uses include inventory, tracking, fast payments, and safety and security improvements. 

4.1  Inventory

One of the biggest retailers, Wal-Mart, uses a UHF Gen2 tag to control inventory in its stores and warehouses.  Wal-Mart wanted a low cost, read-only tag and infrastructure to identify goods.  Plans are to tag everything that goes into the stores.  An interrogator will read each product RFID tag when it leaves the store, which means that a computer system with database software will do all of the inventory control work.
 

The Department of Defense use RFID to track value assets around the country and around the globe.  The Navy has developed a tag that passes information from one tag to another until the data reaches the last transponder, which then communicates with a single reader.
  The Department of Defense has to use very low power tags because high power electromagnetic emissions can set off explosives.  

4.2 Tracking

Many companies use RFID for tracking products.  Not only can they track products but if sensor equipped tags are used, they can record other information such as temperature, elevation, light, sound and acceleration. 

Private companies are not the only businesses using RFID for tracking.  The government now uses RFID to track supplies around the world and the military has used RFID in bees in Afghanistan to find landmines in fields.  Miniature tags are attached to bees so that their movement can be tracked.  “A researcher at DARPA (Defense Advanced Research Projects Agency) trained bees to associate the smell of explosives with food by putting tiny traces of TNT in a sponge soaked with sugar.”
  When the tagged bees landed on an explosive, the location was communicated via the RFID tag.

Wine companies are placing RFID tags into wine corks. See Figure 4.  This allows a manufacturer, distributor, or retailer to know how much is sold and the location of the sale.
  The chip that wine manufacturers use is 13.56 MHZ and it holds approximately 1,024 bits of memory.  This chip not only allows the manufacturer to see where each product goes, it also provides information to potential store customers.  This information can be accessed by scanning the RFID tag in the cork of the wine bottle with an RFID enabled cell phone.  All the information will be shown on the cell phone screen including bottling date, type of grape, alcohol percentage, as well as other characteristics about the wine.13 

4.2.1 Items

Libraries are beginning to use RFID tags to track books.  See figure 5.  Books are tagged with a two-inch by two-inch tag, and readers are placed in locations around the library.  The main reader at the front desk and the book drop readers cost between $1,500 and $2,500 per unit.  Long-range readers costing around $3,000 can be located at the exit doors.  A library needing a self-checkout system can purchase a unit costing between $20,000 and $25,000.  The number of readers and tags affect the price of the main server.  The more readers and tags needed, the more powerful the server must be.  A basic server costs between $10,000 and $15,000.  With RFID technology libraries do not have to use barcode systems and they know exactly what leaves the library.
   One of the benefits of using an RFID system is that libraries do not have to employ as many people since clients can use the self-checkout system.  Inventories will also be automated and require fewer employees.  In the long run the system is more efficient and saves money on payroll expenses. 

European airlines have begun tagging luggage with RFID tags because of the rising cost of claims for lost bags.  This replaces bar codes, which are only 80 percent accurate and can get crumpled or lost.  Airlines are currently losing about 12 bags per 1000 passengers. 
  According to “99.7 The Point” radio station in Durango, Colorado, airlines in the United States lost over 30,000 bags in 2005 and around 12 percent of those bags where never found.  The Las Vegas Airport now uses passive RFID tags at 902-928 MHz to track baggage.  When the system was put into place accuracy increased from around 80 percent to 99.5 percent.3  

Tags are being placed on prescription bottles to aid the visually impaired.  A tag contains the drug name, instructions and any warnings.  Information is read by a battery powered talking reader.  The Department of Veterans Affairs Outpatient pharmacies are now using this RFID technology.2
4.2.2 Humans

RFID played a big part in helping to identify the dead after Hurricane Katrina. A tag was implanted in the left shoulder of each dead body.  The tag was encoded with a 16-digit number that held information about identification marks such as height, weight, hair, eyes, and clothing. This information was input into a computer system to make sorting and identification easier.  A coroner from Harrison County, Mississippi, Gary Hargrove, commented on how important it was to “use the chips to speed up the process in the wake of the tremendous loss of life”.

Keeping track of a child in a large park or on a ski mountain can be difficult.  RFID tags are now used to help parents keep track of their children.  If a young skier gets lost, the parent is able to find the child if he or she is wearing an RFID tag.  Steamboat Springs Ski and Resort Corporation in northwestern Colorado uses this system to help skiers keep track of others in their party.  This system not only allows skiers to track people in their group, but also helps Steamboat Springs Resort identify new revenue opportunities.

4.2.3  Animals

RFID systems are used to track animals for many different reasons.  One is to protect animals from contagious diseases.  Another is to follow newly released animals.  In Colorado RFID has been used to track two different animal groups.  The Department of Wildlife has a project to restore lynx into the wild in Colorado and is using RFID to track lynx movement.
  Also in Colorado, the state wildlife department tagged approximately 130 elk to track migration as well as to track the spread of chronic wasting disease, which is a degenerative neurological illness that has been found in Colorado and other states.
  By tagging the elk and tracking their movements, biologists can see if a heard has been exposed to diseases, which can mean destroying or saving the animals.  

RFID tags are beginning to replace identification collars for pets.  These are low frequency tags that are implanted into pets so that they can be returned to their owners if lost.  The tags could also be programmed with more information than a normal pet collar would carry.2
4.2.4 Food Supply

In the United States the FDA wants to tag all stages of food as it passes through the food supply chain including tagging each animal that is raised for food and then tracking where that animal is shipped to.  By using this tracking the FDA can more easily recall infected or contaminated food anywhere through the supply chain.16  By tracking cattle from birthplace to where the beef is sold in stores around the country, the government could stop the sale of infected food that might be contaminated by Mad Cow Disease. 

4.2.5 Payments
Special credit cards contain embedded RFID chips.  With this type of payment there is no need to swipe a card.  The user just moves the card within range of a reader to pay for an item on the way out the door.  McDonalds is an example of a business that uses RFID cards for payment.   Over 25,000 merchant locations now are accept RFID enabled payments.

Not only can payments be made in a store but payments can also be made on a toll road without stopping cars at a pay booth.  Many toll roads use a fast pass system, which is an RFID passive tag that is placed in the window of a car.  See Figure 6.  When the car is driven through a tollbooth on the road the driver just keeps driving.  As the car passes through the toll booth a reader which has a read distance of about 17 feet can read the car tag even when the car is traveling at speeds up to 160mph.
   In addition to the toll roads in the United States, this system is being used on the Cross-Israel Highway, the Central Highway in Chile, and the South Luzon Expressway in the Philippines.20
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IPico, a South African RFID chip and reader manufacturer, has developed a system that contains an ENP (Electronic Number Plate) tag that uses a UHF ban between 860MHz and 960MHz.  This system can be used to track a car going through a checkpoint on a road, similar to a tollbooth.  The tag is read-only and contains a 64-bit ID, which is programmed at the factory.  The tag is placed on a windshield with self-adhesive backing.  If an attempt to remove the tag is made, it becomes deactivated.  Many countries are considering this technology for electronic vehicle licensing, traffic speed detection, border control, and traffic ticketing.20
4.3 Security and safety

RFID can help governments and individual citizens with safety and security issues.  It can be used for securing ports, buildings, trucks, and could even help with preventing terrorism.  RFID can be used to check if someone is cleared to enter a room.  The management of U.S. ports has been in the news recently.  Using RFID technology can improve security by allowing controllers to see what, and who comes in and out of the port.  There has been discussion in the Los Angeles ports of tagging every container and everything that is in each container with RFID.
  This way the port authority will not have to check each container by hand.  Container contents can be determined by using an RFID reader and information about where the container came from, as well as the contents, can be collected.  Employees coming and going from the ports will have to carry RFID tags.  The driver and the container can be scanned before entering a gate. 

Another safety use of RFID technology is the remote keyless entry (RKE) system that is used by many people to remotely open and lock car doors.  A person who clicks the remote button to control the lock on a car or to remotely open the windows is using radio frequency technology.2  

5 Controversies and issues

With every new technology there are controversies and issues.  RFID is very new and not many people understand it.  It brings many valuable uses but people are also concerned with privacy, safety, and environmental issues.  Some problems have come up with RFID use.  For example, when the European Union began to embed RFID tags in paper money it discovered that if for some reason a bill was microwaved, it would burn.  Environmental issues are also appearing and some countries in Europe do not allow RFID tags to be thrown away because they disrupt recycling.2
5.1  Unwanted scanning and privacy loss

One of the biggest concerns is a tag being scanned without the owner’s permission.  This could cause loss of privacy or identity theft, which might occur if RFID tags are placed in paper money, passports or driver’s licenses.  Identity theft and privacy loss would be possible if  tagged items were scanned without the owner’s knowledge.  Personal information from a tag could be passed to criminals.2  

5.1.1 Tracking money and credit cards

People who use RFID embedded credit cards run the risk of a criminal scanning credit cards in their wallets without the owner knowing it.  All the money attached to the card could be stolen along with any personal information attached to the card.  There are some simple ways to prevent unwanted scanning including putting aluminum foil around credit cards.2 

5.1.2 Tracking driver’s licenses and passports

The Department of Homeland Security wants to put RFID tags in state driver’s licenses as well as into passports.  Advocates for privacy are asking the homeland security department not to include the use of Radio Frequency Identification in IDs because of the fear of identity theft.  The congressional budget office estimated the cost of the system to be around $100 million although the Citizens Against Government claims it will cost about $17 billion.
  Some states are considering using RFID tags in driver’s licenses to help police officers and other government officials with faster look-ups.  Although this would help prevent people from making false identification documents, opponents worry about the loss of privacy.  Bruce Schneier, an expert on security says that, “…it’s a clear threat to both privacy and personal safety.  Quite simply, it’s a bad idea.”2  The U.S. State Department disagrees with Schneier and claims that chips can only be read from a distance of four inches, which prevents illegal scanning.  The tag would also require that a personal identification number (PIN) be entered each time it is read.  One proposal is not to store any personal information on the chip.   Just a number would be encoded which would only be accessible to authorized personnel.  Wrapping a driver’s license in aluminum foil is one way to prevent the reading of a tag.  Most radio signals used in RFID cannot penetrate the foil.22  

The United States is not the only country that wants to have RFID tags embedded into ID’s and new passports.  The Malaysian Passports Authority started using RFID in early 2000 and the New Zealand government has been putting chips into passports since November, 2005.22        

5.2   Human implants

Human implantation of RFID tags has been controversial because of the fear of health risks, human tracking, and the possible control of humans.  The development of very small tags has made implantation possible.

5.2.1 Health risks

There are no real health risks with RFID because the technology uses the same type of radio waves that are used in car radios.  These waves are low-end waves of the electromagnetic spectrum and are not powerful enough to cause serious damage to human health.1  The biggest problem would be a possibility of infection due to the incision and implantation.  However, this is no greater than the possibility of infection with any minor surgery.

5.2.2 Tracking humans

One proposal is to track homeless people and monitor the nation-wide population of homeless.  By implanting a tag in a homeless person, social workers and law enforcement would be able to track their movements.  This would discourage the implanted homeless from committing crimes, and make it easer for government workers to provide food, medicine and shelter to them.  This could be a positive use of RFID but some think of it as an invasion of privacy.

5.2.3 Controlling humans

There have been tests in animals where RFID tags were implanted and then the movements of the animal were controlled by a computer.  The fear is that if this can be done in animals it could eventually be used to control humans who have RFID implants.  Researchers at the Defense Advanced Research Projects Agency (DARPA) have put chips with micro-sensors on cockroaches.  Tiny wires are connected to the roach’s left and right front legs.  When a researcher sends an electrical impulse to the sensors on one leg or the other, the cockroach moves.  The researcher can steer the cockroach.  If they can do this with an animal like a cockroach, someday it might be possible to steer a human with an implanted chip.11  

6 Future
Future uses of RFID include combining RFID with GPS or SatCom.  Tags will be placed into money and homes could be equipped with RFID.  One of the newest advances is sand-sized tags that can be placed on the floor of a room or outdoors.  The Department of Defense is especially interested in these miniature tags because they could help detect a person walking into or out of a room or detect exactly where a person is outdoors.11
6.1 RFID with GPS and SatCom

The Los Angeles police department is developing a system to help in car chases.  Police could throw and stick an RFID tag onto a vehicle and then track it using RFID with GPS and SatCom.  The RFID tag would transmit a signal from the tag to a satellite, which would transfer location information to a web server.  Vehicle movements would be tracked until the vehicle stopped.  This would reduce the need for high-speed car chases, which can be dangerous.  The justice system has agreed to accept this technology and it can be used as evidence in the court of law.  The system will be put into practice later this year.

The U.S. Defense Department is testing a tag that combines RFID with GPS and satellite communication.  This is a third generation RFID tag.  The system will give a tag position within 3.5 feet of its actual location anywhere in the world.  This technology will extend visibility beyond checkpoints like ports and distribution centers.10 

6.2 Safety and security

RFID will improve law enforcement around the world.  Police in England want to put RFID tags into car licenses plates.  This will be extremely valuable because at times the fog in England can be so thick that it is impossible to visually read license plates.  With an RFID tag embedded in plates, a license plate could be read from a longer, safer distance.

Combining RFID with money is a new and still developing use of RFID worldwide.  Some countries are experimenting with putting RFID tags in currency to track the movement of money.  This could help prevent money laundering.2
The U.S. Department of Defense is developing sensor tags to detect if a gun has been fired or if traces of Sarin gas or anthrax virus are in the air.  These sensors contain tiny microchips that are coated with a thin film that reacts to the targeted substances.  A reaction creates an impulse on the chip that trips a switch indicating the presence of some type of chemical.  This would help the military during combat because it could provide early detection of biochemical contaminants.12

6.3 Home use

It is suggested that readers could be put into stairwells, doorframes, and refrigerators.  Identifying data on each microchip could be read and sent to a home computer so the owner could easily create an inventory.  A home equipped with RFID readers and tags implanted into doorways could be programmed to unlock and open doors.  An interrogator could also be programmed to send a signal to turn on lights, televisions or airconditioners.2
6.4 Miniaturization

Advances in technology have allowed the size of tags to decrease significantly. The smallest tag now is about the size of a grain of uncooked rice, which is approximately 11.5 millimeters long and just a few millimeters wide.  See Figure 7.  The thinnest tag being used is one that can be placed into a thin strip of plastic wrap.  Large rolls of tagged plastic wrap are used to wrap entire pallets of boxes.  These tags come pre-installed in the roll when purchased.
 

Work is now being done to develop tags as small a grain of sand.  These tags could contain a variety of sensors.  Tags with motion detectors could be spread over a floor or in spots where weight detection is needed.2
6.5 Human implants
Human implants with RFID are becoming a very big topic.  With the advancement in RFID and technology in general, the idea of implanting small computers in humans is now very real and not just something that a movie producer envisions.  

 In 1998, Kevin Warwick, a British professor of cybernetics, implanted an RFID chip in his own arm to allow him to research more about this new technology and to try to find a solution to identity fraud. See Figure 8.  He applied digital solutions to the chip, which allowed secure building access, computer access, and storage of medical records.2   Researchers are now experimenting with tags implanted into the human body that could be used at home to open a door without a key and without touching a doorknob.  Just a wave of a hand would cause the object to react.  

The National Institute of Health believes that human saliva can tell about the health of an individual.  The institute is considering “a miniature laboratory on a chip small enough to be inserted in the mouth.”   The chip would be mounted on a tooth and be able to transmit health information.

7 Conclusion 

Radio Frequency Identification or RFID uses radio waves to send information between tags, readers and computers.  This new and still developing technology may be the key to automating everything in the world.  Things that people could only dream about in movies may now come true with this technology.  There will still be controversies over some of the uses but in the future RFID tags will be placed in almost everything that is sold from stores.  Companies will be able to track products wherever they travel around the world.  Miniaturization of components and increases in the speed of operation contribute to advances and improvements in the current uses of RFID and developments of future products.  RFID technology is advancing so quickly that there is a very thin line between future uses and current uses of RFID technology.  In 2004, World Trade Magazine typed RFID into Google, which returned 620,000 documents.  Seventy-five percent of those had been published in the previous 12 months.4   On, March 1, 2006, a Google search returned 43,600,000 hits.  Today, April 11, 2006, a Google search returned 106,000,000 hits.  With new information coming out every day about RFID, the technology is wide open for development.   

8 Appendix

Question 1:  Describe the three types of RFID tags.

Answer: Passive RFID tags have no internal power supply and no transmitter and therefore can be very small.  They consist of a microchip attached to an antenna.  Passive tags get power from an electrical current coming from radio waves that are emitted from a receiver.  Active tags constantly send out signals.  These tags contain an internal power source, which powers the chip and sends and receives data from a reader. A semi-passive RFID tag is similar to a passive tag but it contains a small battery in the chip that allows the chip to receive constant power.  The power is used only to activate the circuit in the chip and isn’t used to send back data.  The signal sent to a reader is powered by the reader itself.  Semi-passive tags respond faster than passive tags and have stronger signals.

Question 2:  What are the three main parts of the RFID system?

Answer:  An RFID system is made of tags known as transponders, a reader that can be called an interrogator and a computer, which has software to interpret data. 

Question 3:  What is RFID?

Answer:  RFID stands for “radio frequency identification” and it is a technology that uses radio waves to automatically identify items that have transponders attached.   

Question 4:  What is tag collision?

Answer:  Tag collision occurs if an interrogator reads too many tags at one time, which jams the system.  If multiple chips reflect back signals at the same time it confuses the reader.  

Question 5: What are current and future uses of RFID technology?

Answer: Inventory, tracking, improved security and safety are examples of current uses.  RFID with GPS and StaCom, home use, and human implants are future uses.  However, RFID research is moving so quickly that it is difficult to distinguish between current and future uses.    
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