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1. Introduction

             For many users of Windows based PCs, concerns of speed and performance inevitably become a problem once a connection to the Internet has been established.  With the concept of a paperless workplace becoming a reality, speed and efficiency have become the expected standards of modern PCs.  So why do newer computers lose their performance and slow down?  The answer to this question can be found in small but very malicious segments of code called “spyware”.  “Spyware is used to describe any computer technology that gathers information about a person or organization without their knowledge or consent”.
 

Spyware has become a normal part of home computing over the last few years.  Understanding how it is built, how it is implemented, and even why it is built can help users keep themselves spyware free.  Spyware is a tool used by large Internet advertising companies.  This “negative software” or malware places banners and advertisements all over infected computer screens, and the amount of memory this spyware is able to steal from a computer’s speed is unlimited.  Spyware can be programmed to advertise to users, look for 16 digit credit card numbers, steal identities and more.  However one of the most common types of spyware is one that keeps a log of visited Internet sites, in an attempt to figure out better places to advertise on the web.  Since spyware is normally installed without the computer user’s permission, privacy is frequently breached.

Knowing how spyware works can play a big roll in keeping oneself protected and it is important to understand the difference between spyware and a virus.  It is also valuable to know that many computer repairs required today are due to the infection of this malware.  With computers speeding up, they are becoming too fast for us to see these real threats coming through the wire.  Understanding these threats better now will lead to fewer problems in the future.  There are different pieces of software, freeware, and even hardware to help users with most spyware problems.

Believing that some random law enforcement agency will eventually crack down on malware distributors is impractical.  The majority of malicious software creators get away without getting caught.  It has become unavoidable to use a computer today without facing malicious software problems; therefore, prevention is the key. 
This document is intended to better help the user understand how spyware works, and more importantly, how to get rid of it.  

2. Background

2. Early developments

Malicious spyware has been around for quite some time.  Software designed to make other software malfunction emerged around 1981 with the design of the Apple Virus’ 1, 2, and 3.  While the concept of anti-virus started to emerge during the late 1980s, the concept of malicious software that was undetectable to anti-virus machines wasn’t developed until the late 90s.  Spyware was originally developed for advertising purposes alone.  However most modern technical resources list spyware as being “anything that takes up residence on a computer, usually uninvited (Tittel 6)”.  This definition leaves spyware in a broad category of software which is, for the most part, malicious and dangerous.  However this definition leaves out a crucial part of what spyware actually does to a modern computer.  The definition given by Tittel correctly identifies spyware as a stowaway on a hard drive, however it fails to mention that this rogue piece of software has the potential to harm a computer system’s files with devastating effects similar to viruses.

2. Initial action taken
While the concept of spyware has surely been floating around malicious computer programmer’s minds for quite some time, the first actual recognitions of spyware were made by Steve Gibson of Gibson Research.  While working on his computer, Gibson discovered that there existed software on his computer that he had previously been unaware of that was monitoring his system.  Using a decompiler, Gibson was able to disassemble the coding of the spyware and determine what exactly the spyware was up to.   While his original thoughts were that the spyware was collecting information about him and his computer files, he discovered that the malware actually only advertised through html.  Being a computer programmer himself, Steve decided that he did not like the idea of advertising companies placing software onto his machine that he was unaware of.  Following his discovery of the purpose of the spyware, he created the first tool for removing spyware called OptOut.
3. More recent developments

                As the technology for blocking spyware has been advancing, so have the coding methods spyware is written in.  One might liken this to the constant catch-up game going on between police radar and automobile radar detector systems.  It is obvious that more powerful types of spyware create a need for better methods of removing it.  Understanding how spyware attaches itself to a Windows based machine can better help understand how to get rid of it.
3. How spyware works
  (Gregory, Simon, 47)

              While spyware may seem to be too malicious to be considered a virus, it has several properties which do not coincide with normal virus activity.  For the most part, spyware is loaded onto computers unknowingly through installations of other third party programs, and not by spreading from one computer to another.  Through system software vulnerabilities that Windows inherently has, spyware is easily able to slip through the nets of even an Internet savvy individual.  An example of this is when a user must consent to a license agreement before installing a program.  For many third party and unreliably sourced programs, the license agreement will contain a section of text that states that they will be installing additional software onto the machine.  This “additional software” is a pleasant way of saying spyware is being released onto that particular machine.
3. How one becomes infected


While there are many different ways to become infected with spyware, the most common methods involve the user installing it unknowingly.  These installations can range from installing Active X controls from a website, downloading music, and agreeing to installations of advertisements which promise reward for doing so.  Sadly, the Internet browser that allows most of these methods to slip through the security fence is also the most common Internet browsing application: Microsoft’s Internet Explorer.  Unfortunately Internet Explorer comes preinstalled with every copy of Windows and is impossible to remove because explorer is an essential part of how the operating system works. 
3. Accepting macros from emails  
It is important to understand why one would want to install an Active X control in the first place.  Essentially, Active X is a way for the web to execute short programs from the web, directly onto one’s computer.
  While this may be necessary for websites like Microsoft, it is completely unnecessary for unknown sites, or sites one happens to come across while browsing.  Receiving an Active X control in email is definitely possible, however in some situations, unavoidable.  It is important to know that getting a message requesting confirmation of installation of the control does not mean one has been infected by spyware; it simply means that spyware is knocking on the door.  
3. Accepting downloads from uncertified sites

              For many computer users, downloading a file from the web is an action that is in the control of the user and an intended action.  However there are many websites that will attempt to trick the user into downloading content using menus that look like normal Windows menus, but which have different abilities.  Instead of giving the user an option of installing a file or not installing a file, the website will provide two or three options that are synonyms of one another.  This can cause severe problems with users that typically press buttons from their memory and do not read the message boxes being presented to them. 
3. Languages in which Spyware is coded
Spyware is a very flexible type of program.  While it is able to install itself on many different versions of current operating systems, it is also flexible in the way that it is coded.  As it turns out, spyware is able to be coded in just about any major computer programming language.  The more notable methods of coding spyware can be seen within other free programs.  Since spyware is able to be programmed within other programs, it can sometimes be difficult to tell whether a free utility could actually be harmful to a computer system or network.  
3. Consummation of computer processes and speed


               With new computers coming with lower price tags, it is now affordable to purchase large amounts of computer processing speed.  This may cause many users to believe that a single piece of spyware won’t affect the speed of their machines.  “A piece of spyware rarely ‘lives’ alone: an affected computer can rapidly become infected with large numbers of spyware components”
.  The activity of a single piece of spyware often can be enough to cause multiple other installations of different spyware entities.  While the actual causes of the installations may be ambiguous, the installation properties of spyware are almost always identical. 

3.     Task Manager

The Task Manager in Windows is a utility to analyze all of the processes a computer is running at any given time.  This Utility gives the user the ability to look at how much memory any specific program is consuming, and options to start new tasks and forcibly end current tasks.  Because spyware is designed at the core to act like normal software, actual entities of spyware can be analyzed within this utility.
3.     Regedit
The Registry Editor is another example of a high level utility Windows comes with.  Within Regedit, entries with names and information about program settings and properties are kept about every software developer ever installed on that particular system.  The Regedit utility includes a tool to save a copy of a registry at any specific time.  It may be beneficial for users to copy the registry of a new or reformatted computer before any other software is installed.  In the event that a spyware infestation occurs, the registry copy may be reloaded to completely clear a system of spyware.  It should also be noted that replacing a registry may have devastating effects on saved documents and files created while the system became infected.  All this means is that it is important to save documents and other important files on a third party source such as a removable disk, secondary removable hard drive, or online.
3. Types of modern spyware

The spyware originally discovered by Steve Gibson has obviously had to adapt to efforts of removal put forth by many frustrated computer users.  Because spyware is a relatively new technology, original versions and purposes of spyware have mutated to overcome efforts to destroy it.  While in the beginning, spyware was recognizable by several notable traits, modern spyware can sometimes be much more difficult to detect and even more difficult to remove.  This is not to say that all modern spyware is impossible to get rid of, this is only to say that spyware has begun to adapt to our attempts to remove it.  In many cases modern spyware has become selective upon the computers it chooses to affect.  An example of this is a new Dell computer right out of the box.  Dell is one of the many companies that chooses to use Microsoft Windows XP.  When this new Dell computer is plugged into the Internet, it becomes a safe haven for a good deal of spyware.  This is because most systems from Dell are not properly set up to detect and remove spyware actively.   This can become a huge problem for larger organizations or higher education facilities.  Since many home computer companies advertise speed of computing and entertainment with their respective products, increasing amounts of these types of systems make it to colleges and universities every year.  While one unprotected machine may not be the biggest security flaw a network administrator has ever seen, a whole dormitory of unprotected computers can be a nightmare.   
3. Collectors 
While the job of the first types of spyware was to collect information about frequently browsed websites and other settings, modern spyware reflects a far more malicious intent.  While having the ability to search freely through a computer, spyware also has the ability to transmit stored bank account numbers, record personal information about the users of the machine, including home and business addresses, phone numbers with their associated names, and worst of all, computerized address books.  Because spyware closely relates to how users get spam, electronic records of email addresses can cause falsified emails to be sent out to users without the sender’s knowledge.  This can also be dangerous because certain companies on the web are interested in buying an individual’s personal information.  Spyware can be a useful tool to advertising companies in obtaining information about you and everybody you know.
  And the threats don’t stop there. Bank account numbers are usually formatted in a way that makes them obvious to a spyware’s scanners.  In many cases 16 digit numbers denote a credit card number which then can be recorded along with other information like social security numbers and associated names.    These can simply be recorded to a database of records and distributed to anybody who has access. 


3. Home and business addresses

While getting untargeted junk mail is not desired by anyone, it is not particularly harmful.  Address books and digitalized texts of addresses on a computer often give advertising companies all they need to deliver a postcard to your mailbox every month.  This can sometimes explain why people receive advertisements for products from companies they have never even heard of. 
3. Phone numbers associated to names

As national “Do Not Call” lists are becoming more prevalent, the concern of phone numbers being obtained is slightly reduced.  However it is important to realize that this sort of information is valuable to certain people and is one of the more commonly obtained data types from spyware.  An example of a company interested in personal information including telephone numbers are companies whose sole business is selling that information to other people willing to pay for it.  PrivateEye.com specializes in providing information such as current and past addresses, phone numbers and other such data to people who believe the information could be valuable, but not necessarily in the researched person’s best interest.
3. Computerized address books

Every year, a new email virus emerges on the Internet which seems to spread by itself.  More complicated versions of spyware such as Winnet are able to start a mass email independently without any user input whatsoever.  Winnet also proves to be particularly difficult to get rid of due to the fact that it re-registers itself within Regedit upon typical registry reloading.  


3. Advertisers
“Spyware can collect information from a user’s computer and periodically transmit it to a specific location”
  Advertising spyware can be different from other spyware in various ways.  First of all, advertising spyware has a small section of ones hard drive that it uses to collect information about you and whoever else uses your computer.  By figuring out the types of things one browse for on the Internet, advertising spyware is able to create a list of other related products you may be interested in as well.  It then takes this compiled list and changes the banners it displays in an attempt to attract your eye to something that is familiar and relatively similar to what you usually look for.  Be warned that by following these links provided by spyware, there usually exists a barrage of other spyware waiting for you to click on their links.  While advertising spyware may seem very sneaky, it is a display of the evolution of spyware itself.    
3. Advertisement of random products
Before spyware became so complex in terms of the way it collects information about you, spyware used to only display random products at random intervals while the computer was turned on.  This type of spyware is not as common today because it is not as effective as directed advertising spyware.  When spyware first started to emerge on the Internet, popups of random products would cloud the screen.  Since the popups had nothing to do with anything you had previously searched for, it wasn’t hard for any advertising manager to realize that this was not a very effective way to get customers interested in your product.  By advertising randomly, most computer users would see the popups as more of a nuisance than a “great opportunity”

3. Control software
In very rare cases, spyware can act as a tool for remote users to take control of your computer to the point that even the mouse cursor is hijacked.  These types of spyware have become less common with the implementation of anti-virus software.  Viruses are commonly executed using complex scripts that run multiple different programs at once.  Because control spyware must use scripts to work, it is often detected as a virus or trojan by many antivirus companies.  However, without an antivirus installed, there is little one can do about losing control over the pc other than unplug it from the Internet.  Although control spyware is rare, it still exists.  This makes having a protection from spyware just as important as having protection from viruses because in some cases, antivirus software will pick up spyware.   
3. Losing control of one’s pc

Losing control of a Windows based pc is not uncommon.  Some of the more malicious versions of spyware created have the ability to “hide” what is actually happening to the computer by placing a “fake” desktop over the original one.  In this sense, creators of spyware know users will still have limited functionality and control over a machine but may also be completely unaware that another user is actively using the machine.  
Machines that have been hijacked are often unable to change properties that would usually be editable.  These properties include the desktop background and ability to access the control panel and other useful information like the system properties.  One of the more important things to do when one believes the system has been overtaken is to unplug it from the Internet.  Often the most damaging effect of losing control is having information stolen while unaware it is even happening.  Unplugging a terminal from the Internet is the first step of regaining control.  
3. Keeping spyware out of the workplace  
While anti spam and spyware tools are a definite necessity for home computer users, it has become an increasingly important factor to get commercial solutions to anti spam and anti spyware in the workplace.  “If you’re in a medium or large organization and are fortunate enough [to] have only a few users with spam problems (tell me your secret!)”
 A company called “Barracuda” found a market for large scale spyware removal.  While there are many companies that develop software products for anti spam and spyware, Barracuda provides a hardware solution to many Fortune 500 companies as well as government organizations.  Having already discussed spyware’s potential to steal information from home computers, it is quite obvious how important it is to keep spyware out of the workplace as well.
3. Costs associated with having spyware  

While spyware may force a company to use external technical computer support to come in and remove it, even in-house technical support costs money.  “When a malicious code attack occurs, the focus on restoring operations as quickly as possible usually overrides the desire to collect data on the direct costs to respond, the loss of productivity, or other types of impact that a malicious code attack has on an organization”
  While a single piece of spyware may not affect the actions of a company, a completely infected network of spyware can and inevitably will bring down the Internet, web servers, and individual terminal machines.  The actual anxiety caused by this may never amount to the cost of removal.  These costs include the money paid to technicians for their time and the cost of losing the productivity while the repair is taking place.  For this reason, it is important to implement a security protocol before the network has even been implemented.  The company should decide what type of anti spam, spyware, and virus utilities to use and make sure they function properly. 
3. Id theft
Interestingly enough, not all spyware is hidden from the user of the computer.  Sometimes, spyware is so intrusive as to attempt to trick the user into giving it the information it is looking for.  Identity theft attempts are not uncommon on the Internet and an increasingly large portion of them occur when an unknowing computer user encounters spyware.  A specific example of identity theft has gained such a reputation that it even has a name.  The word “phishing” has recently become a term to recognize.  Phishing is essentially “a form of criminal activity using social engineering techniques, characterized by attempts to fraudulently acquire sensitive information, such as passwords and credit card details, by masquerading as a trustworthy person or business in an apparently official electronic communication, such as an email or an instant message”
  Because the Internet has become an increasingly popular form of communication, spyware has used this to its advantage.  This means that the spyware will essentially ask you for information that you would not normally give out to anyone unless you were on the phone with them.  Since email has become a mass communication standard, giving information back to a popup or email form may not seem like such a bad idea.  However this is one of the more common types of phishing today and should be taken seriously.  

3. Loss of protected information

While all businesses value the privacy of their protected information, certain companies may value privacy higher than others.  A company that records credit card debts obviously would prefer to keep the information of those files private. A company like this could suffer huge damages if spyware were present anywhere within the company’s network.  Recently in the news, a list of names which was supposed to be kept private and confidential was released.  While spyware was not the specific cause of this leak, it has the potential of being said cause.  In the end, it would be a terrible loss to have a lawsuit on ones hands for losing somebody’s information due to spyware, don’t you think?

3. Breach of privacy

While some computer users may read about spyware and believe they won’t become a victim, it is truly not a very smart thing to do.  Even if a user doesn’t mind living with the constant popups and slow start times of their computer, it is crucial to realize that spyware is not there to help you, but only there for ornery purposes.  The relationship between spyware and a computer can be compared to the relationship between a dog and fleas.  At first all the dog does is scratch where the fleas itch him, but after time left untreated the fleas break down the immune system of the dog and cause him to get a cold and die.  Spyware is not the friend of anyone except the people who create it.  If left untreated, spyware has the ability to bring any working professional to his or her knees within a very short period of time.  
3. Loss of computer speed

Every computer has a section of memory called RAM or Remote Access Memory.  The amount of RAM consumed by every computer is different because different computers have different amounts of installed RAM.  Every event, program, or process consumes an amount of RAM which is variable.  Larger design programs consume much more RAM than a program which plays music, for example.  Because spyware actively uses a particular computer’s resources, it consumes RAM as well.  While one entity of spyware may not consume very much RAM, a complete infestation of spyware can cripple a modern computer within minutes.  In many cases computers which used to function normally are unable to reboot successfully or do anything practical at all.  The reason for this often lies in the fact that so many different entities of spyware have rooted themselves to a machine and all consumable RAM is used up by that spyware.  With no RAM to process system tasks, the computer may never start properly until fixed.  

3. Loss of Internet speed

Today, high speed Internet connections are becoming more common.  The desire for Internet speed is not just a commodity anymore, but for some people and companies, a necessity.  Because spyware uses the connection of the Internet to transmit collected data, take incoming commands, and download new spyware, even a high speed Internet connection can be slowed by spyware.  For those users still using dialup, the Internet may not function like it used to or even function at all.  This is because such a large proportion of Internet bandwidth is assigned priority to spyware before an Internet browser.  In this way, spyware is stealing the Internet connection that one likely pays for.  This is another excellent reason to attempt to prevent spyware completely.  

4. Removal methods for basic computer users  

For many users, “the computer” is a scary thing.  Fortunately, free reliable programs are available for those readers who wish to combat spyware using the least “in-depth” methods possible.  In many cases the only thing a user must do to get on the spyware removal track is download and install a reputable anti spyware application.  There are several very common anti-spyware utilities available at no charge online.  While each program has its particular strengths and weaknesses, all are geared towards removing existing spyware from Windows based machines.  While programs like Adaware SE are normally the best option for removing spyware from pre Windows 2000 machines, Microsoft Anti-Spyware is often a better in-depth tool for Windows XP based machines.   


4. Adaware SE  <www.lavasoft.com>
Ad Aware offers great protection to pre Windows 2000 operating systems however it lacks some basic features (such as scheduling) and the user interface is very difficult to use. This product is available for free for personal use. While Adaware SE may not pick up startup item spyware, it does a great job at taking spyware out of the registry. 

4. Microsoft Anti-Spyware
 
Microsoft Anti-spyware came out of the blue almost two years ago taking the anit-spyware revolution by storm.  This powerful program has the ability to remove browser hijackers, remove spyware startup items, and even has the ability to search for multiple instances of a single type of spyware.  This program also includes a scheduling agent to help keep your computer protected all day long.

4. Spybot Search and Destroy <http://www.safer-networking.org/>
Spybot S&D is the program most computer repair professionals use to remove spyware from client’s machines.  This program is great in terms of features, but because this program is free, it does not have very good technical support.  If Microsoft Anti-spyware doesn’t satisfy you, this product may be your answer.
4. Reformat of machine

Reformatting a machine involves removing everything a computer has stored within its hard drive.  For a novice computer user, reformatting should, for the most part, be a last resort of action after being overrun by spyware.  Unless an infected machine is inspected by a computer professional, many types of malicious spyware are unable to be removed solely by a third party program like Adaware SE and Spybot S&D.  If after all attempts have been made to remove spyware using third party programs have failed, a system reformat may be the only sensible course of action to take.  To learn about reformatting of a particular computer, refer to the system documentation that came with the machine.  If you find yourself with a problem that cannot be fixed with one of the free downloadable anit-spyware programs, you may have a third party P2P program, like Kazaa™ or Imesh™, that is to blame.  In some cases P2P programs are installed on machines to share music and other types of files between multiple computers that are not on the same physical network.  Specifically, programs like Kazaa and Imesh are all but permanent without a complete reformat of the machine.  Both of these programs, as well as other popular programs like Limewire™ include spyware upon installation.  Removing these programs completely is all but impossible.

5. Removal methods for advanced computer users  

5. Dangers of using Msconfig


Before anything is mentioned about the Msconfig utility, it is important to know that modifying the settings within the utility can be harmful to any computer and may cause it to malfunction.  Msconfig is essentially a tool for a user to decide what that user would and would not like to have running upon the boot up of the computer.  Disabling tasks and processes that are essential to computer functionality can cause massive problems.  Without first being familiar with the different objects within Msconfig and Regedit, a user modifying those utilities stands to literally cripple the machine.

5. Msconfig 

The Msconfig utility is a menu on every Windows operating system that lists the activities of the computer upon startup.  It is notable to realize that because spyware is not actually a virus, it must operate in a similar fashion to other programs installed on one’s computer.  This includes signing itself in a list of startup items when the spyware is first installed.    
The Msconfig utility can be accessed from the start menu in most modern Windows operating systems by clicking “Start” and then “Run”.  This is followed by entering the word “Msconfig” into the Run dialogue box and pressing “Ok”.  Inside this new window labeled “msconfig” are multiple tabs.  While every tab has a specific purpose, the two most important tabs are the last two.  First select the tab labeled “Services”.  This tab lists all lower level services Windows needs to run.  It also includes a list of services which programs have requested to run upon startup of the machine.  Because this list has so many items in it already, it may be difficult to determine which ones should remain “checked” and which ones should be “unchecked”.  Fortunately there is a small checkbox at the bottom of this particular tab which gives the option to “hide all Microsoft processes”.  By doing this, we have eliminated the potential to turn off an essential Microsoft service required to run the computer.  The shorter list that you are left with after checking the “hide” option are services which programs have requested to be run upon installation.  If any of the names of these services are jumbled text or unreadable, they should be unchecked.  Unchecking an item does not mean that the item is removed from the computer, but it does mean that that particular startup item will be disabled.  Many of the items in this list can be typed into an Internet browser to discover its true functionality and in many cases, discovery of what these items are is important unless you are familiar with appropriate items.  The next major tab available is the “Startup” tab.  This tab lists all smaller programs that have been requested to start upon the boot up of a Windows based computer.  It is in this menu that most spyware resides.  However, just because spyware chooses to show where it is located does not mean that all items in this list are actual spyware.  Several essential programs necessary to run Windows are in this menu and if unchecked will cause the computer to fail upon startup.  Any item that is checked and does not have a name or location information can automatically be assumed to be spyware.  These can be unchecked.  After viewing the list of required items in the startup tab, a more selective process of unchecking can be implemented.  Keep in mind that almost everything, including printers and handheld phones, keep items in this menu.  Although you may not recognize these items by name, they are important for the functionality of said devices.  Detecting which items belong and which do not can be a time consuming process; however, after the initial removal has taken place, these programs will be unable to start on their own, essentially eliminating their threat.          Along with removing items from the Services and Startup tabs of Msconfig, Regedit can also be used in collaboration.  Once an item is disabled from Msconfig, it can then be removed from the registry without giving the user any “write protect” errors when attempting to delete spyware from the registry.  The regedit menu can be accessed through the run command and typing “regedit”.   Once inside this menu, there are many different entries of software companies and huge trees of files.  To easily locate the spyware you are attempting to delete, simply press the “edit” menu and select “find”.  Type the name of the spyware into the find menu and start the search.  When the tool locates an instance of your spyware, right click on the selected object and press “delete”.  This permanently deletes the record from the computer and in many cases will remove the entry in the msconfig menu.   For most spyware, you must search for the spyware name multiple times to find all entries of it.  On average, spyware is replicated on machines between 5 and 10 times.
5. Hijack This Startup Item remover

“Hijack This” is a tool which analyzes all programs that are running on your computer.  The program is able to be downloaded and then directly executed.  While this program displays items that Windows requires to run, it also displays every piece of spyware running as well.  A downside to this program is the lack of support.  Once the program analyzes your machine, it may only display code names for specific pieces of spyware.  These code names are able to be looked up using a standard web browser.  If the items is determined to be required by windows, obviously do not remove the item.
5. How to recover a machine that has been totally overrun

Fully recovering a machine that is completely infested with spyware can be a cumbersome and time consuming task.  This section is recommended only for advanced users.  Microsoft built several very different versions of Windows that are currently on the market.  While some of their operating systems run on NT technology, older systems run on DOS technology.  Without knowing what particular operating system is installed on a machine, proper methods of startup cannot be determined.
5. Windows version

· Pre 2000

In rare cases, a machine may become so infected with spyware that no actions are possible within the Windows operating system.  In these rare cases, it is possible to load only necessary required drivers and startup tasks.  Methods for this vary depending on what version of Windows the machine has.  Refer to your particular system documentation for instructions on how to reach a startup menu.  
· Post XP

With Windows XP home and professional, and Windows 2000, startup safemode options are available by pressing the F8 key before the Windows XP logo displays upon startup.  With pre Windows 2000, startup menus are different per machine manufacturer.  However, most commonly, the key to press before the Windows logo shows up is the F2 or F8 key.  (You may have to press the F8 or F2 key repeatedly before the Windows logo displays to actually go into safemode options).  When this menu displays, many options are available to the user, one of which includes “safe mode”.  This mode will load only required drivers and services necessary for windows to run.  
5. Startup safemode methods

In all versions of Windows safemode startup screens, there is an option for safemode startup.  When this option is selected, only key drivers get loaded when the computer starts up.  Although the actual look of Windows appears to be different while in safemode, much if not all functionality will be restored by turning safemode on.  After a successful startup in safemode, utilities like Regedit and Msconfig should become available for use.  This is a key factor because in cases where a computer has become unusable the only way to fix it is through safemode.  
5. Recognizing a virus at this point

If attempts to start in safemode fail, a virus may be to blame.  This is because viruses do not rely on startup items to be activated to work.  If your computer remains dysfunctional in safemode or in normal mode, a reformat may become the only option available.  Furthermore, if an item in msconfig or regedit is unable to be deleted in safe mode, then this item may either be an essential Windows item, or a virus.  Viruses are very stingy when it comes to deleting them.  Certain viruses create a startup item in msconfig and if they are unchecked, they will only replace themselves with an entirely new entity.  This is a very straightforward sign of a virus.
5. Knowing when it is a better option to reformat
Reformatting a computer is not the worst thing in the world.  In many cases, it can be a fresh start for you to have the opportunity to protect yourself from scratch.  With a new installation of your operating system, you can implement a third party recognized anti spyware program and also take a record of your registry before any spyware has crept through.  This way if you do become overrun by spyware, you can simply reload your registry and rid yourself of it.  

If reformatting seems to be the only option available to you and you have important files on the infected hard drive, in many cases it is possible for a computer professional to recover those files before a reformat.    

6. Conclusion


Most any network administrator at a company would advise that spyware is a hazard that should be avoided at all costs.  Learning about how spyware is created and how it attaches itself to a computer system 
is crucial to learning how to remain uninfected.  The more consumers realize the dangers of spyware, the less we as a whole will suffer from its trickery.  Becoming protected is only a first step, as routine maintenance is needed to keep up with winning the war on spyware.  As newer and more effective methods for removing spyware are released, spyware will inevitably evolve into more complex, annoying, and dangerous hazards to avoid.  I believe that if we are to ever win the war on spyware, we must take control of the situation now.  By taking control over your pc, spyware could someday be a thought of the past.

Appendix
1.  Why has spyware become a more serious issue to address recently?

Spyware is a type of evolving software.  It is clear that a business or company without some sort of spyware protection is headed for technical trouble.  Spyware has become more malicious and cunning than ever before.  Privacy has always been a serious issue when dealing with the internet and the computer world.  Most spyware have the capability to capture information about oneself and therefore breach privacy with the user.  In this sense, spyware cannot be tolerated in the slightest if privacy is a treasured right.

2.  Name a specific type of spyware and what it primarily does:

Collectors- Collector spyware are malware which has only one goal.  The goal is to collect as much information about the users of the computer as possible.  Collector spyware does not display fancy popup advertisements, however it does have the ability to transmit data through the Internet to record information about the users of the infected and record that information at a remote location.  Collector spyware makes up for a large amount of identity theft as well.


3.  What is a good technique to avoid becoming infected with spyware?

Great techniques require that all bases are covered.  It is important not only to protect the internet with a non-spyware browser such as Mozilla Firefox, but also to keep anti-spyware programs running and up to date.  Since prevention is the key to an uninfected computer, the more countermeasures, the better.  Opening of macros from the web and other unknown email should be avoided.  As a last step, it may be beneficial to read the license agreement of any downloaded programs to discover if any spyware is attached with the setup program.  

4.  How can you tell the difference between spyware and a virus?

Although having spyware inherently makes you more vulnerable to getting viruses, spyware for the most part, always register themselves in a list of startup items that windows records.  If all miscellaneous services and startup items have been disabled and problems with general functionality still occur, a virus is most likely to blame.  However, if the general functionality of the machine returns, the spyware has most likely been disabled.

5.  What are some good reasons not to want spyware on my computer?

While there are many great reasons not to want spyware on your computer, one of the best reasons is to avoid identity theft.  Spyware has the capability to steal private information from the computer it is installed on and give it back to the creators.  Another great reason not to have spyware is to increase performance of the computer.  A computer that is un-infected by spyware will run smoother and longer.  Computers constantly bogged down by the slowing effects of spyware will not physically last as long.  
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