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I.  Introduction

Your local banks, grocery stores, airports, ATM tellers, and gas station are just a few places that these little black cameras can be found.  These little eye spies, also known as Close Circuit TV (CCTV), are usually the first sign of evidence that one is being monitored just like in the world of George Orwell’s 1984.  Facial recognition software has become a way in which businesses have chosen to keep track of their facilities and more importantly law enforcement utilizes this technology to keep us safe from the bad guys. 

II. Background

Facial recognition technology dates back to the 1960s when it was utilized by law enforcement agencies and the United States Department of Defense [10] as a way to determine one’s identity.  The ability to determine the identity of a human being comes from the science of biometrics and it was until the attach on the Twin Towers that caused this technology to catapult to the top and become one of the most demanded way in which security could be attained.  

According to one marketing study, the biometrics market rose from $6.6 million in 1990 to $63 million in 1999.  It was also predicted that in the year of 2006 sales could reach $2 billion [6] [1].  It was also reported in the 2001 MIT Technology Review named biometrics as one of the “top ten emerging technologies that will change the world” [18].  These are extreme statements however when one reflects on the world today security is probably the most important issue that affects every country, state, and individual in the entire world. 

III. Facial Recognition Software

III.1 Biometrics 

A precise definition of biometrics is “any automatically measurable, robust, and distinctive physical characteristic or personal trait that can be used to identify an individual or verify the claimed identity of an individual” [18].  According to [18] measurable means that the characteristic or trait can be easily presented to a sensor, located by it, and converted into a quantifiable digital format, robustness refers to the extent to which the characteristic or trait is subject to significant change over time, and distinctiveness is a measure of the variation or differences in the biometric pattern among the general population.  The higher the degree of distinctiveness, the more individual is the identifier.  A low degree of distinctiveness indicates a biometric pattern found frequently in the general population.  

This is the foundation for which facial recognition software is based on and this can be accomplished through a variety of applications.  Iris scanning, voice verification, fingerprints, and face recognition are just some examples as to how a person’s identity can be determined.

Although each can identify a person it is the way in which they accomplish the task.  For fingerprint, iris scanning, and voice verification requires a person to consent to the process.  This means that they have the knowledge that this process is taking place.  On the other hand facial recognition does not need their consent nor do they have to submit to the process for identification to be determined.  This is why it is deemed non-intrusive.  Other advantages to facial recognition are that it is relatively inexpensive, does not require additional security technology, relatively low memory requirement, intelligent and automatic recognition as subject ages/changes in appearance [new].  The disadvantages are contributed to that this technology is new and through testing is not available [3].
Another issue that comes into play is the accuracy rate.  No method is 100% but if one wants to achieve this rate then implementing two or three of the biometric is the best way to accomplish this goal.  The most precise biometrics is the rential scanning, because we have only two and the probability that someone else to replicate this anatomy is very small.  The voice on the other hand can be construed as the least accurate biometric because our voices changes when we get sick or with age, and the voice can be easily manipulated.  This means that facial recognition falls between these two extremes.  

III.2 Basic steps to facial recognition software

Although there are a variety of methods that one can used to implement facial recognition technology the process is basically the same.  The first step is to detect or capture an image, which can be accomplished by digitally scanning an existing photograph or by using a CCTV image.  Alignment is the second step and it is here that the head’s position, size, and pose are used to locate an image of a face.  Third normalization makes sure that the image of the head is scaled and rotated so that it can be registered and mapped into an appropriate size and pose.  The fourth step is representation and this is where the system translates the facial data into a unique code, and lastly matching is where the newly acquired facial data is compared to the stored data and linked to at least one stored facial representation [18][ 6].  

Understanding these steps is essential but determining which system to implement is just as crucial.  Some questions to ask when defining a potential face recognition application might include [2]:

· Identification, verification or watch list mode of operation.

· The size of database.

· Lighting condition, indoor or outdoor
· Is the system to be installed overtly or covertly?

· What is the required throughput rate?

· What are the minimum accuracy requirements? 
III.3 Software algorithms
Facial recognition systems are computer-based security systems that are able to automatically detect and identify human faces [5].  This technology utilizes software that needs to be sophisticated enough to be able to capture these images and be able to match an image with an image found in a database.  

Although there are many ways that this can be accomplished, image template and geometry feature-based will be our focus for the following discussion.  

Image template or image-based [9] utilizes a template-based method to calculate the correlation between a face and one or more standard templates [9] also when the face is identified and stored, the image is then analyzed on the digital composition and the principal components or areas of light and dark are noted [4].  These areas of light and dark areas that surround the face serve to identify face shape and relative size.  The most popular software or method that is used to analyze an image is called Principle Components Analysis (PCA), which is commonly referred to as the eigenface method [18].  

Eigenface can be viewed as a unique set of data for each individual face that is created [4]. It can also be interpreted as a set of standardizes face features that are derived from statistical analysis of many facial pictures [3].  According to [3] this began in 1980 when eigenface technology began researching and developing in order to increase the efficiency of criminal search and investigations.  After analyzing over one million faces eigenface system has created a standard which is used as a foundation for comparison.  All facial images are then analyzed statically for specific characteristics.  One of its greatest features is that it can represent any face as some combination of 125 special characteristics.  Thus a database containing 100,000 facial images would need roughly 1.758 Mb of storage [3].  

Because any human face can be considered to be a combination of these standard faces, one person’s face can be made up of 10% from face 1, 24% from face 2 and so on [12].  Another point to remember is that hairstyle, facial hair, or other similar factors are not issues that involve image base.  The reason is because it uses spatial geometry to distinguish the face [18].

The second category is geometry feature-based or feature-based [9] which is a derivative of the eigenface method [16].  One of the most cited statistical tools is known as the Local Feature Analysis (LFA) which is believed to have the highest accuracy rate of any commercial facial recognition software [8].  LFA combines textures and the shape information to develop a robust face recognition algorithm instead of using the entire representation of the face [16].  The system selects specific properties and relationships such as areas, distances, and angles between facial features like the eyes, nose, and mouth to generate a map that depicts the distances [3].   

Because the human face is made up of a possible 80 nodal points it would be extremely time consuming as well as unnecessary for the entire face to be mapped [6] and this algorithm needs to have at least 14 to 24 points for it to generate a map because features may be generated by segments, perimeters, and areas of some figures formed by the points [17], internal features are more important than external features as well as the upper part of the face is more useful than the lower part of the face [7], and this area is less likely to be affected by age, expressions, hair, and makeup and is sometimes referred to as the “golden triangle” [6].

Both of these algorithms create an accurate image but they are not immune to interferences.  In the image template if the verification process are not done in the same lighting miss calculation can occur [16].  The light and dark areas surrounding the face, facial expression, age, pose, illumination, and face size [5] all contribute to capturing an accurate image.  It is also extremely difficult for image-base to deal with all of the different variations [14] that can be created when the facial expressions change.  

With geometry features two critical requirements in support of producing reliable face-recognition systems are a large database of facial images and a testing procedure to evaluate the system [8].  Also the elements that inflict the image-based also play a role in the geometry feature because it all revolves around capturing a precise image of the individual.  Additionally the software is trying to extrapolate a 3D model from a 2D photograph [5] which makes room for error to be increased.  

III.4 Facial recognition-mapping techniques
Two-dimensional (2D), 2.5D, and three-dimensional (3D) mapping techniques can be utilized to implement a facial recognition system.  Each has its advantages and disadvantages but it is important to realize what kind of industry this is being implemented for and why it is needed.  Some possible uses can range from identity authentication, access control, or surveillance.

2D is probability the simplest mapping technique that has been available since the mid 1990s [1].  Here a photograph can be captured by sing a photograph taken with a digital camera, scanning an existing picture into the system, or using a CCTV.  Because these are simple methods the set up for a facial recognition is relatively simple to implement and cost would not be that significant.  The 2D can use either the image-base or geometry feature-based algorithms.  All of these aspects are the advantages as to why 2D is implemented.  

However some of the disadvantages to consider are its inability to handling large amounts of facial variations and in order to achieve good performance a constrained environment is preferred [13].  The human face is a 3D object and this can cause a 2D image to be construed due to the lighting conditions and other elements that can be associated with the environment.  The 2D technology cannot easily accommodate motion and facial angles.  At times it must rely on the cooperation of the subject posing for the picture [1] [13].  

2.5D uses the same process as a 2D in the way in which it captures an image however the difference comes into play when it creates the image.  The 2.5D image is a simplified 3D (x, y, z) surface representation that contains at most one depth (z) value for every point in the (x, y) plane [12].  

The advantages for implementing a 2.5D system is that the technology uses the 2D methods but it offers a better image because adding the extra dimension gives a more realistic look to the image.  

Lastly 3D represents the most realistic image that can be produced today.  It utilizes distinctive features of the face by capturing a real time 3D image or a person’s facial surface for instance the craniofacial structure where rigid tissue or bone is most apparent, such as eye socket curvature, nose or chin, since these areas of the face are unique and unchanging over time [1].  A 3D model can be constructed by taking several scans from different viewpoints which can produce an explicitly represent face surface shape information as well as providing registered color texture images [13].

Because 3D utilizes depth and another axis of measurement, whereby facial angles and curves are measured on a sub-millimeter scale [1] the result is an image that looks likes just like a human face.  Some of the advantages that 3D has to offer is its ability to create an object that resembles a more realistic image, it is not affect by lighting conditions, can be used in darkness (near-infrared light projector), is more robust to different view angles, potential to recognize a subject at nearly 90 degrees, motion of the subject does not affect the accuracy, identification is accomplished in milliseconds, and the accuracy rate is high [1].

Some disadvantages that 3D has is its ability to match new 3D images against 2D images (meaning that its ability to take a 3D image and comparing it to a 2D image can create the accuracy rate to decline), alternatively taking a 2D image and creating a 3D image can also create the accuracy rate to decline, also hardware is still relatively expensive because the software that is associated with 3D is still being developed.  

III.5 Types of searches 
There are two main sectors where facial recognition systems are used access control or authentication and surveillance or security [10].  Determining which kind of search one is going to be implemented will determine the kind of database one might want to implement.  

The simplest of the two is access control or authentication, involves one presenting themselves to the system for recognition and the system “verifies” their face [6].  This can be done by a person standing in front of a CCTV or by having their photograph encoded in a personal badge which can be then be swiped.  At which time the image is matched against an image recalled from a database.  This is called a one to one match [10].  

In a one-to-one match the subject must first be enrolled into the system.  Enrollment consists of taking a series of pictures with slightly different angles and facial expressions, which will allow for more accurate matching.  The next step is to extract distinctive features so that a template can be built.  [1].  When one presents themselves the image is then compared to a sample or compared to the user-defined template [5] that is located in the database.  This type of search is termed as a one-to-one and the question that it answers is, “Is this X” [8].

On the other hand a one-to-many search asks the question “Who is X” [8] and this is used in security or surveillance applications.  In this kind of application, the image is read into the system and then compares that image against every record or template in the database [8].  If the database is large the time it will take to determine the identity of this person will be longer than it would be if you were trying to search for a one-to-one.

III.6 Factors that decrease facial recognition software 
When implementing any kind of system there are variables that will cause it to become defective.  And a facial recognition system is not exempt from this situation.  There are many situations that can generate a possible error but being able to detect the error and implementing a fix is more important an trying to implement a system that is error free, although that is our intent when we first install the initial system.  

According to the Facial Recognition Vendor Test (FRVT) of 2000 and 2002, identification performance drops dramatically when outdoor images were used.  The recognition rate was only 50% at a false accept rate of 1% which was due to the problem of the algorithm not being able to distinguish between the change in tone, at the pixel level, caused by a relatively dark show, versus such a change caused by a facial feature.  This can impact the identification process by dimensioning key areas of the face [9].  

Another critical performance issue has to deal with time.  It was also determined that the identification performance also decreases as time laps increase between the acquisition of the database image and the newly captured image presented to a system.  FRVT 2002 found that for the top systems, performance degraded at approximately 5% points per year [9].  This can have a significant impact on managing a database.  When legacy comes into play, what is the appropriate time length that one should update the database and what kind of work will that entail for the database manager.

Since we are on the topic of database, what is the appropriate size?  The larger the database the less effective the software is, which is why for every doubling database size, performance decreases by two to three overall percentage points [9].  One can understand why this reasoning is so important because the larger the database the more images the system must compare and the process will become a slow tedious process.

Another factor that dramatic affect making correct matches are associated with locating features with the face because it is one of the key paths to differentiation and identification [4].  That is where the camera angle comes into play.  Creating an image where the software might have to interpret the frontal image by using only a portion of the image.  Can generate mismatching or the algorithm that is being used will generate an image that does not represent the actual image.  In the FRVT 2000 test with a 45 degree shift in facial capture then the probability of getting a one-to-one match fell dramatically to between 2 and 24%, whereas with a full face view the accuracy rate was nearly 100% success [9].  
Facial expression is another element that can have a negative impact on making a correct match.  The image that is produced becomes distorted because the face is not in a relaxed or normal position.  This mean that the measurements that have been generated will be off by a matter of millimeters and this can create an image that is not a replica of the actual face.

Distance from which the image is captured can also affect the image that is being compared.  This can create an area that could be ambiguous to the camera.  This can cause blurs or empty space to be produced on the image.  This can in turn be interpreted as another object or variable that the software might want to implement into the image.  

III.7 Controlled environment

Implementing a controlled environment will not eliminate these problems but they will decrease the probability of them occurring.  Once again when implementing a controlled environment one must determine what the task is for, for instance is it for security or authorization.  Also the environment should be constructed so that the person will not feel as though they are being monitored.

Facetrap is a technique that is used to manipulate the environment so that the ideal image is capture.  This is done by positioning a CCTV in an optimal location, creating a background that is neutral to the image; the lighting can be redirected so that it does not cast any unnecessary shadows, and the number of people that are being subject to the facetrap can also be controlled [18].  Utilizing the facetrap can cause the system to achieve a higher recognition rate which reduces the number of error matching and it will help the system run more effectively.

Another solution that was been patented by Sound Alert Technology is to incorporate a Directional Sound Beacon (DSB) with facial recognition software.  According to their studies using a DSB dramatically improved their recognition rate due to the simple fact that they were able to achieve a frontal image of the person that was passing by [10].  This was accomplished through the use of a control environment.  The process begins with positioning a CCTV in a precise location and then implementing the DSB (beacon sound) to get the attention of the person passing by.  When the person hears the noise their first instinct is to look in the direction of the noise.  This is exactly what the DSB does.  

These examples are not the answer to all of the security needs but they are ways in which the system can be improved.  By implementing different procedures or incorporating other alternatives with existing ones they can help create an optimal system that can improve the recognition rate and thereby directly reducing the error factor that exists in all facial recognition systems.  

IV. Criteria for testing and evaluating 
Testing and evaluating facial recognition software is subjected to personal and industrial view’s of those that create, use, and test facial recognition software.  There is not standardized testing that can be implemented across the entire industry.  But this does not mean that testing should be overlooked.

Some criteria for testing are as followings [18]:

· Actually testing should be conducted by independent organizations that will not reap any benefits should one system outperform another.

· The test philosophy must be considered, meaning that the test should not be too difficult or easy.

· Vendors and developers should not know the test data beforehand.

· Testing and evaluation should be repeatable.

· Accuracy and reliability can be only assessed by comparing a product with standardized references or samples and further analysis by independent bodies [4].

One of the main issues that have been addressed is the ability to have an independent organization to conduct the testing and evaluation.  In many articles the FERET Verification Testing Protocol for face recognition algorithms has been named as the organization to implement these tests [4].  Being cited as a source that conducts an independent tests gives this organization an important role in the facial recognition technology.  It is also important to state that it serves to promote research in facial biometrics in academic and public or private sector industry, sponsored by the United States Department of Defense Counter-drug Technology Development Program [4] these are also important elements of the FERET organization because it lets other organizations know their background.  It also says a lot for their knowledge and their want to explore new frontier, whether it should be public or private or academically.  

Along with an independent organization there needs to be an understanding as to what kind of evaluation is being conducted.  According to [2] three kinds of evaluations that can be implemented, the first is technology evaluation which determines the underlying technical capabilities of the system.  Also the tests that are conducted are always repeatable and the results show specific areas that require future research and development.

Scenario evaluation is the second kind and aims to evaluate the overall capabilities of the entire system for a specific application.  This involves looking at the software algorithm, camera, and camera-algorithm interface.  This testis not always repeatable however the approach on how to repeat the test should be.  The results from this evaluation show areas that require future system integration work and provide performance data on the system [2].

Lastly operational evaluates the workflow impact of specific systems installed for a specific purpose.  It seems to resemble the scenario but it is performed at the actual site and uses actual subjects and it is for this reason that it will not be repeatable.  The result will be used to compare data information [2].

V.  The future of facial recognition software technology

Security issues have become a priority that affects every aspect of our lives and the United States government and private businesses are capitalizing on the facial recognition software industry.  The amount of money that is beginning funneled into the industry is tremendous and might cause one to take a second look.  

· In December 2004 the Department of Defense invested $700,000in a project with Unisys and A4Vison to provide 3D facial imaging and recognition systems.  

· In May 2005 Ideal Innovations received and $8.2 million contract for biometric support.  

· In 2005, a CIA-backed venture group, In-Q-Tel, and Motorola invested $6 million dollars in A4Vision’s 3D facial recognition software and equipment.

· In the fall of 2005 the Office of Naval Research awarded Indentix a $1.6 million contract to develop applications integrating and capitalizing on recent advances in facial recognition and associated technologies [1].  

VI. Conclusion
Facial recognition technology has created an atmosphere where one’s identity can be determined by the blink of an eye.  No longer are we able to walk in public without seeing CCTV everywhere.  Is this a good thing or are we just becoming paranoid that we need to know the coming and going of everyone around us.  This question can only be answered according to one’s personal view of the world but no matter what your answer is there is not doubt that facial recognition technology will be here to stay.

The information that was presented in this paper reflects only a small portion of what the industry is capable of producing.  Facial recognition software is a continuous process that has made strides in places where it was only imaginable and the hardware is ever evolving.  This is the reason why the amount of money that is being invested is so enormous.  The security of the nations, countries, and individuals investments are deem necessary.

This is obviously a good perspective to have but if we put all of our resources into one technology then we will become targets other threats.  Another issue that we need to remember is that a computerized facial recognition system must be seen as decision support tool rather than decision-making tools [4].  When we let the computer have full control over determining who is who then we will create an environment where we might begin to judge our decisions.  If this does occur then are we ready for Robo Cop.  
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