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1. Introduction

This method of securing transmitted data is one of the most prevalent and important security technologies in use today.  The industry that has grown around relying upon a public key infrastructure is vast and includes many functions that people use from a day to day basis.  This is what gives a person the ability to purchase something from Amazon or check bank account records or even just access email.  

Just as this tool sounds powerful and has solved many accessibility issues, there must be details that are unknown.  There must be more than one type of public key technique, and what are those?  Are there any problems associated with using public key technologies?  How is it possible that something can be safely encrypted when the formula for deciphering it and the key itself are known to the general public?  What is the accepted standard?
2. Background
2.1 Historical Perspective

The dilemma of security has been one that people have fought with since the beginning of civilization.  Whether it is a lock on a door, or a civil servant to uphold the peace, solution on top of solution has been developed to keep honest people honest.  It is an issue that has grown more complicated as communication barriers between cultures have been broken down and the written word became more important.  Cryptography has been an important aspect in many militaristic and government endeavors.  People such as Julius Caesar used it to parlay sensitive communications.
  This is no different when it comes to the internet.  The emergent technology has spawned completely new ways for people to violate the trust of another.  
In most instances, the use of cryptography has been quite basic; some types only employ the transposition of letters in words.  It wasn’t until around 1948 that people started applying “advanced mathematical techniques to the science of ciphers.”
  One of these, Claude Shannon, demonstrated some very important statistical features that can be applied to language.  He also developed a measure of strength called unicity distance. “The unicity distance is a number that indicates the quantity of ciphertext required in order to uniquely determine the plaintext of a message. It is a function of the length of the key used to encipher the message and the statistical nature of the plaintext language.”
  

2.2 Relevant Research
The first logical step is to decide which public key infrastructure is accepted as the standard.  Living in the United States, the deciding factor on what is available and recognized for use is the government.  Consulting the FIPS PUB 140-2: Approved Security Functions, it is seen that supported asymmetric keys include DSA, RSA, and ECDSA.  Specifically, the document mentions “only the versions of the algorithms RSASSA-PKCS1-v1_5 and RSASSA-PSS contained within this document shall be used.”

This is just the recommendations provided by various government agencies.  What do the experts have to say about trust in cryptographic infrastructures?  Well, there is a lot to say in regards to this issue.  The big question they raise is whether or not a person can tell if the person providing the public key is truly who they say they are.  In dealing with this issue, there are repositories of certificates that help make up the actual infrastructure.  There is even talk about how to ensure that these repositories are uncompromised.  
[image: image1.emf]One certificate type is the X500/X509 which has a simple infrustructure.  Many associate this structure with a tree.  The root of the tree is the only real authority and is never questioned.  This root, or what has been named Root Certificate Authority (RCA), has a public key that all in the network already know.  This hard coded key gives an added benefit of never having to certify the RCA.  In cases where a single authority can be questioned for integrity, a bureaucratic system can be arranged and the authorities can cross certify keys with each other.
This method of authenticating a connection seems to be a lazy way of securing data.  If a single RCA is kept, then organizational faults are going to be able to bring the whole system down without effort.  A distributed system with multiple RCAs will be more secure because a hacker would need to compromise multiple sources to get the work done.
A popular implementation of key infrastructures is something called a trust graph.  The way that this works is the ability to certify a key using a web of trust authorities.  “Suppose that Bob is a good friend of Alice and that Alice knows the public key of Bob.  Then Alice may be willing to certify Bob’s key.”
  How can Alice be trusted?  The decision is up to the requestor.  One way that the authority can be verified is if someone that the user trusts can vouch for them.  These nodes can be followed out and if (2k + 1) nodes can verify the key then it would seem reasonable that the person using the key is who they seem they are.  The strength of this system is apparent because a hacker would need to hack 2k +1 nodes in order to fool anything.  
The infrastructure is something that many argue about and in fact, some say that no infrastructure would be best.  This seems limiting though if there is no way to get third party verification of a communication.  The ability to establish a firm, safe transmission with a specific entity is important.  
An interesting technique can be applied with signatures that can lead authority to a message but not reveal the actual person who sent it.  Anonymity with a reaffirmation of the authority is something that can appeal to many people.  The way this works is a person can create an ad-hoc authority group using the public keys of several people.  In the example that Adida et. all use, Alice is trying to leak information to the press.  

Imagine Alice is a cabinet member, and she wishes to “leak” a document m to the press, so that it is verifiably authentic but so that she is not obviously the source.  She can do this by signing m with an ad-hoc-group signature, where the ad-hoc group includes all members and other senior government officials (including herself, of course).  

When she does this, she can be a reputable source to the public but the actual person who did it is unable to be revealed.  The limitation and strength lent to this technique include the fact that the person creating this ad-hoc-group must be a member of the group.
2.2.1 Scholarly Research
To simplify the paper, the RSA algorithm and adjoining infrastructure is going to obtain the majority of the focus.  The work done by Ron Rivest, Adi Shamir, and Leonard Adleman is still a revolutionary breakthrough in the area of cryptography.  It was formalized in 1978 and forms of this method are still the most popular today.  Rivest has divulged many of the RSA secrets and they are publicly available in many places.  
The analysis of his own methods in his paper “RSA Problem”
 gives a reasonable explanation of both how this method can be broken and also why it may not be broken in practice.  There are several points of the scheme that can be problematic.  Rivest examines each point in the algorithm, pointing out potential attacks.  
One thing that is mentioned is the exponent used in the public key.  Since this exponent (e) is known, a way of deriving the plaintext (M) from cipher text (C) is to solve the equation for M.  The equation usually looks like C = Me.  After some manipulation, a solution of M = the eth root of C.  The trade off for this small exponent is the simplicity of encrypting.  The larger the exponent, the harder the process becomes exponentially.   
Adversaries of RSA also point out that solving the least significant bit would theoretically mean that an efficient method of decrypting was not far off.  Do to other’s research, “the least-significant bit of RSA plaintext can not be predicted with probability better than ½ + 1/poly(log(n)).”
  

Since the RSA method is based on hashing very large prime numbers, the methods employed just to get the initial numbers can be quite complex.  A sample with smaller numbers is discussed by Paul Andrew Johnson
 and gives some good insight about how the RSA system works.  Two very large prime numbers are generated (p, q) and these multiplied to produce n.  These two numbers need to be at least 100 digits long in order to maintain the necessary computational difficulty so that someone can’t solve the ciphertext.  Another number can be generated from p and q.  This is m and is found by (q-1) (p-1).  After m is found, e can be generated by finding a small co-prime of m.  The final number that is needed is d.  This number is found by solving the equation de % m=1.  These are the necessary numbers needed for all the hashing functions.  
Beyond these basic small numbers, Rivest gives us a newer method to generate these hash tables presented in 2005
, although the idea that this may not be ‘random’ enough is discussed.  The technique itself is highly advanced but should they be employed will increase the security available.  Another hash function being developed is presented in “Dynamic Cryptographic Hash Functions.”
  An interesting thing talked about in this paper is the linking of a security parameter to the hashing function.  Despite all this, theoretical methods of attacking RSA keys are still being developed although a practical application of these theories has not been performed.

2.2.2 Industrial Research

The RSA method of cryptography is used quite prevalently in the industry.  Besides derivatives of it being officially sanctioned by the government, and used by them, most informed companies wish to employ the technique for a successful security policy.  EMC is the company that has pushed RSA the hardest.  They market various different niches.  
A recent market that they have been trying to reach is the wireless and remote logon niche.  What they call RSA SecurID is able to securely identify someone based on RSA “tokens.”  Instead of requiring an employee to enter a 128 bit password, which isn’t even possible with an unmodified Windows environment, and instead making an employee enter their ID and RSA token information.  The idea is for the computer to “would accept the two-factor token authentication information and pass an extremely long Windows password to authenticate to the needed Windows resources.”
  With this technique, if a hacker did intercept the password and tried to break it, the possibility of cracking is effectively diminished.  
3. RSA in a Nutshell
3.1 Basic RSA
The workings of the RSA algorithm need to be discussed and solved with small prime numbers.  The importance of the formula N = q * p 
 is more easily understood if not diluted with complicated, advanced mathematics.  Once this private key is generated, how the public key, m = (p-1)(q-1)
, is derived is a vital next step.  This technique can be followed with some simple mathematics that would not normally be used in a real setting.  In a real setting the numbers chosen would need to be over 100 times larger than these.
The example that we follow can be found on Johnson’s
 web page.  If the prime numbers 7 and 19 are used for p and q respectively, then n should be 133 according to the formula n = q * p.  The other formulas that need to be solved for is m = (q – 1) (p – 1) and de % m = 1.  The first is easy and gives the number 108.  In order to find d, e must be solved for.  This calls for Euclid’s algorithm to find the greatest common divisor.  In our case, this turns out to be 5.  Rearranging the previous algorithm to d = (1 + im) / e where i is an integer.  Working through the numbers will reveal that 65 is the goal we are looking for.  
An interesting point that is made by Johnson is the value of the message to be encrypted must be smaller than the smaller of p or q.  In our case, this limits greatly but in practice where p and q should be hundreds of bites it won’t be such a problem. 
If the message to be encrypted is 6 (smaller than our p), then we can begin encryption with the simple formula of C = Pe % n.  P stands for plaintext here, don’t confuse it for our small p which is part of our secret key.  Entering the values looks like 65 % 133.  Following this, the ciphertext is going to be 62.  

Decryption is very similar to encryption but the exponent tends to be greater.  The formula looks like P = Cd % n.  Filling in the numbers would look like 6265 % 133.  Just with the extremely small numbers that were chosen, the numbers generated from this operation are huge.  In any case, following the proper procedure gives the answer of 6, just what was needed.
3.2 Advanced RSA Mathematics

When dealing with large prime numbers such as this, special mathematics must be applied to the formulas to get a manageable solution.  Several theorems help to produce the ability for RSA to do the things that it needs to do.  There is a lot of modular arithmetic to apply to these formulas.  In fact, the modulus is used in almost every step of the problem.  A few other ways that it is able to simplify the formula is with the Fermat/Euler theorem that allows us to substitute M(p-1) with 1 * (mod p).  Another place that is simplified is with the Chinese Remainder Theorem.  This is a strange one that allows the combination of q and p since they are distinct primes.
  

These things are vital in the correctness of solving for a plaintext message.  In fact the encryption and decryption are quite simple to solve for if given the secret exponent.  The methods of verifying the key can get complicated given the importance of doing so.  With some methods, the proper decryption of the material could mean that the key was correct.  What happens if a man-in-the-middle attacked this transmission and entered their key instead of the originators.  The attacker may not be able to read the initial text but subsequent communications using that key would be sending data right to the adversary.  A more advanced test was developed to efficiently validate a batch of signatures together.  Refer to the figure below that was obtained from Stanek
 as the algorithm followed to find a bad signature in a stack of them.  Using more advanced techniques to find bad signatures may be an important thing to many companies as they try to deal with the security problems brought to this century.
3.3 Importance of Keys
It is mentioned several times that numbers small like those that were chosen earlier can’t be used for properly secure hashing.  The development of a large key is a complicated thing, how can this be handled with current technology?
  What are the downfalls of using a non-random entity like a computer to give us that prime number?  
New techniques of dynamically generating these keys and tables are being developed and are necessary in order to speed up encryption/decryption.  Current standards suggest that a key length of 512 bits
 is secure enough but it is suggested by others that the key length for secure transmissions should be increased to numbers above 10,000.
  The affect of this increase would make the difference (with current computational power) of cracking a message in months as opposed to years.  Larger organizations have demonstrated time and again the ability for a computer to factor keys for the RSA algorithm.  The problem that gives this evidence resistance in the functional world is the fact that the organizations had to dedicate millions of dollars worth of equipment in order to achieve it.  A typical hacker wouldn’t be able to contribute the resources that are demanded in order to pull of the trick.
Companies or governments that need to protect data for extended amounts of time should look for new ways in order to keep that data private because the ability to crack it exists, it just takes time.  In fact, this issue is examined by Shamir and Tromer in EMC’s electronic periodical named CryptoBytes.  “Most research has focused on PC-based implementations of factoring algorithms; these have successfully factored 530-bit integers, but practically cannot scale much further.”
  So a PC wouldn’t be able to crack something more than 530-bits, where 512 is recommended.  The supposition here is that 512 would take to long to interest someone looking for devious delights.  So how long can a key length of 1024 be broken?  According to Shamir, it would be possible to break that key in one year.  Of course this is using specially built hardware and spending approximately 10 million dollars.  
3.4 Proposed RSA Weaknesses
RSA can be very slow at times.  This is especially true when considering larger key lengths such as 1024.  In fact if faster techniques are not developed then it may become obsolete.  When using a key length of this size, it “can take as long as 30 seconds”
 on handheld devices.  Techniques for process RSA computations in a batch process are available and can perform the computations for several encryptions for the cost of one.  Beyond this, some people are trying to modify the actual equation.  A multi-factor RSA adds in a value of r to make n = pqr.  Another way to do it is to form n = p2q.  “Both methods are fully backwards compatible since there is no known efficient algorithm to distinguish such RSA public keys from standard RSA keys (where N = pq).”
  
Other weaknesses in the algorithm were provided earlier in section 2.2.1.  This really illustrates the fact that although the RSA technique itself is flawed, with some basic limitations that are agreed upon, it can become a safe and effective solution in securing data.
4. Conclusion

Sometimes it seems like the harder people try to remain private, the more revealing they get.  Funding and man years galore are dumped into projects that allow people to remain safe and secure.  It seems strange that as fast as development is in these areas, the destruction of them is just as fast.  Although in practice, the RSA method may appear safe, the time is growing closer and closer in which even this method must be left behind for something better.  The key length can not functionally grow as it has been over the last few years.  It will reach a point in which it may still be secure but the processing power will crank away at it in an unacceptable time frame.  
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