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1.0 Introduction


With the age of widespread wireless internet deployment upon us, the concern over wireless security is a commonly overlooked aspect.  Although, Wireless Equivalent Privacy, commonly called WEP is broadly used, it is far too easy for people to crack and intercept the information that is broadcast over the network.  The amount of sensitive information sent over the internet and the easily intercept able data packets are leading to identity fraud, privacy invasion, and many other pressing concerns.  To accurately depict the safety concerns one must describe the historical aspects that surround the creation and structure of wireless internet and its relevancy to its widespread use today.  The purpose of this paper is to describe the process that is used to transmit data over wireless internet, WEP key encryption, and the ways that people can exploit these security features.

2.0 Background


To completely understand wireless transmission one must understand the different types of wireless networks. Since the invention of the internet, security has always been a concern.  With the invention of wireless internet the privacy and security of our information was even more accessible to hackers.  


WLAN technology and the WLAN industry date back to the mid-1980s when the Federal Communications Commission (FCC) first made the RF spectrum available to industry.2  During the 1980s and early 1990s, growth was relatively slow. In the early 1990’s the precursor to Wi-Fi was invented by NCR Corporation and AT&T.  In the later nineties Vic Hayes, invented the current standard used, 802.11. 
  Today, however, WLAN technology is experiencing tremendous growth. The key reason for this growth is the increased bandwidth made possible by the IEEE 802.11 standard. Seen below are the characteristics of an 802.11 network:
	Characteristics
	          Description

	Physical Layer 
	Direct Sequence Spread 

Spectrum (DSSS), Frequency 

Hopping Spread Spectrum 

(FHSS), Orthogonal Frequency Division Multiplexing (OFDM),

 infrared (IR). 

	Frequency Band 
	2.4 GHz (ISM band) and 5 GHz. 

	Data Rates 
	1 Mbps, 2 Mbps, 5.5 Mbps (11b), 11 Mbps (11b), 54 Mbps (11a) 

	Data and Network Security 
	RC4-based stream encryption 

algorithm for confidentiality, auth-

entication, and integrity. Limited

 key management. (AES is 

being considered for 802.11i.) 

	Operating Range 
	Up to 150 feet indoors and 1500 feet outdoors.

	Positive Aspects 
	Ethernet speeds without wires; many different products from many different companies. Wireless client cards and access point costs are 

decreasing. 

	Negative Aspects 
	Poor security in native mode; throughput decrease with distance and load. 





Following the FCC’s appropriation of the RF Spectrum to industry, Motorola spent a lot of hours and revenue and developed one of the first commercial WLAN systems with its Altair product. Although a breakthrough at the time, early WLAN technologies had several problems that prohibited its pervasive use. These LANs were expensive, provided low data rates, were prone to radio interference, and were designed mostly to proprietary RF technologies. The IEEE initiated the 802.11 project in 1990 with a scope “to develop a Medium Access

Control (MAC) and Physical Layer (PHY) specification for wireless connectivity for fixed, portable, and moving stations within an area.” In 1997, IEEE first approved the 802.11 international interoperability standard. Then, in 1999, the IEEE ratified the 802.11a and the 802.11b wireless networking communication standards. The goal was to create a standards-based technology that could span multiple

physical encoding types, frequencies, and applications. The 802.11a standard uses orthogonal frequency division multiplexing (OFDM) to reduce interference. This technology uses the 5 GHz frequency spectrum and can process data at up to 54 Mbps.2
 
The wireless technology that will be mainly described throughout this paper is 802.11 which is the IEEE standard for wireless transmissions.  There are several operation modes; Ad-hoc, Infrastructure, and the most commonly used Access Point networks.  In regards to the Access Point (AP) networks, a client must authenticate itself with the AP and then send an association request
.  There are two types of authentication: Open System and Shared Key.  Open System involves a null authentication algorithm to allow any users access.  Shared Key involves using the WEP algorithm, where a predetermined key has been selected.  

3.0 Encryption

3.1 XOR


XOR is a rather simple building block within the encryption process to create encrypted data.  XOR is a comparison between two bytes that produces another byte because of a simple process.  
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3.2 RC4


RC4 is the Encryption algorithm used to cipher the data sent over the airwaves.  RC4 consists of two parts: the Key Scheduling Algorithm and the Pseudo Random Generation Algorithm
. 

3.2.1 KSA


The Key Scheduling Algorithm is the first part of the encryption process used in WEP.  The following is the actually algorithm used in RC4.

1. Assume N = 256  

2. K[] = Secrete Key array

3. Initialization:

4.
 For i = 0 to N – 1

5. 

S[i] = i

6. 

j = 0

7. 

Scrambling:

8. 
For i = 0 ... N – 1

9. 

j = j + S[i] + K[i]

10. 

Swap(S[i], S[j]) 

3
Explanation of KSA

1. N is what is referred to as the index value which states the strength of the scrambling process, which for wep is 256. 

2. K is the letter used to symbolize the secret key array. In the case of a five character,

pre-shared key, this value would be the three-character IV + five character

pre-shared key _ eight-character secret key. Each character is held in

the corresponding K position. This value does not get scrambled.

3. This starts the initialization of the KSA. It basically is used to seed the empty

State (S[]) array with values 0[nd]255.

4. This is the start of the loop process that increases the value of i each time the

algorithm loops.

5. Once it is done, the S array will hold values 0[nd] 255 in corresponding array

position 0[nd]255.

6. j is used to hold a value during the scrambling process, but it must first be

initialized to ensure that it always starts at 0.

7. This starts the scrambling process that creates the pseudo random S array from

the previously seeded S array.

8. Another loop that ensures the scrambling process occurs 256 times.

9. This is the equation used to merge the properties of the secret key with the state

array (S[]) to create a pseudo random number, which is assigned to j.

10. Finally, a swap function is performed to swap the value held in S[i] with the

value held in S[j].3
3.2.2 PRGA


The Pseudo Random Generation Algorithm is the process that results in a streaming key from the KSA and then creates the encrypted data.  

1. Initialization:

2. i = 0

3. j = 0

4. Generation Loop:

5. i = i + 1

6. j = j + S[i]

7. Swap(S[i], S[j])

8. Output z = S[S[i] + S[j]]

9. Output XORed with data
3

Explanation

1. Again, before using the PRGA, the i and j values must be initialized.

2. i initialized to 0.

3. j initialized to 0.

4. This starts the stream-generation processes. It will continue until there is nomore data, which in WEP’s case is the end of the packet of data[md]or about

1,500 bytes.

5. i is added to itself to keep a running value used in the swap process.

Note: This value will ALWAYS equal 1 the first time through the

PRGA loop (i = i + 1 _ i = 0 + 1 = 1).

6. j is used to hold the psuedo random number in the S[] position, with the

previous S[] added to it.

Note: This value will ALWAYS hold the value held in S[1] for the first iteration of the PRGA (j = j + S[i] _ j = 0 + S[1]). 

7. Another swap function is performed that switches the values held in the I position and j position of the state array.

8. z is calculated based on an addition of the value held in the state array, as represented by the addition of the values held in S[i] added to S[j]. (This will be better understood after seeing the example later in the article.)

9. Finally, the z value is XORed with the plaintext to create a new and encrypted value. This can be represented by the equation encrypted data = z XOR plaintext.

Note: XOR only requires that you know ANY two of the values to deduce the third. In other words, if the plaintext is known and the encrypted data is captured by a sniffer, a hacker can deduce the z value outputted by the PRGA.

3.3 CRC


The final part of the encryption process is the Cyclic Redundancy Checksum value.  This is the final step for the receiving party to make sure that the data was not altered or corrupted.  Before the data is packaged and sent, a value is calculated by the CRC algorithm that is based on the bytes of the data.  This value is then appended to the actual data and sent to the receiving party.  The make up of the actual Packet in the WEP process is:
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Once the packet is received, the CRC value is removed and the NEW CRC value is calculated on the received data.  If the NEW CRC value matches the ORIGINAL CRC value, the packet is assumed to be complete; otherwise, the packet is considered corrupted and is dumped. 3

3.4 Entire Process

All three processes together are used to submit the data across the network. Below is a graphical representation of this process:
[image: image4.emf]3

Once one understands the algorithms and encryption methods used, then he is able to try to exploit this primitive encryption method.  There are few constant points that you must remember to understand how to exploit this WEP security.  First off, remember that the Initialization Vector (IV) is sent as plaintext with the encrypted data packet.  Consequently anyone can easily “sniff” this information and learn the first three characters of the key by using a network sniffer. 3   


The first step for a person wishing to gather a connection to a WEP secured wireless network would be to open a sniffer, a utility program used to capture the data packets going over the network.  By using this sniffer the attacker can learn such vital information as the network SSID, the computers MAC address, and the channel of the wireless network being broadcast.  


Now that a person has the basic information, I will describe how a hacker would attempt to crack the WEP encryption.  

4.0 Cracking Process


The first part of the encryption method is the KSA Algorithm, which I described earlier.  I will describe an example in detail to help one understand the encryption method used.  The initial variables are as follows :

Before getting into the KSA we need to define a few values.  The captured weak IV is 3, 255, 7. This value was chosen because it was

tested and is known to be a real weak IV.

The pre-shared password is 22222. Although a hacker would not know this before cracking WEP, we need to define it so you can see the cracking process in action.3
First, we need to clarify our key array as a hacker would see it after capturing the IV.

	K[0]=3 
	K[1]=255
	K[2]=7
	K[3]=?
	K[4]=?

	K[5]=?
	K[6]=?
	K[7]=?
	
	


Next, we need to define and track the state array values, i value, and j value. This will be done before each loop is processed, so you can see how the values change. We will not

show all 256 state array values because they are useless to the cracking WEP process. Only the first four state array values and any value that has changed will be shown.3 

4.1 KSA loop 1

	i=0 
	j=0
	S[0]=0
	S[1]=1
	S[2]=2
	S[3]=3


j=j + S[i] + K[i mod l] = 0 + S[0] + K[0] = 0 + 0 + 3 = 3 à j = 3

In this equation, you can see that the j and i value were 0, which is used by the S[] array

(S[0] = 0) and the K[] array (K[0] = 3). This resulted in the values of 0, 0, and 3 being added together to assign the value of 3 to j. This value is then passed on to the swap function below. 3
i=0, j=3

Swap (S[i], S[j]) à Swap (S[0] , S[3]) à S[0] = 0 , S[3] = 3 à S[0] = 3 , S[3] = 0

In this process, you can see that the values held in S[0] and S[3] are swapped. This is an important process to watch, but remember there is a 5% chance that the values held in

S[0] and S[3] will not change after the first 4 KSA/PRGA loops. 3
4.2 KSA loop 2

	i=1 
	j=3
	S[0]=3
	S[1]=1
	S[2]=2
	S[3]=0


j=j + S[i] + K[i mod l] = 3 + S[1] + K[1 mod 8] = 3 + 1 + 255 = 259 mod 256 = 3 à j = 3

i=1, j=3

Swap(S[i], S[j]) à Swap (S[1] , S[3]) à S[1]=1 , S[3]=0 à S[1]=0 , S[3]=1


Notice that in this loop the value of i increases by one and that a modulus operation was performed to determine the value of j. It is only coincidental that j = 3 again. 3
4.3 KSA loop 3

	I=2 
	j=3
	S[0]=3
	S[3]=1
	S[2]=2
	S[1]=0


j=j + S[i] + K[i mod l] = 3 + S[2] + K[2] = 3 + 2 + 7 = 12 à j = 12

i=2, j=12

Swap(S[i], S[j]) à Swap (S[2] , S[12]) à S[2]=2 , S[12]=12 à S[2]=12 , S[12]=2

Note that up to this point, only KNOWN values are used. Any hacker can reproduce this process up to this point. However, in the next step, the secret key is unknown, so a hacker has to stop. 3
4.4 KSA loop 4

	I=3 
	j=12
	S[0]=3
	S[1]=0
	S[2]=12

	S[3]=1
	S[12]=2
	
	
	


j=j + S[i] + K[i mod l] = 12 + S[3] + K[3] = 12 + 1 + ? = ?

i=3, j=?

Swap(S[i], S[j]) à Swap (S[3] , S[?]) à S[3]=1 , S[?]=? à S[3]=?? , S[??]=1

So, now a hacker is up against a wall. However, what if there is a way to determine the j value at this point? Fortunately, for a hacker, there is a way. A simple XOR calculation and he can determine this value from the first iteration of the PRGA process. 3
Knowing this, let’s reflect on the XOR process that creates the encrypted data. The final step of the RC4 process is to XOR a PRGA byte with a byte of the plaintext data. Since XOR works in both directions, we also know that we can get deduce the first byte of the PRGA if we XOR the first byte of the encrypted data with the first byte of plaintext. 3
Fortunately, for a hacker this is easy thanks to the SNAP header (170 in decimal) and the use of a sniffer to capture the encrypted byte. In our example, we will provide the

captured encrypted byte value (165 in decimal), which changes from packet to packet.

The following equation illustrates the XOR process: 3
z = 0xAA(SNAP) XOR Ciphertext byte1 = 170 (Dec) XOR 165 (Dec) = 15 è z = 15

As a result of this XOR calculation, a hacker can deduce that the PRGA value is 15

(decimal). Now, he can reverse-engineer the PRGA process, and use this to determine the

missing j value. First, let’s remind ourselves of the known loop values as they would

occur entering loop 4 of the KSA. Remember, these values can be easily reproduced by

the use of the IV values. 3
4.5 KSA loop 4

	I=3 
	j=12
	S[0]=3
	S[1]=0
	S[2]=12

	S[3]=1 
	S[12]=2


1. Initialization:
2. i=0
3. j=0
4. Generation:
5. i = i + 1 = 0 + 1 = 1
6. j = j + S[i] = 0 + S[1] = 0 + 0 = 0
7. Swap (S[i], S[j]) à Swap (S[1] , S[0]) à S[1]=0 , S[0]=3 à S[1]=3 , S[0]=0
8. z = S[S[i] + S[j]] = S[S[1] + S[0]] = S[3 + 0] = S[3] = ?
9.? =15 è S[3] =15 at KSA4

From the previous discussion, you know that i will always equal 1 for the first iteration of the PRGA (line 5). This then means that j will always equal S[0] (line 6). As we can see from the KSA loop 4 input values, S[1] = 0. This then results in j being assigned the value

of 0 (line 6). The values held in S[i] and S[j] are then swapped, which means that S[1] is swapped with S[0] resulting in S[1] = 3 and S[0] = 0 (line 7). These values are then added together, and used to pull a value from the state array. In this case, the combined S[i] and S[j] values = 3 (line 8). However, the S[3] value referenced to here is from the completion of KSA loop 4, which is unknown to us. Fortunately, due to the XOR process, we know that the resulting value is 15, which means that S[3] will equal 15 at the output of KSA loop 4. Knowing this, a hacker only needs to reverse the KSA loop 4 process to deduce the secret key value. 3
4.5.1 KSA loop 4

	I=3 
	j=12
	S[0]=3
	S[1]=0
	S[2]=12

	S[3]=1 
	S[12]=2


S[3]=15 , S[15]=S[3]t-1 à S[3]=15 , S[15]=1

First, we know that the final step in the KSA loop is to swap values. Knowing the values of the state array after loop 4 completes and before it starts is important. Thanks to the

XOR weakness, we know S[3] will equal 15, and we can make an educated guess that S[15] will hold the value held by S[3] before loop 4, which is 1 in this case. As a result, a hacker can deduce that S[3]=15 and S[15]=1 after the swap. 3
Swap (S[3] , S[15]) à S[3]=1 , S[15]=15

Next, a hacker swaps the values held in these positions, which leaves S[3] equaling 1. 3
j=j + S[i] + K[i mod 256] = 12 + S[3] + K[3] = 12 + 1 + K[3] = 15

A hacker then plugs the values into the equation that would produce the j value. This fills in all the fields except the value of the secret key array. 3
à K[3] = 15 – 12 – 1 = 2

After a simple reverse calculation, the value 2 is produced, which is the first byte of out secret key!3

This is an example of how a hacker could deduce a WEP key, byte by byte.  This process by hand is a very difficult and time consuming process which would severely lessen the chance of anyone trying to crack a WEP key.  Unfortunately, for the security of our information, there have been programs written with these algorithms coded into them to perform these processes in a matter of seconds.  Two of the leading programs are WEPCrack and AirSnort, which if enough data is currently being transmitted over the network, can crack WEP encryption in a matter of seconds.  

5.0 Wi-Fi Protected Access


Since there have been so many vulnerabilities discovered in WEP, a committee was formed to find a new method of securing wireless communications. It was understood that additional security technologies must be added to achieve acceptable levels of security for Wi-Fi.  With this demand, the Wi-Fi Alliance introduced the Wi-Fi Protected Access (WPA). “Wi-Fi Protected Access is a specification of standards-based, interoperable security enhancements that strongly increase the level of encryption and authentication for existing and future wireless LAN systems”.


Although, WPA still uses the WEP algorithm, they made it much stronger by implementing a stronger integrity checking algorithm and better key management.  

In order to leverage this protocol, a RADIUS authentication infrastructure must be implemented which is not trivial or cost-free.

As a result, the WPA standard has been created with a WPA-PSK (pre-shared key) mode as well which provides for less robust authentication and, as such, does not require a RADIUS infrastructure.
 Due to the fact that a Radius Server is an additional cost, WPA-PSK is the most commonly used for small networks, such as homes or Wi-Fi hotspots.  Unfortunately, reducing the need of the Radius infrastructure also eliminates the strong authentication.  


The main difference between WEP encryption and WPA security is that; in WPA Temporary Key Integrity Protocol (TKIP) replaces WEP encryption.  “The TKIP encryption algorithm is stronger than the one used by WEP but works by using the same hardware-based calculation mechanisms WEP uses”.6
With the implementation of TKIP, WPA has great security improvements over its predecessor.  “TKIP is essentially a shell that was placed around the WEP RC4 algorithm to address the following weaknesses: replay attacks, forgery attacks, key collision attacks, and weak key attacks. It does this by improving the integrity checking function, adding initialization vector sequencing rules, and creating a per-packet key”.
  

The TKIP protocol actually has several functions. First, it determines which encryption keys will be used and then verifies the client's security configuration. Second, it is responsible for changing the unicast encryption key for each frame. Finally, TKIP sets a unique starting key for each authenticated client that is using a pre-shared key.


TKIP uses a master key (MK) which is either sent out or used to derive a pairwise master key (PMK).  This key is then used to derive four more keys.  One of the keys is referenced as the temporal key (TK), which is primarily used for the encryption of data that is sent over the wireless link.  “The TK is XORed with the sender's MAC address, which is then mixed with a sequence number to produce a key that is used as input to the previous WEP algorithm”.5  These are the extra steps that are beneficial to the security of information sent over the network due to the fact that it now depends on time and the sender’s MAC address.  

As described and illustrated earlier, contained in the WEP-encrypted packet there is a piece of the packet called the Integrity Check Value (ICV) which makes up 32-bits.  The purpose of the ICV is so that the receiving party can verify that the packet has not been altered through transmission.  Just like the rest of the encryption process, there have been programs written to alter this ICV so that the receiver will be unable to tell that the packet has been tampered with. TKIP uses a sequence counter to prevent replay attacks and a Message Integrity Check (MIC). 


To counteract this type of hacking, WPA includes Message Integrity Code (MIC), also called Michael.  The major difference is that the MIC is only eight bits, as opposed to the ICV which is 32 bits.  The MIC has two main purposes. “First, it is encrypted along with the rest of the frame and makes it much more difficult to tamper with a frame's data. Second, the MIC contains a frame counter. This prevents someone from launching a wireless replay attack”.6  Below is a graphical representation of the TKIP Encapsulation:
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6.0 Wi-Fi User Risks


So where do the faults of the Wi-Fi encryption methods actually cause harm to the wireless users?  With the use of these algorithms which have been public information for years, and the programs with these algorithms written into them, a hacker can deduce the WEP key in a matter of seconds.  Once the WEP key has been discovered then a hacker can connect to the network and observe all the traffic going through the wireless hub.

From the packets collected by a hacker, the hacker can deduce passwords to secured websites, bank account numbers, credit cards, email, and any other sensitive data that is being broadcast.  Identity theft of Wi-Fi users is a problem that is growing at an alarming rate.  These hackers are monitoring Wi-Fi networks and obtaining all sensitive data and manipulating it for their benefit and can sell your identity.  


Unfortunately, many users are connecting to Wi-Fi hot spots that are open, or unprotected and sending a lot of sensitive data.  This is a way for people to ask for these predators to take their financial and personal information.  As proven throughout this paper, even in a protected wireless network many hackers are cracking the key to obtain this information.  Unfortunately, ‘securing’ these types of wireless networks is a mere obstacle for these hackers to work around.  To have personal privacy in the Wi-Fi world, the IEEE is going to have to implement and adopt a new way of encryption that will have to be constantly evolving as people try to exploit it.

7.0 Conclusion



Although WPA is a great improvement over the security features of WEP, it is still a very temporary solution to the every increasing popularity of Wi-Fi.  The vulnerabilities in wireless systems tend to be numerous because of the inherent lack of physical security.2  Regardless of the future forms of encryption to be involved with Wi-Fi, there will always be people trying to exploit it and due to the lack of a physical architecture they will be successful.  Due to the convenience and wide deployment of wireless it is hear to stay, and unfortunately so are the vulnerabilities that are incorporated within Wi-Fi.


With the amount of sensitive information sent over Wi-Fi networks and the easily intercept able data packets many Wi-Fi users are falling victim to identity fraud, privacy invasion, and many other pressing concerns.  In order to secure oneself from being a victim of online threats, only use ‘secured’ wireless networks and keep your Wi-Fi network up to date with the latest IEEE standards for authentication.
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9.0 Appendix





What do the acronyms WEP and WPA stand for and what are the differences between the two forms of Encryption?


WEP stand for Wireless Equivalent Privacy and WPA stands for Wi-Fi Protected Access.  The differences between the two forms of encryption are that; in WPA Temporary Key Integrity Protocol (TKIP) replaces the WEP encryption.  Although, based upon the same hard-ware calculation mechanisms as WEP uses TKIP provides a much stronger encryption.  


Another difference is WPA’s implementation of a Message Integrity Code (MIC), which is only 8 bits as opposed to the ICV which is 32 bits in WEP to prevent people from changing the data in a packet and changing the data packets size.





What is the safest way to implement a WPA network for a business?


	The safest way to implement a WPA network would be to implement a WPA network using a radius authentication infrastructure.  Although the safest, this is a very costly and difficult to maintain network.





After the FCC’s appropriation of the RF Spectrum to industry uses who was the first company to develop a commercial WLAN system?


	Motorola was the first to implement a WLAN system.  Although a breakthrough at the time, early WLAN technologies had several problems that prohibited its pervasive use.





What are the different versions of the IEEE standard 802.11, and how do they differ?


Protocol�
Release Date�
Op. Frequency�
Data Rate (Typ)�
Data Rate (Max)�
Range (Indoor)�
Range (Outdoor)�
�
Legacy�
1997�
2.4-2.5 GHz�
1 Mb/s�
2 Mb/s�
 ?�
 ?�
�
802.11a�
1999�
5.15-5.35/5.47-5.725/5.725-5.875 GHz�
25 Mb/s�
54 Mb/s�
~25 meters�
~75 meters�
�
802.11b�
1999�
2.4-2.5 GHz�
5.5 Mb/s�
11 Mb/s�
~35 meters�
~100 meters�
�
802.11g�
2003�
2.4-2.5 GHz�
25 Mb/s�
54 Mb/s�
~25 meters�
~75 meters�
�
802.11n�
2007 (unapproved draft)�
2.4 GHz or 5 GHz bands�
200 Mb/s�
540 Mb/s�
~50 meters�
~126 meters�
�
What are the two commonplace hacker programs to break WEP encryption passwords using the RC4 algorithm?


	The two commonplace programs that were written to eliminate the use of hand code breaking using the RC4 algorithm are WEPCrack and AirSnort.





What are possible threats to Wi-Fi users personal security?


	There are many possible threats to users using open or secure Wi-Fi connections.  These include invasion of email, passwords to secure sites, identity theft, and much more.
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